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1. Introduction
In this paper, we discuss parameters needed in security configuration for intra-system handover between NR and eLTE.
2. Discussion
The interface between gNB and ng-eNB is Xn or NG (i.e. N2/N3). 
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Overall Architecture [1]
The following is from SA3 specification [2]:
	6.7.3.1
Xn-handover 

At handover from a source gNB over Xn to a target gNB, the source gNB shall include the UE's 5G security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message. The target gNB shall select the algorithm with highest priority from the received 5G security capabilities of the UE according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the handover (see TS 38.331 [22]). In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities received from the source gNB to the AMF. The AMF shall verify that the UE's 5G security capabilities received from the target gNB are the same as the UE's 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored 5G security capabilities of the UE to the target gNB in the Path-Switch Acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm.

If the target gNB receives UE's 5G security capabilities from the AMF in the Path-Switch Acknowledge message, the target gNB shall update the AS security context of the UE with these 5G security capabilities of the UE. The target gNB shall select the algorithm with highest priority from these 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). If the algorithms selected by the target gNB are different from the algorithms used at the source gNB, then the target gNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure indicating the selected algorithms and a NCC to the UE.
6.7.3.2
N2-handover

At handover from a source gNB to a target gNB over N2 (possibly including an AMF change and hence a transfer of the UE's 5G security capabilities from the source AMF to the target AMF), the target AMF shall send the UE's 5G security capabilities to the gNB target in theNGAP  HANDOVER REQUEST message (see TS 33.413 [34]). The target gNB shall select the algorithm with highest priority from the UE's 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the handover (see TS 38.331 [22]). 


From the above, SA3 specifies the security configuration in the Handover Command includes two parameters:

· Ciphering algorithm (optional)
· Integrity algorithm (optional)
The following is from SA3 specification [2]:
	6.9.2.3.2
Xn-handover

As in intra-gNB handovers, for Xn handovers the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB shall first compute KgNB* from target PCI, its frequency ARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.11.
Next, the source gNB shall forward the {KgNB*, NCC} pair to the target gNB. The target gNB shall use the received KgNB* directly as KgNB to be used with the UE. The target gNB shall associate the NCC value received from source gNB with the KgNB. The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB. 

As in intra-gNB handovers, for Xn handovers the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB shall first compute KgNB* from target PCI, its frequency ARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.11.
Next, the source gNB shall forward the {KgNB*, NCC} pair to the target gNB. The target gNB shall use the received KgNB* directly as KgNB to be used with the UE. The target gNB shall associate the NCC value received from source gNB with the KgNB. The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB. 

If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NSCI (New Security Context Indicator). The AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex A.9. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB shall in this case set the value of keyChangeIndicator field to true in further handovers. The gNB should in this case perform an intra-gNB handover immediately and send appropriate response to the AMF. 

//unrelated part omitted
6.9.2.3.3
N2-Handover

//unrelated part omitted
Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex A.11 with the {NH, NCC} pair received in the NGAP HANDOVER REQUEST message and the target PCI and its frequency ARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair, and the NASC if such was also received, into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs. If the target gNB had received the NSCI, it shall set the keyChangeIndicator field in the HO Command message to true.
If the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the Namf_Communication_CreateUEContext Request message shall in addition contain an indication that a new KAMF has been calculated  (i.e., K_AMF_CI) . The source AMF uses local policy to determine whether to perform horizontal KAMF derivation. If horizontal KAMF derivation is performed, the Namf_Communication_CreateUEContext Request  shall contain  an indication that the new KAMF has been calculated and the downlink NAS COUNT used in the horizontal derivation of the sent KAMF. The ngKSI for the newly derived KAMF key has the same value field and the same type field as the ngKSI of the current KAMF. The source AMF shall include the ngKSI for the newly derived KAMF key in the Namf_Communication_CreateUEContext Request  as well. The source AMF shall always increment the downlink NAS COUNT by one.
NOTE 1:
Unlike the S10 FORWARD RELOCATION REQUEST message in EPS, the Namf_Communication_CreateUEContext Request message in 5G does not contain data and meta-data related to old 5G security context.

If the target AMF receives  the K_AMF_CI, it shall derive the NAS keys from the received KAMF as specified in clause A.8 and set the NAS COUNTs to zero. The target AMF shall create a NASC (NAS Container) containing the K_AMF_change_flag, the received downlink NAS COUNT , ngKSI, selected NAS security algorithms, UE security capabilities, and NAS MAC. The K_AMF_change_flag is set to one when the target AMF receives K_AMF_CI. Otherwise, the K_AMF_change_flag is set to zero. If the target AMF does not receive K_AMF_CI but wants to change the NAS algorithms, it shall create a NASC in the same manner as the case for the KAMF change but shall not set the NAS COUNTs to zero. 
//unrelated part omitted


From the above, SA3 specifies the security configuration in the HO command includes three parameters:

· NCC (mandatory)
· NASC (optional)
· KeyChangeIndicator (optional)
The above sections about Xn-handover and N2-handover mention “gNB” but do not describe “ng-eNB”. In SA3 specification [2], there are specific sections which explicitly describe security handling for handover between NR and LTE as shown below. However, there is no specific section to describe security handling for handover between NR and eLTE in SA3 specification. 
	8
Security of interworking
93
8.1
General
93
8.2
Registration procedure for mobility from EPS to 5GS
93
8.3
Handover procedure from 5GS to EPS over N26
94
8.3.1 
General
94
8.3.2
Procedure
94
8.4
Handover from EPS to 5GS over N26
97
8.4.1 
General
97
8.4.2
Procedure
98


Nevertheless, SA3 specifies that gNB and ng-eNB use same security parameters (e.g. KgNB and NH) received from the AMF in SA3 specification [2] as shown below. 
	6.2.2
Key derivation and distribution scheme

6.2.2.1
Keys in network entities

//unrelated part omitted

Keys in the  NG-RAN

The NG-RAN (i.e., gNB or ng-eNB) receives KgNB and NH from the AMF. The ng-eNB uses KgNB as KeNB.
The NG-RAN (i.e., gNB or ng-eNB) shall generate all further access stratum (AS) keys from KgNB and /or NH. 

//unrelated part omitted


Therefore, the above sections about Xn-handover and N2-handover should be applied for handover between NR and eLTE as well. Thus, we propose the security configuration in RRC for handover between NR and eLTE includes parameters (i.e. same as NR handover).
	Parameter
	Xn-handover
	N2-handover

	Ciphering algorithm (optional)
	applicable
	applicable

	Integrity algorithm (optional)
	applicable
	applicable

	NCC (mandatory)
	applicable
	applicable

	NASC (optional)
	applicable
	Not applicable

	KeyChangeIndicator (optional)
	applicable
	Not applicable


Proposal 1: Parameters above are included in the security configuration in the LTE RRCConnectionReconfiguration for handover from NR to eLTE.
Proposal 2: Parameters above are included in the security configuration in the NR RRCReconfiguration for handover from eLTE to NR.
3. Conclusion

RAN2 is kindly asked to discuss the proposals. 

Proposal 1: Parameters below are included in the security configuration in the LTE RRCConnectionReconfiguration for handover from NR to eLTE.
Proposal 2: Parameters below are included in the security configuration in the NR RRCReconfiguration for handover from eLTE to NR.
	Parameter
	Xn-handover
	N2-handover

	Ciphering algorithm (optional)
	applicable
	applicable

	Integrity algorithm (optional)
	applicable
	applicable

	NCC (mandatory)
	applicable
	applicable

	NASC (optional)
	applicable
	Not applicable

	KeyChangeIndicator (optional)
	applicable
	Not applicable


4. Conclusion
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