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1 Introduction

In RAN2#102 Busan meeting, RAN2 made the following agreements for eNB connected to 5GCN [1]:

Agreements

1
For eLTE system, during configuration of NR PDCP for any RB using NR RadioBearerConfig IE, do not use Optional NR securityAlgorithmConfig IE having NR only code points.

2
For eLTE AS Security Algorithms configuration use LTE SMC Signalling with LTE Code Points and during HO Signalling use LTE securityConfigHO IE with LTE Code Points.

3
NR code points would not be extended, in future, to indicate any LTE only algorithms

Then RAN2 sent an LS [2] to inform SA3 the RAN2 agreements.

The EN-DC has the same problem and so this contribution aims to revisit the security configuration of MN terminated bearers for EN-DC.
2 Discussion

The abovementioned RAN2 agreements were made based on the online discussion for a RAN2 contribution [3]. As [3] mentioned, there are number of problems with NR security algorithm code point based LTE security configuration and so we should avoid LTE security configuration via NR signalling.
The same problems apply to the security configuration at MN in EN-DC and if we keep the EN-DC security configuration handling as it is, then UE needs to implement 2 different security configuration handlings; one for LTE connected to 5GC and the other for EN-DC, which will obviously complicate the UE implementation.

Thus, we propose to apply the same principles as the ones in LTE connected to 5GC to EN-DC.

Proposal 1: For EN-DC, during configuration of NR PDCP for any MN terminated bearers using NR RadioBearerConfig IE, do not use Optional NR securityAlgorithmConfig IE having NR only code points.
Proposal 2: For EN-DC AS security algorithms configuration of MN terminated bearers use LTE SMC signalling with LTE code points and during HO signalling use LTE securityConfigHO IE with LTE code points.

There is a missing part in the LTE connected to 5GC principles for EN-DC, which is the bearer type change scenarios such as any of SN terminated bearer to MN terminated bearer changes.
For the bearer type change case, the security configuration for DRB addition in the LTE spec can be applied. Thus, we propose to clarify as follows:
Proposal3: For EN-DC, during SN terminated bearer to MN terminated bearer type change, apply the current MCG security configuration for the MN terminated bearer.
During SN terminated bearer switching to MN terminated bearer, for the anchoring point change indication, use keyToUse in SecurityConfig IE of NR RadioBearerConfig IE should be present for the anchoring point indication but the NR securityAlgorithmConfig IE shall be absent for the MN terminated bearer (i.e. bearers with keyToUse = “KeNB”).

Proposal 4: For the anchoring point change indication from SN to MN terminated bearer, keyToUse in SecurityConfig IE of NR RadioBearerConfig IE should be present for the anchoring point indication and the NR securityAlgorithmConfig IE shall be absent for the MN terminated bearer (i.e. bearers with keyToUse = “KeNB”).

3 Text Proposal
3.1 Quote from 36.331
This section shows only relevant descriptions in 36.331. The proponent has concluded no change is required in 36.331.
5.3.10.3
DRB addition/ modification

The UE shall:

1>
for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):

2>
if the concerned entry of drb-ToAddModList includes the drb-TypeLWA set to TRUE (i.e. add LWA DRB):

3>
perform the LWA specific DRB addition or reconfiguration as specified in 5.3.10.3a2;

2>
if the concerned entry of drb-ToAddModList includes the drb-TypeLWIP (i.e. add LWIP DRB):
3>
perform LWIP specific DRB addition or reconfiguration as specified in 5.3.10.3a3;

2>
else if drb-ToAddModListSCG is not received or does not include the drb-Identity value (i.e. add MCG DRB or MCG RLC bearer for EN-DC):
3>
if pdcp-Config is received, establish a PDCP entity and configure it with the current MCG security configuration and in accordance with the received pdcp-Config;

3>
if rlc-Config is received, establish an MCG RLC entity or entities in accordance with the received rlc-Config;

3>
if logicalChannelIdentity and logicalChannelConfig are received, establish an MCG DTCH logical channel in accordance with the received logicalChannelIdentity and the received logicalChannelConfig;

3>
if pdcp-Config is not received, after processing nr-RadioBearerConfig1 and nr-RadioBearerConfig2 if present in the RRCConnectionReconfiguration message which triggered the execution of the DRB addition/modification procedure, associate MCG RLC bearer with the NR PDCP entity associated with the same value of drb-Identity in the current UE configuration as specified in TS 38.331 [82];

2>
if a DRB was configured with the same eps-BearerIdentity (fullConfig or change to E-UTRA PDCP):

3>
associate the established DRB with corresponding included eps-BearerIdentity;

2>

else if the entry of drb-ToAddModList includes pdcp-config (establishment of bearer with E-UTRA PDCP):

3>
indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;

1>
for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration (DRB reconfiguration):

2>
if the DRB indicated by drb-Identity is an LWA DRB (i.e. LWA to LTE only or reconfigure LWA DRB):

3>
perform the LWA specific DRB reconfiguration as specified in 5.3.10.3a2;

2>
else if the concerned entry of drb-ToAddModList includes the drb-TypeLWA set to TRUE (i.e. LTE only to LWA DRB):

3>
perform the LWA specific DRB reconfiguration as specified in 5.3.10.3a2;

2>
if the concerned entry of drb-ToAddModList includes the drb-TypeLWIP (i.e. add or reconfigure LWIP DRB):

3>
perform LWIP specific DRB addition or reconfiguration as specified in 5.3.10.3a3;

2>
if drb-ToAddModListSCG is not received or does not include the drb-Identity value:
3>
if the DRB indicated by drb-Identity is an MCG DRB or configured with MCG RLC bearer in EN-DC (reconfigure MCG RLC bearer for EN-DC or reconfigure MCG DRB):

4>
if the pdcp-Config is included:

5>
reconfigure the PDCP entity in accordance with the received pdcp-Config;

4>
if the rlc-Config is included:

5> if reestablishRLC is received, re-establish the RLC entity of this DRB;

5>
reconfigure the RLC entity or entities in accordance with the received rlc-Config;

4>
if the logicalChannelConfig is included:

5>
reconfigure the DTCH logical channel in accordance with the received logicalChannelConfig;

NOTE:
Removal and addition of the same drb-Identity in a single radioResourceConfigDedicated is not supported. In case drb-Identity is removed and added due to handover or re-establishment with the full configuration option, the eNB can use the same value of drb-Identity.

3.2 TP for 38.331[4]
5.3.5.6.5
DRB addition/modification

The UE shall:
1>
for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):

2>
establish a PDCP entity and configure it in accordance with the received pdcp-Config;

2>
configure the PDCP entity with either the current MCG security configuration in case that keyToUse is set to KeNB or the security algorithms according to securityConfig and apply the keys (KUPenc) associated with the S-KgNB as indicated in the case that keyToUse is set to S-KgNB;

2>
if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:

3> associate the established DRB with the corresponding eps-BearerIdentity;
2> else:

3>
indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;

1>
for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:

2>
if reestablishPDCP is set:

3>
configure the PDCP entity of this RadioBearerConfig either with the current MCG security configuration in case that keyToUse is set to KeNB or to apply the ciphering algorithm and KUPenc key associated with the S-KgNB in the case that keyToUse is set to S-KgNB, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;

3>
re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;

2>
else, if recoverPDCP is set:

3>
trigger the PDCP entity of this DRB to perform data recovery as specified in 38.323;

2>
if the pdcp-Config is included:

3>
reconfigure the PDCP entity in accordance with the received pdcp-Config.

NOTE 1:
Removal and addition of the same drb-Identity in a single radioResourceConfig is not supported. In case drb-Identity is removed and added due to reconfiguration with sync or re-establishment with the full configuration option, the network can use the same value of drb-Identity.

NOTE 2:
When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.   

NOTE 3:
When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.

NOTE 4:
In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.

4 Summary
Proposal1: For EN-DC, during configuration of NR PDCP for any MN terminated bearers using NR RadioBearerConfig IE, do not use Optional NR securityAlgorithmConfig IE having NR only code points.

Proposal2: For EN-DC AS security algorithms configuration of MN terminated bearers use LTE SMC signalling with LTE code points and during HO signalling use LTE securityConfigHO IE with LTE code points.
Proposal3: For EN-DC, during SN terminated bearer to MN terminated bearer type change, apply the current MCG security configuration for the MN terminated bearer.

Proposal 4: For the anchoring point change indication from SN to MN terminated bearer, keyToUse in SecurityConfig IE of NR RadioBearerConfig IE should be present for the anchoring point indication and the NR securityAlgorithmConfig IE shall be absent for the MN terminated bearer (i.e. bearers with keyToUse = “KeNB”).

Proposal 5: Adopt TP provided in sub-section 3.2.
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