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1 Introduction
In RAN2-101, the report of IP check failure for DRB had been discussed and a LS has been sent to SA3 to ask whether it is necessary. And the support of counter check procedure is still FFS in NR.
In this contribution, we will further discuss the support of integrity protection for DRB and support of counter check in NR.
2 Discussion 
2.1 Integrity protection for UP
It has been agreed that the UE will discard the packet for which the integrity check has failed and continue to process the followed packets in RAN2-101. However, if the failure persists, the UE may need to report to network or trigger re-establishment. In RAN2-101bis, a LS was sent to SA3 to ask if it is necessary to report DRB IP check failure. SA3 replied in [1] that:

“SA3 has no security requirement for the UE to report DRB IP verification failures. SA3 will study this issue to determine whether such reporting is useful.”
In that case, it is not necessary to report DRB IP check failure if no further request is received from SA3.
Proposal 1: It is not necessary to report DRB IP check failure if no further request is received from SA3.
2.2 Counter check in NR
In LTE, Counter Check procedure is specified to mitigate the packet injection security threat by requesting the UE to verify the amount of data sent/received on each DRB. The UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by the network. If the UP integrity has been activated, the packet injection could be avoided by integrity check, and thus the counter check procedure is not necessary for such DRB. 
However, since the UP integrity is optional and there may have some DRBs for which UP integrity is not activated. In such case the counter check procedure is still needed. The same counter check procedure in LTE could also be used in NR for specification to mitigate the packet injection security threat in NR for the DRBs without activation of UP integrity.
Proposal 2: re-use the counter check procedure in LTE specification to NR for the DRBs without activation of UP integrity. The counter check is not used for the bearer on which the integrity is enabled.
3 Conclusion
In this contribution, we discussed the support of integrity protection for UP in RAN2 and support of counter check in NR, and propose:
Proposal 1: It is not necessary to report DRB IP check failure if no further request is received from SA3.
Proposal 2: re-use the counter check procedure in LTE specification to NR for the DRBs without activation of UP integrity. The counter check is not used for the bearer on which the integrity is enabled.
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