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1 Introduction

At RAN#101Bis in Sanya meeting RAN2 made the following agreements for re-establishment procedure [1]:

	Agreements:

1
Re-establishment kind message is sent on SRB1 (with at least integrity protection) with the intention to allow re-establishment of DRBs without the network having to wait for the reception of re-establishment complete message.

2.
Network can response to the Reestablishment Request kind message with an RRC connection setup in case of RRC re-establishment failure.

FFS Whether it is also possible for the network to response with RRC Reject.


Also, a working assumption was reached at Sanya meeting as follows:

Working assumption:

1
MSG4 for re-establishment is not encypted

2
Adopt solution 1 from the paper for re-establishing the bearers (based on SMC+reconfiguration)
Some new agreements were reached at RAN2#102 in Busan meeting as follows [2]:

Agreements

1
LTE Re-establishment cause values are re-used for NR (i.e. recofigurationFailure, handoverFailure, and otherFailure).

2
UE ID for re-establishment message is PCI+C-RNTI.

Agreements

1
RRC Reject is not supported for RRC re-establishment 

The Offline discussion #32 at Busan meeting resulted in following RAN2 agreements [2]:
Agreements

a.
Confirm the Resume working assumption with SA3 option a. 

b.
RAN2 preference for RAN3 to support RNAU without context relocation, under the assumption that there is no major RAN2 impact.

c
Current re-establishment solution (i.e. current WA) will be included in the RRC spec

d.
Send LS to SA3 to ask whether Horizontal key derivation is feasible to be used for encryption of Reestablishment message. If SA3 respond that it is feasible then this will be introduced in the spec.

The current RRC specs include the working assumption for re-establishment, the common understanding was reestablishment message is sent on SRB1 which is at least integrity protected. Additionally, bullet d) concerns encrypting reestablishment message with horizontally derived key. In this contribution we provide details how this can be accomplished.

2 Discussion
2.1 Re-establishment Procedure
The current version of RRC specs captures the re-establishment procedure as shown in following figures.
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Figure 5.3.7.1-1: RRC connection re-establishment, successful [TS 38.331]
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Figure 5.3.7.1-2: RRC re-establishment, fallback to RRC establishment, successful [TS 38.331]


In NR re-establishment procedure introduced in TS 38.331 intends to re-establish the RRC connection, involves the resumption of SRB1/SRB2 operation and re-establishing the DRBs with SMC+reconfiguration procedure as proposed in [3]. The re-establishment procedure is triggered in following conditions: a) upon detecting RLF, b) upon HO failure, c) mobility from NR failure, d) IP check failure on SRB and e) RRC connection re-configuration failure. When re-establishment is triggered due to d) and e) the UE context is available in the current serving cell on which the UE sends reestablishment request. The UE provides UE ID which is combination of PCI, C-RNTI and shortMAC-I. The shortMAC-I is calculated using the old security key (i.e. current active key i.e. KRRCint). After identifying the UE context and verifying the UE with the old key (i.e. current active key) the serving cell can update the security key with horizontal key derivation. The new security key which is horizontally derived can be used for protecting the reestablishment message sent on SRB1. This can be integrity protected and encrypted with the new security key horizontally derived. Since there is no PDCP re-location there is no issue with horizontal key derivation from security requirement point of view.

Observation#1: When re-establishment is triggered due to d) IP check failure on SRB and e) RRC connection re-configuration failure, there is no PDCP entity re-location and hence there is no issue with new key which is horizontally derived used to protect the reestablishment message.      
If the re-establishment due to a) RLF b) HO failure and c) mobility from NR failure results in sending reestablishment request to the last serving cell or a new cell of the same gNB where the UE encountered above re-establishment triggers, there is no PDCP re-location. Therefore, the new key which is horizontally derived can be used for protecting the reestablishment message sent on SRB1.
Observation#2: When re-establishment is triggered due to a) RLF, b) HO failure and c) mobility from NR failure, there is no PDCP entity re-location when reestablishment request is sent on the last serving cell or a new cell of the same gNB and hence there is no issue with new key which is horizontally derived used to protect the reestablishment message.      
2.2 Re-establishment procedure on prepared/unprepared gNB
For the case where the target gNB on which reestablishment request is sent is a prepared gNB, then the new key i.e. KgNB* is provided for each cell served by the target gNB in the HO request message I,e, reestablishmentInfo. The reestablishmentinfo includes the source PCI, KgNB* and shortMAC-I for each cell served by the target gNB. The AS-config in the HO request includes the source C-RNTI. Upon receiving the reestablishment request, the target gNB identifies the UE context based on the PCI + C-RNTI combination provided by the UE and information provided in HO request message. The target gNB verifies the UE based on the shortMAC-I received in the reestablishmentInfo and the shortMAC-I provided by the UE in reestablishment request message. If the target gNB is aware how the KgNB* is derived then it is possible to continue either with the reestablishment message or fallback.
At the RAN3#100 in Busan meeting, RAN3 agreed to extend the usage of the context fetch procedure to re-establishment procedure in case of unprepared target gNB [4]. The Retrieve UE context request message shown in below figure includes the UE Context ID. When context fetch is triggered due to resume procedure the UE Context ID comprises the Resume ID i.e. I-RNTI while for the re-establishment case the UE Context ID comprises the PCI + C-RNTI combination [4]. 


[image: image3.emf]old 

NG-RAN node

new 

NG-RAN node

RETRIEVE UE CONTEXT REQUEST

RETRIEVE UE CONTEXT RESPONSE


Figure 8.2.4.2-1: Retrieve UE Context, successful operation [TS 38.423]
The UE needs to be verified by the old NG-RAN node using the shortMAC-I calculated by the old key. The old NG-RAN node identifies the context fetch is for resume or re-establishment based on the contents of the UE Context ID.
Observation#3: Whether context fetch is triggered due to resume or re-establishment can be identified based on the contents of the UE Context ID in the Retrieve UE context request message.
Since the PDCP re-location happens when the UE re-establishes on the new NG-RAN node (prepared or unprepared), it is required the 2-hop forward security is met. The old NG-RAN node is aware whether the old key (i.e. current active security key) is either vertically derived or horizontally derived. If the current active security key is vertically derived, then there is no issue with deriving the new key for reestablishment message protection based on horizontal key derivation (i.e. it would be the 1st hop of horizontal key derivation). If the current active security key is horizontally derived, the UE can continue with another horizontal key derivation to re-establish in the new NG-RAN node (i.e. it would be more than one hop of horizontal key derivation). After the context is transferred to new NG-RAN node and UE re-establishes the  RRC connection, the path switch to the new NG-RAN node would result in receiving a new [NH, NCC] pair from the AMF. After the RRC connection re-establishment using the horizontally derived new key (i.e. 2nd hop derivation), the new NG-RAN node can break the key chaining by providing the unused NCC received from the AMF. This can be provided either during handover from the new NG-RAN node or if the UE is sent to INACTIVE by the new NG-RAN node.

Observation#4: Regardless of the current active security key (i.e. old key) is derived vertically or horizontally the UE can re-establish in the new NG-RAN node with new key which is horizontally derived and still can meet the SA3 requirement on 2-hop forward security.
The new NG-RAN node can be made aware whether the new key is vertically derived or horizontally derived if there is 1-bit indicator included on the Xn interface during the HO preparation procedure (i.e. reestablishmentInfo) or during the Context retrieval procedure (i.e. Retrieve UE context response message).

Based on the above discussion we propose the following:
Proposal#1: Introduce a 1-bit indicator in the Xn HO preparation procedure (i.e. reestablishmentInfo) and UE context response message which indicates whether KgNB* is vertically derived or horizontally derived.
For the case when the UE context cannot be retrieved by the new NG-RAN node the RRC re-establishment fallback to RRC establishment. For the case where the UE context is retrieved and the old NG-RAN has an unused [NH, NCC] pair, which would result in vertical key derivation during the context fetch, if the new NG-RAN node is informed the new key is vertically derived, then the new NG-RAN node can fallback to the RRC establishment as if the context was not retrieved, as there can be key sync issue between the UE and the NG-RAN node. Same would be the case for the prepared target gNB where the new NG-RAN node received a vertically derived key, the fallback to RRC establishment can be used as if the context is not available, as there can be key sync issue between UE and the NG-RAN node.
Observation#5: Horizontal key derivation is feasible to be used for encryption of Reestablishment message meeting the SA3 security requirement on 2-hop forward security, if the new NG-RAN node is aware that the horizontal key derivation is used by the old NG-RAN node.
Proposal#2:  Reestablishment message can be security protected (integrity protected and encrypted) by new security key to re-establish DRBs, if it is derived based on horizontal key derivation.
A draft LS to RAN3 to introduce the 1-bit indicator on Xn messages is available in [5].

Proposal#3: Send LS to RAN3 to introduce the 1-bit indicator in reestablishmentInfo and Retrieve UE context response message.
3 Conclusion

Based on the above, RAN2 is requested to discuss the observations and agree on the following proposals:
Observation#1: When re-establishment is triggered due to d) IP check failure on SRB and e) RRC connection re-configuration failure, there is no PDCP entity re-location and hence there is no issue with new key which is horizontally derived used to protect the reestablishment message.      

Observation#2: When re-establishment is triggered due to a) RLF, b) HO failure and c) mobility from NR failure, there is no PDCP entity re-location when reestablishment request is sent on the last serving cell or a new cell of the same gNB and hence there is no issue with new key which is horizontally derived used to protect the reestablishment message.      
Observation#3: Whether context fetch is triggered due to resume or re-establishment can be identified based on the contents of the UE Context ID in the Retrieve UE context request message.

Observation#4: Regardless of the current active security key (i.e. old key) is derived vertically or horizontally the UE can re-establish in the new NG-RAN node with new key which is horizontally derived and still can meet the SA3 requirement on 2-hop forward security.
Observation#5: Horizontal key derivation is feasible to be used for encryption of Reestablishment message meeting the SA3 security requirement on 2-hop forward security, if the new NG-RAN node is aware that the horizontal key derivation is used by the old NG-RAN node.
Proposal#1: Introduce a 1-bit indicator in the Xn HO preparation procedure (i.e. reestablishmentInfo) and UE context response message which indicates whether KgNB* is vertically derived or horizontally derived.
Proposal#2:  Reestablishment message can be security protected (integrity protected and encrypted) by new security key to re-establish DRBs, if it is derived based on horizontal key derivation.
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