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Introduction
This contribution discusses the corrections captured in the CR related to security configurations in NR SA [1]. This contribution is also related to the RIL issues E015, E016, E017, E048, E057 and E062 for the 38.331 ASN.1 review.
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Indication of AS security key and algorithms
In LTE, the UE is configured with AS security algorithms during initial security activation and can be reconfigured during handover using the RRCConnectionReconfiguration with fullConfig. For EN-DC, a gNB can be added as a secondary node, where the NR security algorithms are configured in the RadioBearerConfig which is carried inside the RRCConnectionReconfiguration message. If the MeNB uses NR PDCP, the bearers terminating in that node can also be configured to use NR security algorithms, in which case the MeNB creates a RadioBearerConfig IE and includes that in an RRCConnectionReconfiguration message. These algorithms are mandatory whenever a radio bearer is setup, moved between MN and SN, or reconfigured from E-UTRA PDCP.
[bookmark: _Toc517300034][bookmark: _Toc517338247][bookmark: _Toc517341665][bookmark: _Toc517347428][bookmark: _Toc517366635][bookmark: _Toc517370853][bookmark: _Toc517372819][bookmark: _Toc517373217][bookmark: _Toc517401342]In EN-DC it is mandatory to update the security algorithms any time a bearer is setup or moved between the MN and the SN
For NR SA, the UE will perform RRC establishment directly to NR, where it will receive the security mode command (SMC) which will configure the security algorithms for SRB1. When security is activated on SRB1, the network can configure the UE with SRB2 and DRBs. As all bearers need to have the same security algorithms, when a new bearer is added it shall apply the same security keys and algorithms as the bearers already configured, unless the keys and algorithms is changed for all bearers at once. 
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[bookmark: _Toc517212795][bookmark: _Toc517300044][bookmark: _Toc517338238][bookmark: _Toc517347419][bookmark: _Toc517366641][bookmark: _Toc517370846][bookmark: _Toc517372825][bookmark: _Toc517373223][bookmark: _Toc517401335]When a new radio bearer is added, it applies the current security algorithms and keys as the existing bearers
[bookmark: _Toc517366642][bookmark: _Toc517370847][bookmark: _Toc517372826][bookmark: _Toc517373224][bookmark: _Toc517401336]In NR SA, the field securityAlgorithmConfig is optional to include when adding or modifying a bearer
Since the SMC only configures security for SRB1, it is unnecessary to indicate the keyToUse as the UE only have the KgNB. If the UE then adds SRB2 or DRBs in NR SA, will also terminate in the gNB and it is also unnecessary to indicate the keyToUse for the SRB2 and any added DRBs. 
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Configuration of integrity protection algorithms
For EN-DC, the integrity protection algorithms were only needed if SRB3 were configured, since the SMC were performed in LTE in the MeNB. Thus, it was optional to include the integrity protection algorithms in the SecurityAlgorithmsConfig. However, for NR SA, SRB1 will require the integrity protection already during SMC, as will SRB2 once it is configured. In addition, it will be possible to configure integrity protection for the DRBs. If integrity protection is to be disabled for SRBs, the network has to configure the NULL (nia0) algorithm. 
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Per DRB configuration of ciphering and integrity protection
For DRBs, it is possible to enable or disable ciphering and/or integrity protection in the PDCP-Config, although the same configurations have to be applied to all bearers in the same PDU Session. However, it has been agreed that it will not be possible to change the configuration during the lifetime of the DRB.
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For the integrity protection, the parameter is included as a single bit indicated either enabled or disabled. However, for ciphering, the parameter is included as an extension, which will require 3 octets to signal. Since the configuration cannot be changed during DRB reconfiguration, there is no reason to include the ciphering parameter, simply to indicate that the UE shall continue to use the same ciphering configuration for the DRB.
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In LTE, it was possible to disable the ciphering by applying the NULL algorithm, which then were applied to all bearers. For NR, this is still possible for e.g. limited-service mode. If ciphering is to be disabled for a DRB, while maintaining ciphering for the SRBs and DRBs beloning to other PDU sessions, the sepcifications could be updated to allow the ciphering to be turned off. However, this would require specification work to update the PDCP specifications to allow ciphering to be either enabled or disabled. Instead, the RRC can configure the PDCP to use the NULL algorithm for the DRBs for which ciphering should be disabled.
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For integrity protection, the NULL algorithm would still add a message authentication code (MAC) containing 32 binary zeros, to each PDCP packet, constituting a significant overhead. Since PDCP already supports DRBs without integrity protection, the specification work to be able to disable integrity protection will be smaller.
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Configuration of key refresh parameters
The SecurityConfig IE was extended in the ‘Introduction of SA’ NR CR to include also a keySetChangeIndicator and the NCC to enable re-keying of KgNB [1]. If the keys are changed, the UE may have outstanding packets to send and/or receive. To ensure a synchronized switch of the keys in both the UE and the gNB, the UE has to perform a random access so that any packets transmitted before the random access uses the old keys and all packets transmitted after the random access uses the new keys. To signal the need for a random access to the UE, the network includes the reconfigurationWithSync IE in the CellGroupConfig IE.
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Conclusion
In section 2 we made the following observations:
Observation 1	In EN-DC it is mandatory to update the security algorithms any time a bearer is setup or moved between the MN and the SN
Observation 2	For NR SA, all bearers shall use the same keys and the same security algorithms
Observation 3	For NR SA, the UE can only have the KgNB configured and it is unecessary to signal which key to use when adding or modifying a radio bearer
Observation 4	In NR SA, the integrity protection algorithms will always be required for the SRBs and sometimes for the DRBs.
Observation 5	Ciphering and integrity protection is optional for DRBs during bearer setup, but cannot be changed during DRB lifetime
Observation 6	If integrity protection is disabled, the DRB skips integrity protection and does not use the NULL integrity protection algorithm

Based on the discussion in section 2 we propose the following:
Proposal 1	When a new radio bearer is added, it applies the current security algorithms and keys as the existing bearers
Proposal 2	In NR SA, the field securityAlgorithmConfig is optional to include when adding or modifying a bearer
Proposal 3	For NR SA, the field keyToUse is not included in the SecurityConfig
Proposal 4	The integrity protection algorithms are mandatory for NR in the SecurityAlgorithmConfig IE
Proposal 5	The cipheringDisabled parameter is only included during DRB setup, otherwise it is absent.
Proposal 6	If ciphering is disabled, the DRB should apply the NULL ciphering algorithm regardless of which ciphering algorithm is configured for the other bearers
Proposal 7	To synchronize the use of new keys, the SecurityConfig can only be included with ReconfigurationWithSync.
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