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1. Overall Description:

From RAN2#102, LS R2-1809177 was sent to SA3 on the security for alternative reestablishment procedure. In this LS, RAN2 intends to provide more information to SA3 on the alternative reestablishment procedure, which includes the following steps:

1. The UE in Connected state with security established, upon experiencing reestablishment trigger condition (e.g. RLF, HO failure, reconfiguration failure etc.) performs cell selection and sends the reestablishment request message (i.e. msg3 with appropriate reestablishment cause) on SRB0, which also includes a shortMAC-I and UE ID i.e. PCI + C-RNTI.

2. Like in LTE, the shortMAC-I is determined by using the last serving cell PCI, C-RNTI allocated by last serving cell and the CellIdentifier of the cell on which the reestablishment request is sent and calculated using the old security key (i.e. current active key KRRCint) 

3. If the current gNB (i.e. receiving the reestablishment request) is prepared for handover then based on the reestablishmentInfo received in HO preparation and the information received in reestablishment request, the UE is verified. 

4. If the current gNB (i.e. receiving the reestablishment request) is unprepared, the UE information in msg3 (UE ID and shortMAC-I) is sent to the last serving gNB for verification using the context retrieve procedure.

5. If UE verification is successful, the reestablishment message is sent by the current gNB on SRB1 integrity protected and ciphered using a new horizontally derived key (i.e. new key KRRCint derived from KgNB*). The UE is always expected to decode the reestablishment message with the new key which is horizontally derived.
6. If UE context is not retrieved, the fallback to connection establishment is achieved by sending setup message on SRB0 without any security protection. Further Security Mode Command procedure will be used to establish security and full operation in RRC_CONNECTED is achieved after a further reconfiguration procedure.
RAN2 understand that according to TS 33.501, the current gNB is provided with a KgNB* which is vertically derived from unused NH (if any) or horizontally derived from current active KgNB. The current gNB is not aware whether the KgNB* provided in reestablishmentInfo (prepared case) or context retrieve procedure (unprepared case) is horizontally or vertically derived. If the reestablishment message is encrypted with vertically derived KgNB* then the UE will not be able to decrypt the message leading to re-establishment failure. 
2. Actions:

To SA3: 
ACTION: RAN2 kindly asks SA3 to take the above information into account to asses if the alternative re-establishment procedure described above fulfils all security requirements.
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