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Text proposal for TS38.331 (on top of R2-1809239)

START OF FIRST CHANGE

5.3.5.7
Security key update 

The UE shall:

1>
if the UE is operating in EN-DC:
2> upon reception of sk-Counter as specified in TS 36.331 [10]:
3>
update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.501 [11];

3>
derive KRRCenc and KUPenc key as specified in TS 33.501 [11];

3>
derive the KRRCint and KUPint key as specified in TS 33.501 [11].

1>
else:

2>
if the  n2ModeNAS-Container is included in the received keyRefresh:

3>
forward the n2ModeNAS-Container to the upper layers;

2 > if the keySetChangeIndicator is included in the received keyRefresh:

3>
if the keySetChangeIndicator is set to TRUE:

4>
derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];

3>
else:

4>
derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];

3>
store the nextHopChainingCount value;

END OF FIRST CHANGE

START OF SECOND CHANGE

5.4
Inter-RAT mobility

Editor’s Note: Targeted for completion in Sept 2018.
5.4.1
Introduction

NR support network controlled inter-RAT mobility between NR and E-UTRA which can be connected to either EPC or 5GC.  
5.4.2
Handover to NR

5.4.2.1
General
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Figure 5.4.2.1-1: Handover to NR, successful

The purpose of this procedure is to, under the control of the network, transfer a connection between the UE and another Radio Access Network (e.g. E-UTRAN) to NR.

The handover to NR procedure applies when SRBs, possibly in combination with DRBs, are established in another RAT. Handover from E-UTRA to NR applies only after integrity has been activated in E-UTRA.

5.4.2.2
Initiation

The RAN using another RAT initiates the handover to NR procedure, in accordance with the specifications applicable for the other RAT, by sending the RRCReconfiguration message via the radio access technology from which the inter-RAT handover is performed.

The network applies the procedure as follows:

-
to activate ciphering, possibly using NULL algorithm, if not yet activated in the other RAT;

-
to re-establish SRBs and one or more DRBs;

5.4.2.3
Reception of the RRCReconfiguration by the UE

The UE shall:
1>
start timer T304 with the timer value set to t304, as included in the reconfigurationWithSync;
1>
if the received RRCReconfiguration includes the securityConfig:

2>
perform key update procedure as specified in subclause 5.3.5.7;
1> perform RRC reconfiguration procedure as specified in 5.3.5;
NOTE: 
In the case that UE is connected to 5GC in the source E-UTRA cell, the delta configuration can be carried in RRCReconfiguration, e.g. PDCP-config IE and SDAP-config IE can be absent, which means the PDCP entity and SDAP entity established in source cell of the DRBs admitted by target cell could be maintained in the target cell, in order to perform lossless intra-system inter-RAT handover. 
5.4.2.4
Reconfiguration failure

The UE shall:

1>
if the UE is unable to comply with any part of the configuration included in the RRCReconfiguration message:

2>
perform the actions defined for this failure case as defined in the specifications applicable for the other RAT;
NOTE 1:
The UE may apply above failure handling also in case the RRCReconfiguration message causes a protocol error for which the generic error handling as defined in clause 10 specifies that the UE shall ignore the message. 

NOTE 2:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/ failure.
5.4.2.5
Expiry of T304
The UE shall:

1>
upon T304 expiry (handover to NR failure):

2>
reset MAC;

2>
perform the actions defined for this failure case as defined in the specifications applicable for the other RAT;
5.4.3
Mobility from NR

5.4.3.1
General
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Figure 5.4.3.1-1: Mobility from NR, successful
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Figure 5.4.3.1-2: Mobility from NR, failure

The purpose of this procedure is to move a UE in RRC_CONNECTED to a cell using other RAT, e.g. E-UTRA. The mobility from NR procedure covers the following type of mobility:

-
handover, i.e. the MobilityFromNRCommand message includes radio resources that have been allocated for the UE in the target cell;

5.4.3.2
Initiation

The network initiates the mobility from NR procedure to a UE in RRC_CONNECTED, possibly in response to a MeasurementReport message, by sending a MobilityFromNRCommand message. The network applies the procedure as follows:

-
the procedure is initiated only when AS-security has been activated, and SRB2 with at least one DRB are setup and not suspended;

5.4.3.3
Reception of the MobilityFromNR by the UE

The UE shall:

1>
if the targetRAT-Type is set to eutra:

2>
consider inter-RAT mobility as initiated towards E-UTRA;
1>
access the target cell indicated in the inter-RAT message in accordance with the specifications of the target RAT;
5.4.3.4
Successful completion of the mobility from NR
Upon successfully completing the handover, the UE shall:

1>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other';

5.4.3.5
Mobility from NR failure

The UE shall:

1>
if the UE does not succeed in establishing the connection to the target radio access technology; or

1> if the UE is unable to comply with any part of the configuration included in the MobilityFromNRCommand message; or
1>
if there is a protocol error in the inter RAT information included in the MobilityFromNRCommand message, causing the UE to fail the procedure according to the specifications applicable for the target RAT:

2>
revert back to the configuration used in the source PCell;

2>
initiate the connection re-establishment procedure as specified in subclause 5.3.7;
END OF SECOND CHANGE

START OF THIRD CHANGE

–
MobilityFromNRCommand
The MobilityFromNRCommand message is used to command handover from NR to E-UTRA (connected to EPC or 5GC).

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: Network to UE

MobilityFromNRCommand message
-- ASN1START

MobilityFromNRCommand ::=

SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {




mobilityFromNRCommand



MobilityFromNRCommand-IEs,




criticalExtensionsFuture



SEQUENCE {}


}

}

MobilityFromNRCommand-IEs ::=
SEQUENCE {


targetRAT-Type





ENUMERATED {












eutra, spare2, spare1, ...},


targetRAT-MessageContainer


OCTET STRING,
     lateNonCriticalExtension



OCTET STRING







OPTIONAL,


nonCriticalExtension




SEQUENCE {}








OPTIONAL
}

-- ASN1STOP

	MobilityFromNRCommand field descriptions

	targetRAT-Type

Indicates the target RAT type.

	targetRAT-MessageContainer

The field contains a message specified in another standard, as indicated by the targetRAT-Type, and carries information about the target cell identifier(s) and radio parameters relevant for the target radio access technology. NOTE 1.

A complete message is included, as specified in the other standard.


NOTE 1:
The correspondence between the value of the targetRAT-Type, the standard to apply and the message contained within the targetRAT-MessageContainer is shown in the table below:

	targetRAT-Type
	Standard to apply
	targetRAT-MessageContainer

	eutra
	3GPP TS 36.331 (clause 5.4.2)
	RRCCONNECTIONreconfiguration


END OF THIRD CHANGE
START OF FOURTH CHANGE

–
RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.

RadioBearerConfig information element
>>>>>>>>>>>>>Omitted unchanged parts <<<<<<<<<<<<<<

SecurityConfig ::=





SEQUENCE {



securityAlgorithmConfig




SecurityAlgorithmConfig








OPTIONAL,
-- Cond RBTermChange


keyToUse







ENUMERATED{master, secondary}







OPTIONAL,
-- Cond RBTermChange


... ,


[[


keyRefresh






KeyRefresh












OPTIONAL

-- Need M

]]}

KeyRefresh ::=




SEQUENCE {


keySetChangeIndicator


BOOLEAN













OPTIONAL,


nextHopChainingCount


NextHopChainingCount









OPTIONAL,



n2ModeNAS-Container

OCTET STRING (SIZE(ffsValue))








OPTIONAL
-- Cond interSystemHO
}

-- TAG-RADIO-BEARER-CONFIG-STOP

-- ASN1STOP

Editor’s note: whether we should have one or two nas-containers subjects to CT1 decision. The specification of n2ModeNAS-Container can be consider a place holder.
	SecurityConfig field descriptions

	keySetChangeIndicator

True is used in an intra-cell handover when a KgNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, or for NG based HO with the NAS container(i.e. nas-securityParamToNGRAN) present as described in TS 33.501 [11] for KgNB re-keying. False is used in an intra-5GS handover when the new KgNB key is obtained from the current KgNB key or from the NH as described in TS 33.501 [11].

	keyToUse
Indicates if the bearers configured with the list in this radioBearerConfig is using the master key or the secondary key for deriving ciphering and/or integrity protection keys. For EN-DC, network should not configure SRB1 and SRB2 with secondary key and SRB3 with the master key. When the field is not included,  the UE shall continue to use the currently configured keyToUse for the radio bearers reconfigured with the lists in this radioBearerConfig.

	n2ModeNAS-Container
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-system handover to NG-RAN or AS key re-keying during NG based HO. The content is defined in TS 24.501 [23, 9.10.2.7].

	nextHopChainingCount

Parameter NCC: See TS 33.501 [11]

	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this radioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig.


	Conditional Presence
	Explanation

	RBTermChange
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN. It is optionally present otherwise, Need S.

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or corresponding RB is reconfigured with NR PDCP; otherwise the field is optionally present, need M.

	DRBSetup
	The field is mandatory present if the corresponding DRB is being setup; otherwise the field is optionally present, need M.

	interSystemHO
	This field is mandatory present in case of inter system handover, and optional present in case of NG based HO. Otherwise the field is absent.


END OF FOURTH CHANGE
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