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1 Introduction

At RAN2#102, following discussion took place in Busan meeting [1]:

	=>
Key inputs to consider to make a decision:

1
Input from SA3 on whether there is any issue regarding use of the same key in 2 nodes. (Expected that they will respond to our previous LS during this week)

2
Path switch delay in the RANU procedure

3
Control plane latency in the case of resume back to connected

=>
Can be discussed offline based on these 3 points above. Will be discussed online again only after we have received SA3 input. (Offline discussion #32, Ericsson/Intel)


The Offline discussion #32 resulted in following RAN2 agreements [1]:
RAN2 Agreements

a.
Confirm the Resume working assumption with SA3 option a. 

b.
RAN2 preference for RAN3 to support RNAU without context relocation, under the assumption that there is no major RAN2 impact.

c
Current re-establishment solution (i.e. current WA) will be included in the RRC spec

d.
Send LS to SA3 to ask whether Horizontal key derivation is feasible to be used for encryption of Reestablishment message. If SA3 respond that it is feasible then this will be introduced in the spec.

Since the working assumption for resume was confirmed by RAN2, the common understanding was if the RNAU results in context relocation then due wait for path switch to complete there is delay in Release. As a consequence some companies expressed concerns on UE power consumption because the release message will be delayed by the target gNB in order to receive the new [NH, NCC] pair from the AMF. To mitigate this concern on UE power consumption, RAN2 preferred to support RNAU without context relocation which avoids the path switch [2]. In this contribution, we propose a simple solution to avoid waiting for path switch during RNAU, yet meeting the SA3 requirement on 2-hop forward security [3].

2 Discussion
2.1 Resume for RNAU
The RNA update procedure captured in TS 38.300 is shown in below Figure. The steps shown in the below figure from TS 36.300 are not necessarily followed in the same order. The gNB can delay the Release message to include the NCC received from the AMF in the path switch to meet the SA3 requirement for 2-hop forward security [3]. However, due to the delay in sending the release message, the UE needs to keep monitoring the downlink for a longer period of time until the path switch is completed which results in additional power consumption. 
Observation#1: There is concern on UE power consumption when the release message is delayed during RNAU.
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Figure 9.2.2.5-1: RNA update procedure [TS 38.300]
The UE power consumption concern was understood by RAN2, by considering a solution where the UE context is not relocated during RNAU [2]. The last serving gNB will verify the UE based on the Resume ID and shortMAC-I provided by the UE in the ResumeRequest message. After UE verification the last serving gNB will prepare the Release message which is protected by new security key. Since the UE context is not relocated the UE is allocated the same I-RNTI and existing NCC will be provided in the Release message. This release message should be a transparent RRC container transported on Xn to the gNB which is then sent to the UE. This solution has following drawbacks:
1. Need to define a new inter-node RRC message

2. Retrieve UE context procedure on Xn needs to be cancelled
3. When the UE resumes at next attempt, if the new gNB does not have Xn connectivity with last serving gNB then the resume will unnecessarily fallback.

4. In the release message sent by last serving gNB, Resume ID and other parameters like RAN paging parameters are not updated.

1 and 2 have a major impact to RAN3 specification. 3 and 4 may not be serious drawbacks. 

Observation#2: Not relocating the UE context during RNAU has additional RAN3 specification impacts. 

2.2 Alternate Solution

In this section we propose a simple solution which avoids major RAN3 specification impact while mitigates the UE power consumption concern incurred due to delaying the Release message. After UE verification based on Resume ID and shortMAC-I the last serving gNB forwards the UE context to the gNB in the Retrieve UE context response message including the [KgNB*, NCC]. The gNB encrypts and integrity protect the Release message based on further AS security keys derived from KgNB*. The gNB is not aware whether the KgNB* is horizontally derived or vertically derived. If the gNB is aware that the KgNB* is vertically derived then there is no need to wait for the path switch. The gNB can include the NCC received from last serving gNB in the Release message. The consequence is that next resume attempt is based on horizontal key derivation. This should be fine from SA3 security requirement because this is the 1st hop of horizontal derivation. The alternate solution can be explained in details with the following example:
1.
Assume UE was RRC connected with gNB#1. gNB#1 sends UE to INACTIVE providing NCC1 i.e. gNB#1 becomes last serving gNB where context is stored.
2.
UE goes to INACTIVE, and during mobility RNAU is triggered so UE resumes with RNAU cause on gNB#2.
3.       gNB#2 contacts gNB#1 (i.e. last serving gNB) to fetch context. After successful verification, context is transferred to gNB#2 with KgNB* (let’s call this security key as K1 which for example is vertically derived), NCC1 and indicator that KgNB* is V-derived in Retrieve UE context response.
4.       gNB#2 send release message to UE with new Resume ID. Release message is protected with K1. Release message includes NCC1.
5.       gNB#2 does not wait for path switch to be completed to send release message because K1 is V-derived. However, after sending release message when path switch occur gNB#2 receives [NH, NCC2] from AMF. Now gNB#2 becomes the last serving gNB.
6.       UE goes to INACTIVE, and UE may resume after sometime in gNB#3. gNB#3 contacts gNB#2 (i.e. last serving gNB) to fetch context.
7.       After successful verification, context is transferred to gNB#3 with KgNB* (let’s call this security key as K2 which is horizontally derived), NCC1 and indicator that KgNB* is H-derived in Retrieve UE context response. Note that NCC2 received from AMF by gNB#2 is ignored
8.       If the resume is not for RNAU the gNB#3 sends resume message protected by K2. It is fine to use K2 since this is just 1st hop of H-derivation.
9.       If the resume is for RNAU the gNB#3 waits for path switch. When path switch occur gNB#3 receives [NH, NCC3] from AMF. Now gNB#3 sends release message protected by K2, but release message includes NCC3.
It can be observed that with a 1-bit indicator in the Retrieve UE context response the delay for sending the release message can be avoided if the target is aware that the KgNB* is vertically derived. Note that this 1-bit indicator in the Retrieve UE context response is also needed for the realizing the encryption of reestablishment message based on horizontal key derivation as proposed in companion contribution [4].
Observation#3: Delay in sending Release message during RNAU can be avoided in certain scenarios i.e. when KgNB* is vertically derived.
Based on the above discussion we propose the following:
Proposal#1: Introduce a 1-bit indicator in UE context response message which indicates whether KgNB* is vertically derived or horizontally derived.
Proposal#2: Send LS to RAN3 to introduce the 1-bit indicator in the Retrieve UE context response message.

3 Conclusion

Based on the above, RAN3 is requested to discuss the observations and agree on the following proposal:
Observation#1: There is concern on UE power consumption when the release message is delayed during RNAU.

Observation#2: Not relocating the UE context during RNAU has additional RAN3 specification impacts which is not desirable given limited time to finalize the RAN3 specifications. 

Observation#3: Delay in sending Release message during RNAU can be avoided in certain scenarios i.e. when KgNB* is vertically derived.
Proposal#1: Introduce a 1-bit indicator in UE context response message which indicates whether KgNB* is vertically derived or horizontally derived.
Proposal#2: Send LS to RAN3 to introduce the 1-bit indicator in the Retrieve UE context response message.
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