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1. Introduction
In June 14th, 3GPP TSG #80 Plenary Meeting has approved the completion of the standalone (SA) Release 15, 5G specifications. Then, the WI exception sheet was approved for the late drop including remaining issues to standardize the NGEN-DC, NE-DC and NR-NR DC [1]. 

	Further details for each WG are shown in below

… 
· RAN2

· Option 7:

· QoS flow handling between MN and SN

· SCG configuration handling in Inactive state

· Security aspects

· Option 4:

· Control plane architecture (e.g. necessity for split SRB)

· QoS flow handling between MN and SN

· SCG configuration handling in Inactive state

· Security aspects

· Inter-RAT E-UTRA measurements for SCG management

· Measurement gap coordination 

· UE capability coordination

· DRB integrity protection on LTE SCG

· NR-NR Dual Connectivity

· C/U-plane Radio protocol extension to support NR-NR DC applicable to both synchronous and asynchronous mode of operations.

… 


In this contribution, we discuss the DRB integrity protection. Note that the stage 2 TS [2] and this contribution use the wording UP integrity protection. Although this is listed only for the Option 4 (NE-DC), the stage 2 TS still include the applicability to the Option 7 (NGEN-DC), which to our understanding is not supported in Rel-15 according to the agreement for the LTE/5GC [3]. We provide our views which in short, the UP integrity protection is only supported in the NR CG but not in LTE CG.
2. Discussion
DRB integrity protection (UP integrity protection as the wording in the stage 2) is left open for the NE-DC. Before discussing this issue, we need to clarify the current status for other network architecture options. RAN2 agreed not to support the UP IP for the LTE/5GC [3]. For NR-NR DC, RAN2 has not discussed this explicitly but will support the UP IP most likely. In the following, we focus on the MR-DC with 5GC.

· LTE MCG in NGEN-DC (Option 7)
The simple question is whether the UP IP is supported in the NGEN-DC which anyway starts with LTE/5GC for DC configuration. Considering the LTE/5GC agreement, it is very straightforward that at least the MCG bearer does not support the UP IP. 
On the other hand, what if a lower layer (i.e. RLC bear) only is established in the LTE MCG for SN terminated split bearer or MCG bearer? Considering that the LTE/5GC does not support the UP IP although it uses the NR PDCP, we guess the corresponding SA3 decision did not come from just due to PDCP functionality change from LTE and would come rather from whole LTE L2/3 radio protocol aspects. So, it would be reasonable to assume that regardless of the bearer type, if the radio bearer goes through the LTE CG, then the UP IP is not supported in Rel-15.
Observation 1: The UP integrity protection should not be supported in LTE MCG of NGEN-DC regardless of the bearer type in Rel-15.
· LTE SCG in NE-DC (Option 4)
Next, we discuss the case of NE-DC. Similar to the NGEN-DC, it should be assumed that the LTE SCG will not support the UP IP with exactly the same reason as the NGEN-DC. This is because the difference of architecture (i.e. LTE side is either MCG or SCG) will not impact on the function of the UP IP.
Observation 2: The UP integrity protection should not be supported in LTE SCG of EN-DC regardless of the bearer type in Rel-15.

· NR CG in NGEN-DC and NE-DC
Further to the observations above, we consider the NR side. Considering the issue from the other way around, if a radio bearer goes through the NR CG only, then it would be reasonable to assume the UP IP is supported for the radio bearer. In other words, the UP IP can be supported in the NR SCG of NGEN-DC and the NR MCG of NE-DC.
Observation 3: The UP integrity protection can be supported in NR SCG of NGEN-DC and NR MCG of NE-DC, if a radio bearer goes through only NR CG.

Based on the discussions above, we summarized the possible support of UP IP in the table 1. There are two ambiguous combination, i.e. the MN terminated SCG bearer in NGEN-DC and the SN terminated MCG bearer in NE-DC. In these cases, PDCP is NR PDCP even in the LTE side and lower layers are also NR ones. From the aspect of the L2 functions, the UP IP may be able to be supported. However, they are a bit tricky exceptions and seem not so important in Rel-15. Therefore, we propose the following conclusion:
Proposal 1: RAN2 to agree that if a radio bearer goes through only NR CG of MR-DC, the UP integrity protection is supported in Rel-15. Otherwise, not supported.
Table 1. Support of UP integrity protection for MR-DC with 5GC in Rel-15
	Bearer type
	MN terminated
	SN terminated

	
	MCG
	SCG
	Split
	MCG
	SCG
	Split

	NGEN-DC
	N/A
	N/A ?
	N/A
	N/A
	Yes
	N/A

	NE-DC
	Yes
	N/A
	N/A
	N/A ?
	N/A
	N/A


If proposal 1 above can be agreed, it would be better to update the stage 2.
Proposal 2: if RAN2 agree with the proposal 1, it is proposed to update the stage 2 TS 37.340 based on the Text Proposal.

* * * * * * * * * * * * * * * * Text Proposal start * * * * * * * * * * * * * * * *
9
Security related aspects

EN-DC can only be configured after security activation in the MN.

In EN-DC, for bearers terminated in the MN the network configures the UE with KeNB; for bearers terminated in the SN the network configures the UE with S-KgNB.

For mobility scenarios that involve only a change of the SCG (i.e. no Pcell handover and hence no KeNB change), S-KgNB key refresh is not required if the PDCP termination point of the SN is not changed.

In EN-DC, the UE supports the NR security algorithms corresponding to the E-UTRA security algorithms signalled at NAS level and the UE NR AS Security capability is not signalled to the MN over RRC. Mapping from E-UTRA security algorithms to the corresponding NR security algorithms, where necessary, is performed at the MN.

For MR-DC with 5GC, UP integrity protection can be configured on a per radio bearer basis when the radio bearer goes through only NR CG.
* * * * * * * * * * * * * * * * Text Proposal end * * * * * * * * * * * * * * * *
3. Conclusion

In this contribution we discussed DRB integrity protection (UP IP in the stage 2) and made the following observations and then proposals:
Observation 1: The UP integrity protection should not be supported in LTE MCG of NGEN-DC regardless of the bearer type in Rel-15.
Observation 2: The UP integrity protection should not be supported in LTE SCG of EN-DC regardless of the bearer type in Rel-15.
Observation 3: The UP integrity protection can be supported in NR SCG of NGEN-DC and NR MCG of NE-DC, if a radio bearer goes through only NR CG.

Proposal 1: RAN2 to agree that if a radio bearer goes through only NR CG of MR-DC, the UP integrity protection is supported in Rel-15. Otherwise, not supported.

If proposals 1 above can be agreed, it would be better to update the stage 2.
Proposal 2: if RAN2 agree with the proposal 1, it is proposed to update the stage 2 TS 37.340 based on the Text Proposal (in section 2).
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@RAN2#99, Berlin

R2-1709502
Remaining aspects of NR Security
SAMSUNG Electronics Co., Ltd.
discussion

Agreements for NG-EN-DC and NE-DC and NR SA 

1
 UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.
@RAN2#101, Athens
R2-1802946
Support of security for eLTE
Intel Corporation
discussion
Rel-15
LTE_5GCN_connect-Core

Agreements

1.
NR security code points are added to LTE RRC signalling.

2
RAN2 assumption is that 5G NAS will be able to provide separate 5G security capabilities for use with NR and with LTE/5GC. (Agreement 1 could be revisited if this assumption is not confirmed by CT1)

3
Data integrity protection will not be supported for E-UTRA connected to 5GC in rel-15.  

