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[bookmark: _Toc503259956]5.3.4.3	Reception of the SecurityModeCommand by the UE
The UE shall:
1>	derive the KgNB key, as specified in TS 33.501 [11];
1>	derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];
1>	request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;
1>	if the SecurityModeCommand message passes the integrity protection check:
2>	derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];
2>	derive the KUPint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];
2>	configure lower layers to apply SRB integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;
2>	configure lower layers to apply SRB ciphering using the indicated algorithm, theKRRCenc keyafter completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;
2>	consider AS security to be activated;
2>	submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends;
1>	else:
2>	continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.
2>	submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends;

[…]
[bookmark: _1267946280][bookmark: _5.3.5.x.x_DRB_addition/][bookmark: _Toc510018494][bookmark: _Hlk492964276]5.3.5.6.5	DRB addition/modification
The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2> if an sdap-Config is included:
3> if an SDAP entity with the received pdu-Session does not exist:
4> establish an SDAP entity as specified in TS 37.324 [xx] section 5.1.1;
3> configure the SDAP entity in accordance with the received sdap-Config  as specified in TS37.324 [xx] and associate the DRB with the SDAP entity;  
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
2>	if the received pdcp-Config contains integrityProtection set to enabled:
[bookmark: OLE_LINK22]3> derive the key KUPint, if not already derived;
2>	if the received pdcp-Config does not contain the field cipheringDisabled:
3> derive the key KUPenc, if not already derived;
2>	if the UE is operating in EN-DC:
23>	configure the PDCP entity with the security algorithms according to securityConfig and apply the keys (KUPenc) associated with the KeNB/S-KgNB as indicated in keyToUse;
2>	else:
3>	configure the PDCP entity with the security algorithms according to securityConfig and apply the keys (KUPenc and KUPint) associated with the KgNB;
2>	if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:
3> associate the established DRB with the corresponding eps-BearerIdentity;
2> else:
3>	indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:
2> if an sdap-Config is included, reconfigure the SDAP entity in accordance with the received sdap-Config as specified in TS37.324 [xx];
[bookmark: _Hlk504049923]2>	if reestablishPDCP is set:
3>	if the UE is operating in EN-DC:
43>	configure the PDCP entity of this RadioBearerConfig to apply the ciphering algorithm and KUPenc key associated with the master or secondary key (KeNB/S-KgNB/KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
3>	else:
4>	if the received pdcp-Config does not contain the field cipheringDisabled:
5>	configure the PDCP entity of this RadioBearerConfig to apply the ciphering algorithm and KUPenc key associated with the KgNB, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE on this DRB;
4>	else:
5>	configure the PDCP entity of this RadioBearerConfig not to apply ciphering on this DRB;
4>	if the received pdcp-Config contains integrityProtection set to enabled:
5>	configure the PDCP entity of this RadioBearerConfig to apply the integrity algorithm and KUPint key associated with the KgNB, i.e. the integrity configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE on this DRB;
4>	else:
5>	configure the PDCP entity of this RadioBearerConfig not to apply integrity protection on this DRB;
3>	re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;
2>	else, if recoverPDCP is set:
3>	trigger the PDCP entity of this DRB to perform data recovery as specified in 38.323;
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
NOTE 1:	Removal and addition of the same drb-Identity in a single radioResourceConfig is not supported. In case drb-Identity is removed and added due to reconfiguration with sync or re-establishment with the full configuration option, the network can use the same value of drb-Identity.
NOTE 2:	When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.   
NOTE 3:	When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.
[bookmark: _Hlk504050147]NOTE 4: 	In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.
