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1. Overall Description:

The reestablishment procedure agreed in RAN2 has the following steps:

1. The UE in Connected state upon experiencing reestablishment trigger condition sends the reestablishment request message (i.e. msg3 with appropriate reestablishment cause) on SRB0, which also includes a shortMAC-I and UE ID i.e. PCI + C-RNTI.

2. Like in LTE, the shortMAC-I is determined by using the last serving cell PCI, C-RNTI allocated by last serving cell and the CellIdentifier of the cell on which the reestablishment request is sent and calculated using the old security key (i.e. current active key KRRCint) 

3. If the current gNB is prepared gNB then based on the reestablishmentInfo received in HO preparation and the information received in reestablishment request the UE is verified. 

4. If the current gNB is unprepared gNB, the UE information in msg3 (UE ID and shortMAC-I) is sent to the last serving gNB for verification using the context retrieve procedure.

5. If UE verification is successful, the reestablishment message is sent on SRB1 (with at least integrity protection) with the intention to allow re-establishment of DRBs.
6. If UE context not retrieved, the fallback to connection establishment is achieved by sending setup message on SRB0.
The above procedure is captured in TS 38.331 as depicted below.
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Figure 5.3.7.1-1: RRC connection re-establishment, successful [TS 38.331]
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Figure 5.3.7.1-2: RRC re-establishment, fallback to RRC establishment, successful [TS 38.331]


Further if the reestablishment message is also encrypted by a new key, RAN2 aims to re-establish the RRC connection, involving the resumption of SRB1/SRB2 operation and re-establishing the DRBs. RAN2 discussed the feasibility of the encryption of reestablishment message with a new key based on horizontal key derivation.  This can be accomplished by introducing a 1-bit indicator in the Xn HO preparation procedure (i.e. reestablishmentInfo) and UE context response message which indicates whether KgNB* is vertically derived or horizontally derived. It is RAN2 understanding that horizontal key derivation is feasible to be used for encryption of Reestablishment message, if the current gNB on which reestablishment is triggered is aware that the new key provided by the last serving gNB is horizontally derived. For the case where vertically derived key is provided by the last serving gNB, the current gNB fallback to connection establishment as if the context was not retrieved.
2. Actions:

To RAN3:
ACTION: RAN2 kindly asks RAN3 to consider the above agreements and introduce the 1-bit indicator in reestablishmentInfo and UE context response message which indicates whether KgNB* is vertically derived or horizontally derived. 
To SA3: RAN2 kindly asks SA3 to consider the above agreements and check if the reestablishment message protected with new key which is horizontally derived meets the SA3 security requirements. 
ACTION:
3. Date of Next RAN2 Meetings:
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