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1	Introduction

In this contribution we discuss AS security protection of the RRC Release message. 

2	Discussion

In LTE according to 3GPP TS 36.331 [1] clause A.6 the RRC Connection Release can be transmitted with and without AS security protection as follows:
[bookmark: _Toc510532022]“A.6	Protection of RRC messages (informative)
The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to security activation
A - I…Messages that can be sent without integrity protection after security activation
A - C…Messages that can be sent unciphered after security activation
NA… Message can never be sent after security activation
	Message
	P
	A-I
	A-C
	Comment

	…
	
	
	
	

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.

	…
	
	
	
	


“
In LTE in case the RRC Connection is established for NAS signalling (e.g. TAU) the RRC connection can be released with “RRC Connection Release without security protection” after the Tracking Area Update procedure is completed, because no DRBs are needed for the NAS signaling. 
Observation 1: In LTE RRC Connection Release can be sent without AS security protection in case of NAS signaling
In addition, in LTE RRC Connection Release can be sent unprotected in case the RRC Connection has to be released prematurely.
Observation 2: In LTE RRC Connection Release can be sent without AS security protection in case of RRC Connection has to be released prematurely

Based on the LTE baseline we propose the following:
Proposal 1: RRCRelease message can be sent unprotected in case of NAS signalling 
Proposal 2: RRCRelease message can be sent unprotected in case the connection has to be released prematurely

After the security is activated in LTE the RRC Connection Release is sent protected. In addition, RAN2 received an LS from SA3 [2] indicating the following:
“3) Any RRC message which contains a new I-RNTI is to be ciphered and integrity protected.”

It has been agreed in RAN2 that I-RNTI can be included in the RRCRelease. Based on the LTE baseline and the LS from SA3 the following is proposed
Proposal 3: RRCRelease message can be sent protected
Proposal 4: Informative annex about protection of RRC messages as in 36.331 is introduced to 38.331. 


3	Conclusion
Based on the discussion and the observation the following is proposed:
Proposal 1: RRCRelease message can be sent unprotected in case of NAS signalling 
Proposal 2: RRCRelease message can be sent unprotected in case the connection has to be released prematurely
Proposal 3: RRCRelease message can be sent protected
Proposal 4: Informative annex about protection of RRC messages as in 36.331 is introduced to 38.331. 
Draft CR is provided in [3]
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