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Introduction
This document discusses some remaining aspects including security details related to RRC Release message.
Discussion
RAN2 previously agreed that release with re-direction from LTE to GERAN is not supported without security activation.  When LTE solutions were discussed, the legacy UEs out the field was an important consideration.   NR does not have the same issue relative to the legacy devices and this allows simpler solutions.
Release with redirection to GERAN was  considered a security risk.  There is no immediate security risk for re-direction to LTE but that may not be the case in the future when LTE does not support the same secure algorithms as NR.   On the other hand, having to activate security before re-direction delays the re-direction and corresponding call setup.  Nevertheless, it is safer to already use security for re-direction.   Hence it is proposed that:
Proposal #1: All Release with Redirection is only done after security activation.
Dedicated priorities are based on CN provided information and there does not seem to be much motivation to provide them before security.  Hence it is proposed that:
Proposal #2: Dedicated priorities is only provided after security activation
[bookmark: _GoBack]Idle mode Load re-distribution is an overload control mechanism and there could be more motivation to provide it before security activation if the network is already overloaded.  However, setting up security could still be acceptable.  For parity with other fields, it is proposed that:
Proposal #3: Load re-distribution (Deprioritisation) is only provided with security activation
In LTE, the handling of legacy devices was essential.  In NR, there are no legacy devices to be concerned about.  If the security requirements for the different fields are already well specified, the network should take that into account when providing the RRC release message with these fields.  In other words, inclusion of these fields that require a secure connection is a configuration error by the network or a fraud basestation.  One possibility could have been to ignore the message itself but considering that there is a possibility of a fraud basestation, it is better to release the RRC connection.
Proposal #4: Network only provides the fields that  require security after security activation.  UE shall release the RRC connection if it receives the message without security including these fields. 
When a UE is suspended, it is because it has no immediate data to send.  Release with re-direction is used to force the UE to perform cell selection to another RAN/carrier and initiate the connection in that carrier.  Hence a combination of re-direction and suspend in the same message, which is re-directing the UE to another carrier/RAT and putting the UE in suspend at the same time is not valid.  
Proposal #5: Release with redirection and Suspend configuration cannot be provided together in the same message.  
The TP corresponding to the above proposals is given below.
Proposal #6: Agree to the TP provided below.
Summary and proposals
This document looked at some of the open issues related to RRC connection release.   The following proposals were made:
Proposal #1: All Release with Redirection is only done after security activation.
Proposal #2: Dedicated priorities is only provided after security activation
Proposal #3: Load re-distribution (Deprioritisation) is only provided with security activation
Proposal #4: Network only provides the fields that  require security after security activation.  UE shall release the RRC connection if it receives the message without security including these fields. 
Proposal #5: Release with redirection and Suspend configuration cannot be provided together in the same message.  
Proposal #6: Agree to the TP provided below.

Annex: TP for the proposals
[bookmark: _Toc510018504]5.3.8	RRC connection release
Editor’s Note: Targeted for completion in Sept 2018.
[bookmark: _Toc503259983]5.3.8.1	General


Figure 5.3.8.1-1: RRC connection release, successful
The purpose of this procedure is:
-	 to release the RRC connection, which includes the release of the established radio bearers as well as all radio resources; or 
-	to suspend the RRC connection, which includes the suspension of the established radio bearers.
[bookmark: _1267948855][bookmark: _1289914524][bookmark: _1582530302][bookmark: _1582606777]5.3.8.2	Initiation
The network initiates the RRC connection release procedure to transit a UE in RRC_CONNECTED to RRC_IDLE; or to transit a UE in RRC_CONNECTED to RRC_INACTIVE; or to transit a UE in RRC_INACTIVE  back to RRC_INACTIVE when the UE tries to resume; or t3o transit a UE in RRC_INACTIVE to RRC_IDLE when the UE tries to resume. The procedure can also be used to release and redirect a UE to another frequency.
5.3.8.3	Reception of the RRCRelease by the UE
The UE shall:
1>	delay the following actions defined in this sub-clause X ms from the moment the RRCRelease message was received or optionally when lower layers indicate that the receipt of the RRCRelease message has been successfully acknowledged, whichever is earlier;
Editor’s Note: How to set the value of X (whether it is configurable, or fixed to 60ms as in LTE, etc.).
1> if the security is not activated, perform the actions upon going to RRC_IDLE as specified in 5.3.11 upon which the procedure ends;
1>	if the RRCRelease message includes the cellReselectionPriorities:
2>	store the cell reselection priority information provided by the cellReselectionPriorities;
2>	if the t320 is included:
3>	start timer T320, with the timer value set according to the value of t320;
1>	else:
2>	apply the cell reselection priority information broadcast in the system information;
Editor’s Note: FFS Whether RRCRelease supports a mechanim equivalent to loadBalancingTAURequired.
1>	if deprioritisationReq is included:
2>	start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;
2>	store the deprioritisationReq until T325 expiry;
1>	if the RRCRelease includes suspendConfig:
2> if UE has stored stored resumeIdentity, nextHopChainingCount, ran-PagingCycle and ran-NotificationAreaInfo:
3> replaces the stored values by new values in suspendConfig;
2> else:
3> store resumeIdentity, nextHopChainingCount, ran-PagingCycle and ran-NotificationAreaInfo provided in suspendConfig;
2>	reset MAC;
[bookmark: _Hlk515612184]2>	re-establish RLC entities for all SRBs and DRBs;
2>	if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest:
3> stop the timer T319 if running;

3> replace any previously stored security context with newly received security context in the suspendConfig;
3> replace the previously stored C-RNTI with the temporary C-RNTI in the cell the UE has received the RRCRelease message;
3> replace the previously stored cellIdentity with the cellIdentity of the cell the UE has received the RRCRelease message;
3> replace the previously stored physical cell identity with the physical cell identity of  the cell the UE has received the RRCRelease message;
2>	else:
3> store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, SDAP configuration, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;
2>	suspend all SRB(s) and DRB(s), except SRB0;
2>	start timer T380, with the timer value set to periodic-RNAU-timer;
2>	indicate the suspension of the RRC connection to upper layers;
2>	configure lower layers to suspend integrity protection and ciphering;
2> enter RRC_INACTIVE and perform procedures as specified in TS 38.304 [21]
1>	else
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11;
Editor’s Note: FFS Whether there needs to be different release causes and actions associated. 






















	Next Change


–	RRCRelease
The RRCRelease message is used to command the release of an RRC connection or the suspension of the RRC connection.
Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
RRCRelease message
-- ASN1START
-- TAG-RRCRELEASE-START

RRCRelease ::=			SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		c1									CHOICE {
			rrcRelease					RRCRelease-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCRelease-IEs ::=		SEQUENCE {
	redirectedCarrierInfo				RedirectedCarrierInfo				OPTIONAL,	-- Need N
	cellReselectionPriorities			CellReselectionPriorities							OPTIONAL,	-- Need M
	suspendConfig						SuspendConfig						OPTIONAL,	-- Need N

	deprioritisationReq				SEQUENCE {
		deprioritisationType				ENUMERATED {frequency, nr},
		deprioritisationTimer				ENUMERATED {min5, min10, min15, min30}
	},
	lateNonCriticalExtension				OCTET STRING															OPTIONAL,
	nonCriticalExtension					SEQUENCE{}																OPTIONAL

}


RedirectedCarrierInfo ::=			CHOICE {
	nr									ARFCN-ValueNR,
	eutra								ARFCN-ValueEUTRA,
	...
}

SuspendConfig ::= SEQUENCE {
	resumeIdentity						I-RNTI-Value,
	ran-pagingCycle					PagingCycle,
	ran-NotificationAreaInfo			RAN-NotificationAreaInfo,
	periodic-RNAU-timer				ENUMERATED {ffsValue},
	nextHopChainingCount				NextHopChainingCount
}
CellReselectionPriorities ::=		SEQUENCE {
	freqPriorityListEUTRA				FreqPriorityListEUTRA			OPTIONAL,		-- Need M
	freqPriorityListNR					FreqPriorityListNR				OPTIONAL, 		-- Need M		
	t320								ENUMERATED {
											min5, min10, min20, min30, min60, min120, min180,
											spare1}						OPTIONAL,		-- Need R
	...
}

PagingCycle ::= ENUMERATED{ffsTypeAndValue}

-- FFS Maximum number of frequency in priority list 
FreqPriorityListEUTRA ::=			SEQUENCE (SIZE (1..ffsValue)) OF FreqPriorityEUTRA

FreqPriorityListNR ::=				SEQUENCE (SIZE (1..ffsValue)) OF FreqPriorityNR

FreqPriorityEUTRA ::=				SEQUENCE {
	carrierFreq							ARFCN-ValueEUTRA,
	cellReselectionPriority				CellReselectionPriority
}

FreqPriorityNR ::=				SEQUENCE {
	carrierFreq							ARFCN-ValueNR,
	cellReselectionPriority				CellReselectionPriority
}

RAN-NotificationAreaInfo		::=  CHOICE {
	cellList				PLMN-RAN-AreaCellList,	
	ranAreaConfigList		PLMN-RAN-AreaConfigList
}

PLMN-RAN-AreaCellList	::=			SEQUENCE (SIZE (1.. maxPLMNIdentities)) OF PLMN-RAN-AreaCell

-- Sum of cells from all PLMNs does not exceed 32
PLMN-RAN-AreaCell	::=	SEQUENCE {     
	plmn-Identity				PLMN-Identity,		 
	ran-AreaCells				SEQUENCE (SIZE (1..32)) OF	CellIdentity		
}

PLMN-RAN-AreaConfigList	::=			SEQUENCE (SIZE (1..maxPLMNIdentities)) OF PLMN-RAN-AreaConfig

PLMN-RAN-AreaConfig	::=	SEQUENCE {     
	plmn-Identity				PLMN-Identity,		 
	ran-Area					SEQUENCE (SIZE (1..16)) OF	RAN-AreaConfig		
}

RAN-AreaConfig	::=	SEQUENCE {
	trackingAreaCode			TrackingAreaCode,		
--Sum of RAN-AreaCodes all PLMNs does not exceed 32
	ran-AreaCodeList			SEQUENCE (SIZE (1..32)) OF	RAN-AreaCode		OPTIONAL
}

RAN-AreaCode::=						BIT STRING (SIZE (6))


-- TAG-RRCRELEASE-STOP
-- ASN1STOP
[bookmark: _Hlk512511925]
Editor’s Note: FFS Signalling optimizations and/or default configuration for RNA Area and/or corrections (TAI vs. TAC). 
Editor’s Note: FFS TAC value. 
Editor’s Note: FFS Whether RejectWaitTimer is needed in RRCRelease message. 
Editor’s Note: FFS Whether PLMN-Identity can be optional in RNA configuration. 
	RRCReleaseReject field descriptions

	deprioritisationReq
Indicates whether the current frequency or RAT is to be de-prioritised. The UE shall be able to store a depriotisation request for up to X frequencies (applicable when receiving another frequency specific deprioritisation request before T325 expiry).

	deprioritisationTimer
Indicates the period for which either the current carrier frequency or NR is deprioritised. Value minN corresponds to N minutes.

	redirectedCarrierInfo
The redirectedCarrierInfo indicates a carrier frequency (downlink for FDD) and is used to redirect the UE to an NR or E‑UTRA carrier frequency, by means of the cell selection upon leaving RRC_CONNECTED as specified in TS 38.304 [xx]. The network includes this field only when suspendConfig is not included.  



Editor’s Note: FFS Confirm the number X of deprioritisation frequencies the UE shall be able to store. 
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