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Introduction
This document discusses the stage 3 details of configuration of security per DRB.
Discussion
Ran2 agreed the following in RAN2 102:
Agreements
1:	In RRC signalling the encryption [On Off] should be added in the PDCP-config (i.e. per RB) (as for DRB IP)
2	The DRBs associated to a PDU session should be configured with encryption in a consistent way. SRBs should be configured with encryption in a consistent way.
3	The SRB security configuration (encryption) and DRB security configuration (IP and encryption) does not change in the lifetime of the RB (if there is a change needed then release and add of DRB is available)

RAN2 further discussed the stage 3 details with the following notes:
=>	Can consider offline whether unencrypted SRB but encrypted DRB needs to be supported
SA3 agreed:
[bookmark: _Hlk510619431]Confidentiality protection of user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
All RRC signalling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected.
The above agreements are clear that integrity protection is needed for SRBs.  Hence SMC is mandatory for all connections.
Observation #1: SMC is mandatory for all connections.
Integrity protection
It should be possible to not turn on IP for a specific DRB.  This is already supported in the NR RRC specifications:
		integrityProtection		ENUMERATED { enabled }			OPTIONAL,	-- Cond ConnectedTo5GC

The following procedural text also can be expected to cover this field:
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
The conditions and field descriptions are not clear that it is applicable only for a DRB.  Further, as per RAN2 agreement, DRB IP configuration can only be done at DRB establishment.  Hence:
Proposal #1: The field description and conditions should be clarified as follows:
	integrityProtection
Indicates whether or not integrity protection is configured for this radio bearer.  The value of integrityProtectionThis field is applicable only for a DRB associated with NR/5GCcan only be changed using reconfiguration with sync.



	ConnectedTo5GCDRB-setup
	The field is optionally present, need MR, when a DRB is setup.  Otherwise it is not present.  if EN-DC is not configured, and absent if EN-DC is configured.



Encryption
Even though the SA3 requirements do not cover the case explicitly, the scenario where SMC is not encrypted but DRB is, seems unnecessary.   The motivation to be able to turn off ciphering is to allow PDU session level configuration and SRB encryption is a RAN level configuration not based on PDU session requirements.  
Proposal #2: Both SRBs follows the same ciphering configuration.  Further, the combination where ciphering of the SRB is turned off while ciphering for a DRB is turned on is not supported.  
Based on this assumption, the configuration for ciphering for a DRB can follow the same handling as integrity protection.  
Proposal #3: The same principle as used for LTE and EN-DC and is used also for NR: The same ciphering and integrity protection algorithms are used for all the RBs associated with a key.
The ability to configure ciphering for a DRB can then follow the same principle as used for Integrity protection for the DRB with the exception that the “default” configuration for ciphering is “on”.  That is, a configuration bit is provided per DRB to turn off ciphering for the DRB as proposed below.
The TP for ciphering configuration for a DRB according to the above proposal:
PDCP-Config ::=			SEQUENCE {
	drb						SEQUENCE {
		-- unrelated text deleted
		},
		integrityProtection		ENUMERATED { enabled }	OPTIONAL,	-- Cond DRB-setupConnectedTo5GC
		statusReportRequired	ENUMERATED { true }				OPTIONAL,	-- Cond Rlc-AM
		outOfOrderDelivery		BOOLEAN							OPTIONAL,	-- Cond DRB
	-- FFS / TODO: Handle more than two secondary cell groups
	moreThanOneRLC			SEQUENCE {
[bookmark: _Hlk508823599]	--		unrelated text deleted					
	}															OPTIONAL, -- Cond MoreThanOneRLC

	--		unrelated text deleted					

	
	... ,
	[[
	ciphering				ENUMERATED {disabled} 		OPTIONAL	-- Cond DRB-setup
	]]


}

	ciphering
Indicates whether or not ciphering is configured for this radio bearer.  This field is applicable only for a DRB associated with NR/5GC.



	ConnectedTo5GCDRB-setup
	The field is optionally present, need MR, when a DRB is setup if EN-DC is not configured, and absent otherwiseif EN-DC is configured.


Editor’s Note: FFS for eLTE connected to 5GC.

Key update (RIL I:510)
Previous meeting agreed to include keyrefresh as as part of the securityconfig per DRB: 
SecurityConfig ::=					SEQUENCE {	
	securityAlgorithmConfig		SecurityAlgorithmConfig	OPTIONAL, -- Cond RBTermChange
	keyToUse						ENUMERATED{master, secondary}	OPTIONAL,	-- Cond RBTermChange
	... ,
	[[
	KeyRefresh							KeyRefresh			OPTIONAL		-- Need M
	]]}

KeyRefresh ::=					SEQUENCE {
	keySetChangeIndicator			BOOLEAN			OPTIONAL,	
	nextHopChainingCount			NextHopChainingCount			OPTIONAL,	
	nas-SecurityParamToNGRAN		OCTET STRING (SIZE(ffsValue))	 OPTIONAL	-- Cond InterSystemHO
}


For EN-DC, sk-counter is part of the RBconfig 
RRCConnectionReconfiguration-v1510-IEs ::= SEQUENCE {
	nr-Config-r15					CHOICE {
		release							NULL,
		setup							SEQUENCE {
			endc-ReleaseAndAdd-r15	BOOLEAN,
			nr-SecondaryCellGroupConfig-r15	OCTET STRING				OPTIONAL,	-- Need ON
			p-MaxEUTRA-r15					P-Max						OPTIONAL	-- Need ON
		}
	}																	OPTIONAL,	-- Need ON
	sk-Counter-r15					INTEGER (0.. 65535)					OPTIONAL,	-- Need ON
	nr-RadioBearerConfig1-r15		OCTET STRING						OPTIONAL,	-- Need ON
	nr-RadioBearerConfig2-r15		OCTET STRING						OPTIONAL,	-- Need ON
	tdm-PatternConfig-r15			CHOICE {
		release							NULL,
		setup							SEQUENCE {
			subframeAssignment-r15			SubframeAssignment-r15,
			harq-Offset-r15					INTEGER (0.. 9)
		}
	}																	OPTIONAL,	-- Cond FDD-PCell
	nonCriticalExtension			RRCConnectionReconfiguration-v15x0-IEs		OPTIONAL
}

Keyrefresh does a similar function for MCG as sk-counter in SCG for EN-DC and the UE behaviour for both are captured in the same section 5.3.5.7 as copied in the Annex.   We believe that Keyrefresh should be signalled similar to the sk-counter – that is pulled out of the RBconfig and kept at Reconfiguration level because:
1) Keyrefresh is not directly related to radio bearer configuration but with reconfiguration procedure – normally reconfig with sync.  
2) When MR-DC is introduced, it will introduce two key-refresh signalling mechanisms, one using sk-counter at reconfiguration level for SN and another at RBconfig level that can be used only for MN.  It is nicer to have same signalling level for all cases and not have a function at RBconfig level that is only relevant for MN.
Reconfigwithsync (or CellGroupConfig, SpCellConfig) would have been a good place to include Keyrefresh for the MN scenario.  But as captured in the NOTE for EN-DC, sk-counter has to be signalled at reconfiguration level as it can be signalled by MN directly.  If Keyrefresh is introduced in Reconfigwithsync and it would cause a mismatch where Keyrefresh in Reconfigwithsync is only used for MCG and while SCG will use sk-counter  at RRCReconfiguration level.  For parity with signalling of sk-counter, it is proposed to also signal the Keyrefresh at Reconfiguration level.
Proposal #4: Keyrefresh is included at RRCReconfiguration level.  


Summary and proposals
This contribution discussed stage 3 details of security configuration per DRB.  The following observations and proposals were made.
Observation #1: SMC is mandatory for all connections.
Proposal #2: Both SRBs follows the same ciphering configuration.  Further, the combination where ciphering of the SRB is turned off while ciphering for a DRB is turned on is not supported.  
Proposal #2: Agree the TP as provided in Annex to cover both Integrity and ciphering aspects per DRB configuration.
Proposal #3: The same principle as used for LTE and EN-DC and is used also for NR: The same ciphering and integrity protection algorithms are used for all the RBs associated with a key.
Proposal #4: Keyrefresh is included at RRCReconfiguration level.  
Proposal #5: Agree the TP provided in Annex
Annex: combined TP
TP for DRB ciphering configuration

	TP for DRB level ciphering



PDCP-Config ::=			SEQUENCE {
	drb						SEQUENCE {
		discardTimer			ENUMERATED {ms10, ms20, ms30, ms40, ms50, ms60, ms75, ms100, ms150, ms200, ms250, ms300, ms500, ms750, ms1500, infinity} 													OPTIONAL, -- Cond Setup
		pdcp-SN-SizeUL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		pdcp-SN-SizeDL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		headerCompression		CHOICE {
			notUsed					NULL,
			rohc					SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0001			BOOLEAN,
					profile0x0002			BOOLEAN,
					profile0x0003			BOOLEAN,
					profile0x0004			BOOLEAN,
					profile0x0006			BOOLEAN,
					profile0x0101			BOOLEAN,
					profile0x0102			BOOLEAN,
					profile0x0103			BOOLEAN,
					profile0x0104			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			uplinkOnlyROHC			SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0006			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			...
		},
		integrityProtection		ENUMERATED { enabled }														OPTIONAL,	-- Cond DRB-setupConnectedTo5GC
		statusReportRequired	ENUMERATED { true }															OPTIONAL,	-- Cond Rlc-AM
		outOfOrderDelivery		BOOLEAN
	}																											OPTIONAL,	-- Cond DRB
	-- FFS / TODO: Handle more than two secondary cell groups
	moreThanOneRLC			SEQUENCE {
		primaryPath				SEQUENCE {
			cellGroup				CellGroupId											OPTIONAL,	-- Need R
			logicalChannel			LogicalChannelIdentity								OPTIONAL	-- Need R
		},
		ul-DataSplitThreshold	UL-DataSplitThreshold 									OPTIONAL, -- Cond SplitBearer						
		pdcp-Duplication			ENUMERATED { true }													OPTIONAL	-- Need R
	}																										OPTIONAL, -- Cond MoreThanOneRLC

	t-Reordering				ENUMERATED {
									ms0, ms1, ms2, ms4, ms5, ms8, ms10, ms15, ms20, ms30, ms40, ms50, ms60, ms80, ms100, ms120, ms140, ms160, ms180, ms200, ms220, 
									ms240, ms260, ms280, ms300,	ms500, ms750, ms1000, ms1250, ms1500, ms1750, ms2000, ms2250, ms2500, ms2750,
									ms3000, spare28, spare27, spare26, spare25, spare24, spare23, spare22, spare21, spare20,
									spare19, spare18, spare17, spare16, spare15, spare14, spare13, spare12, spare11, spare10, spare09,
									spare08, spare07, spare06, spare05, spare04, spare03, spare02, spare01 }		OPTIONAL, -- Need S

	
	...,
	[[ 
	ciphering				ENUMERATED {disabled} 		OPTIONAL	-- Cond DRB-setup
	]]

}

	ciphering
Indicates whether or not ciphering is configured for this radio bearer.  This field is applicable only for a DRB associated with NR/5GC.

	integrityProtection
Indicates whether or not integrity protection is configured for this radio bearer.  The value of integrityProtectionThis field is applicable only for a DRB associated with NR/5GCcan only be changed using reconfiguration with sync.


Editor’s Note: FFS for eLTE connected to 5GC.

	DRB-setup ConnectedTo5GC
	The field is optionally present, need MR, when a DRB is setup if EN-DC is not configured, and absent otherwiseif EN-DC is configured.



[bookmark: _Toc510018494]5.3.5.6.5	DRB addition/modification
The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2> if an sdap-Config is included:
3> if an SDAP entity with the received pdu-Session does not exist:
4> establish an SDAP entity as specified in TS 37.324 [xx] section 5.1.1;
3> configure the SDAP entity in accordance with the received sdap-Config  as specified in TS37.324 [xx] and associate the DRB with the SDAP entity;  
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
2>	configure the PDCP entity with the security algorithms according to securityConfig,  integrityProtection and ciphering;
2> and apply the keys (KUPenc) associated with the KeNB/S-KgNB as indicated in keyToUse;
2>	if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:
3> associate the established DRB with the corresponding eps-BearerIdentity;
2> else:
3>	indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:
2> if an sdap-Config is included, reconfigure the SDAP entity in accordance with the received sdap-Config as specified in TS37.324 [xx];
[bookmark: _Hlk504049923]2>	if reestablishPDCP is set:
3>	configure the PDCP entity of this RadioBearerConfig to apply the ciphering algorithm and KUPenc key associated with the master or secondary key (KeNB/S-KgNB/KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
3>	re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;
2>	else, if recoverPDCP is set:
3>	trigger the PDCP entity of this DRB to perform data recovery as specified in 38.323;
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
NOTE 1:	Removal and addition of the same drb-Identity in a single radioResourceConfig is not supported. In case drb-Identity is removed and added due to reconfiguration with sync or re-establishment with the full configuration option, the network can use the same value of drb-Identity.
NOTE 2:	When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.   
NOTE 3:	When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.
NOTE 4: 	In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.
TP for Keyrefresh (RIL I510)

	TP for Key refresh



RRCReconfiguration-vxx-IEs ::= 			SEQUENCE {
	masterCellGroup							OCTET STRING (CONTAINING CellGroupConfig)								OPTIONAL, -- Need M
	fullConfig								ENUMERATED {true} 														OPTIONAL,
	dedicatedNAS-MessageList                SEQUENCE (SIZE(1..maxDRB)) OF DedicatedInfoNAS							OPTIONAL, -- Cond nonHO
[bookmark: _GoBack]	keyRefresh								KeyRefresh			OPTIONAL,		-- Need M	
	nonCriticalExtension					SEQUENCE {}			OPTIONAL 
}
[bookmark: _Toc510018495]
SecurityConfig ::=					SEQUENCE {	
	securityAlgorithmConfig		SecurityAlgorithmConfig	OPTIONAL, -- Cond RBTermChange
	keyToUse						ENUMERATED{master, secondary}	OPTIONAL,	-- Cond RBTermChange
	... ,
	[[
	KeyRefresh							KeyRefresh			OPTIONAL		-- Need M
	]]}


	Next change for Key refresh


[bookmark: _Hlk509240373][bookmark: _Toc510018477]5.3.5.3	Reception of an RRCReconfiguration by the UE
The UE shall perform the following actions upon reception of the RRCReconfiguration:
1>	if the RRCReconfiguration includes the fullConfig:
2>	perform the radio configuration procedure as specified in 5.3.5.11;
[bookmark: _Hlk514303237]1>	if the RRCReconfiguration includes the masterCellGroup:
2>	perform the cell group configuration for the received masterCellGroup according to 5.3.5.5;
1> if the RRCReconfiguration includes the keyRefresh:
2>	perform security key update procedure as specified in 5.3.5.7;
1>	if the RRCReconfiguration includes the secondaryCellGroup:
2>	perform the cell group configuration for the SCG according to 5.3.5.5;
1>	if the RRCReconfiguration message contains the radioBearerConfig:
2>	perform the radio bearer configuration according to 5.3.5.6;
1>	if the RRCReconfiguration message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>  if the UE is configured with E-UTRA nr-SecondaryCellGroupConfig (MCG is E-UTRA):
2> if RRCReconfiguration was received via SRB1:
3> construct RRCReconfigurationComplete message and submit it via the EUTRA MCG embedded in E-UTRA RRC message RRCConnectionReconfigurationComplete as specified in TS 36.331 [10];
3> if reconfigurationWithSync was included in spCellConfig of an SCG:
4> initiate the random access procedure on the SpCell, as specified in TS 38.321 [3]; 
3> else:
4>  the procedure ends;
NOTE:	The order the UE sends the RRCConnectionReconfigurationComplete message and performs the Random Access procedure towards the SCG is left to UE implementation.
2> else (RRCReconfiguration was received via SRB3):
3> submit the RRCReconfigurationComplete message via SRB3 to lower layers for transmission using the new configuration;
[bookmark: _Hlk504049391]NOTE:	For EN-DC, in the case of SRB1, the random access is triggered by RRC layer itself as there is not necessarily other UL transmission. In the case of SRB3, the random access is triggered by the MAC layer due to arrival of RRCReconfigurationComplete.
1 > else:
2> submit the RRCReconfigurationComplete message via SRB1 to lower layers for transmission using the new configuration;
1>  if reconfigurationWithSync was included in spCellConfig of an MSG or SCG, and when MAC of an NR cell group successfully completes a random access procedure triggered above;
2>  stop timer T304 for that cell group;
2>  apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the respective target SpCell, if any;
[bookmark: _Hlk504049437]2>  apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the respective target SpCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of that target SpCell;
2>  the procedure ends.
[bookmark: _Toc510018489]
	Next change for Key refresh



5.3.5.6	Radio Bearer configuration
[bookmark: _Toc510018490]5.3.5.6.1	General
The UE shall perform the following actions based on a received RadioBearerConfig IE:
1>	if the RadioBearerConfig includes keyRefresh:
2>perform the security key update as specified in 5.3.5.7;
1>	if the RadioBearerConfig includes the srb3-ToRelease and set to true:
2>	perform the SRB release as specified in 5.3.5.6.2;
1>	if the RadioBearerConfig includes the srb-ToAddModList:
2>	perform the SRB addition or reconfiguration as specified in 5.3.5.6.3;
1>	if the RadioBearerConfig includes the drb-ToReleaseList:
2>	perform DRB release as specified in 5.3.5.6.4;
1>	if the RadioBearerConfig includes the drb-ToAddModList:
2>	perform DRB addition or reconfiguration as specified in 5.3.5.6.5.
1>	release all SDAP entities, if any, that have no associated DRB as specified in TS 37.324 [xx] section 5.1.2.

	For information



5.3.5.7	Security key update 
The UE shall:
1>	if the UE is operating in EN-DC:
2> upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
3>	derive KRRCenc and KUPenc key as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key as specified in TS 33.501 [11].
1>	else:
2 > if the keySetChangeIndicator is included in the received keyRefresh:
3>	if the keySetChangeIndicator is set to TRUE:
4>	derive or update the KgNB key based on the KAMF key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.501 [11];
3>	else:
4>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];
3>	store the nextHopChainingCount value;
2> derive the keys associated with KgNB as follows:
3>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm, as specified in TS 33.501 [11];
3>	derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.501 [11];
2>	if the nas-SecurityParamToNGRAN is included in the received keyRefresh:
3>	forward the nas-SecurityParamToNGRAN to the upper layers;
3>	derive the KgNB key as specified in TS 33.501 [11];
3> derive the keys associated with KgNB as follows:
4>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm as specified in TS 33.501 [11];
4>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm as specified in TS 33.501 [11];
2>	configure lower layers to apply the indicated integrity protection algorithm, the KRRCint key and the KUPint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>	configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
NOTE:	Ciphering and integrity protection are optional to configure for the DRBs.

