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1 Introduction
This document addresses [98#30][NR] RRC Connection Control email discussion point #17 "It is FFS the desirable NR security scheme for INACTIVE UEs".

2 Discussion

RAN2 has agreed that a UE transition from RRC_INACTIVE to RRC_CONNECTED will follow a three step request-response-confirm procedure similar to the illustration in Figure 1:
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Figure 1 : 3-step RRC_INACTIVE to RRC_CONNECTED Procedure
If Msg3 is not integrity protected, the UE cannot be validated until RAN receives Msg5. By this time, UE context may have been retrieved by the serving gNB from the last serving gNB. If the resume request is deemed to be not valid (e.g. due to UE impersonation or a replay attack), the RAN will have expended significant resources (i.e. radio resources, network bandwidth, computing resources) before making this determination.
Observation 1
If Msg3 is not integrity protected, RAN may need to expend significant resources before determining whether a resume request is valid.

However if Msg3 is at least integrity protected, then the UE request can be validated much earlier, before the transmission of Msg4 and possibly before the transfer of UE context from the last serving gNB. 
If Msg3 is integrity protected and if validation of Msg3 is assumed to be performed by the new serving gNB, a man-in-the-middle attack can be initiated by a rogue network element to retrieve UE context information – including security keys – from the last serving gNB without actually being in communication with the UE. This can allow the rogue node to decode further exchanges with the UE, thus affecting the privacy of communications. While TNL security mechanisms can be deployed within the RAN to mitigate such kind of attack, these mechanisms may not be effective when gNBs are in unsecured locations (e.g. certificates can be stolen or forged).

Observation 2
If Msg3 is integrity protected and if validation of Msg3 is assumed to be performed by the new serving gNB, it is possible for a rogue node to obtain the UE context and cryptographic parameters and to spy later on communications of the UE.
Therefore validation of Msg3 should be performed by the last serving gNB before the UE context is transferred to the (purported) new serving gNB to provide protection against such man-in-the-middle forgeries. Validation of Msg3 by the last serving gNB ensures that the UE context is being transferred to a network node that is actually communicating with the identified UE.

Proposal 1
Msg3 should be integrity protected and validation of the Msg3 integrity protection should be performed by the last serving gNB before UE context is transferred to another network node to protect against man-in-the-middle forgeries.

Clearly, validation of Msg3 by the last serving gNB means that Msg3, as received from the UE, should be encapsulated and transparently transferred from the new serving gNB to the last serving gNB. A liaison statement should be sent by RAN2 to RAN3 informing them of this decision.

Proposal 2
A liaison statement should be sent by RAN2 to RAN3 informing them that Msg3, as received from the UE, should be encapsulated and transparently transferred from the new serving gNB to the last serving gNB for validation (e.g. as part of the XnAP Retrieve UE Context Request).



In [2], it was agreed that RAN provides the following support for the RRC_INACTIVE state:

· Broadcast of system information;

· Cell re-selection mobility;

· Paging is initiated by NG-RAN (RAN paging);

· RAN-based notification area (RNA) is managed by NG- RAN;

· DRX for RAN paging configured by NG-RAN;

· 5GC - NG-RAN connection (both C/U-planes) is established for UE;

· The UE AS context is stored in NG-RAN and the UE;

· NG-RAN knows the RNA which the UE belongs to.

and

In RRC_INACTIVE, the last serving gNB node keeps the UE context and the UE-associated NG connection with the serving AMF and UPF.

The AS context stored in the UE and in RAN includes configuration for established radio bearers and the associated PDCP security context to allow the UE to quickly resume communications over the previously-established radio bearers.

Observation 3
While a UE is in RRC_INACTIVE state, the RAN PDCP entities associated with established radio bearers are maintained at the last serving gNB.

Therefore, there are two options are available for protection of Msg3:
A1.
encapsulating Msg3 in a PDCP PDU with the sequence number derived from the current value of COUNT. This allows the full weight of PDCP integrity protection to be used for Msg3 including protection against man-in-the-middle forgeries, replay attacks, and UE impersonation. In addition, ciphering could also be applied to Msg3 in situations where this may be deemed advantageous (e.g. for transmission of short data PDUs in RRC_INACTIVE state or for early transmission of a data PDU during a transition to RRC_CONNECTED for a URLLC or MTC application).
A2.
providing integrity protection with a (possibly short) message integrity check (MIC or MAC-I) kind of structure. While the short MAC-I has been deemed sufficient for LTE, it provides less protection than PDCP because the contents of Msg3 are not actually included in the short MIC calculation – i.e. the short MIC is derived from information such as the current serving cell id. Also the short MIC provides less protection than PDCP due to the shorter length of the integrity check field and, even a longer MAC-I based on the same variables like LTE (UE ID, PCI, cell ID) would provide less protection than PDCP due to the use of fixed values for the inputs to the pseudo-random function (e.g. all COUNT bits set to 1, instead of a changing COUNT/PDCP SN). In addition, ciphering of Msg3 is not possible with this solution.
As noted by SA3 in [1] with regards to early data transmission:

There is a slight risk that an attacker is able to guess the 16-bit shortResumeMAC-I, construct fake Msg3, and be able to inject data even before the real UE would send Msg3. It is not clear how big risk this would be in practice, but in general, SA3 recommends to use 32-bit shortResumeMAC-I, if that is possible ... If PDCP security could be used already for Msg3 that would be fine as well from SA3's perspective.
We therefore recommend option A1 as the preferred solution:
Proposal 3
Msg3 should be protected using keys associated with the PDCP entity in the last serving gNB (i.e. using keys established before the UE entered RRC_INACTIVE state) and should be encapsulated in a PDCP PDU with the sequence number derived from the current value of COUNT.

3 Conclusion
Based on the previous discussion, we make the following observations:

Observation 1
If Msg3 is not integrity protected, RAN may need to expend significant resources before determining whether a resume request is valid.
Observation 2
If Msg3 is integrity protected and if validation of Msg3 is assumed to be performed by the new serving gNB, it is possible for a rogue node to obtain the UE context and cryptographic parameters and to spy later on communications of the UE.
Observation 3
While a UE is in RRC_INACTIVE state, the RAN PDCP entities associated with established radio bearers are maintained at the last serving gNB.


we propose the following:
Proposal 1
Msg3 should be integrity protected and validation of the Msg3 integrity protection should be performed by the last serving gNB before UE context is transferred to another network node to protect against man-in-the-middle forgeries.
Proposal 2
A liaison statement should be sent by RAN2 to RAN3 informing them that Msg3, as received from the UE, should be encapsulated and transparently transferred from the new serving gNB to the last serving gNB for validation (e.g. as part of the XnAP Retrieve UE Context Request).
Proposal 3
Msg3 should be protected using keys associated with the PDCP entity in the last serving gNB (i.e. using keys established before the UE entered RRC_INACTIVE state) and should be encapsulated in a PDCP PDU with the sequence number derived from the current value of COUNT.
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