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Introduction
[bookmark: _Ref178064866]This contribution is an update of R2-1712531 [1]. 
During the last round of working group meetings, there was some progress on Unified Access Control:
· At RAN2#100, an outgoing LS [2] was agreed sent to to SA1 about request for clarifications on the requirements for Unified Access Control. 
· At the SA1#80 meeting, a CR [4] to further clarify the stage-1 requirements for unified access control for 5G to TS 22.261 [5] was agreed and SA1 also provided RAN2 a reply LS [3] to the present RAN2 meeting. SA1 did as well provide a reply LS [9] to CT1 on their previous LS [8].
In this paper, we, analyze the latest requirements and clarifications provided by SA1 and propose a functional division between AS and NAS for access control. 
Discussion
1.1 [bookmark: _Ref189046994]Analysis of stage-1 requirements
The stage-1 requirements for unified access control now specifies the following access categories (Table 1):
[bookmark: _Ref493582969]Table 1: Access Categories, from [5]
	Access Category number
	Conditions related to UE
	Type of access attempt

	0
	All
	MO signalling resulting from paging

	1 (NOTE 1)
	[bookmark: _Hlk503256477]UE is configured for delay tolerant service and subject to access control for Access Category 1, which is judged based on relation of UE’s HPLMN and the selected PLMN.
	All except for Emergency

	2
	All
	Emergency

	3
	All except for the conditions in Access Category 1.
	MO signalling resulting from other than paging

	4
	All except for the conditions in Access Category 1.
	MMTEL voice

	5
	All except for the conditions in Access Category 1.
	MMTEL video

	6
	All except for the conditions in Access Category 1.
	SMS

	7
	All except for the conditions in Access Category 1.
	MO data that do not belong to any other Access Categories

	8-31
	
	Reserved standardized Access Categories

	32-63 (NOTE 2)
	All
	Based on operator classification

	NOTE 1:	The barring parameter for Access Category 1 is accompanied with information that define whether Access Category applies to UEs within one of the following categories:
a) UEs that are configured for delay tolerant service;
b) UEs that are configured for delay tolerant service and are neither in their HPLMN nor in a PLMN that is equivalent to it;
c) UEs that are configured for delay tolerant service and are neither in the PLMN listed as most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list on the SIM/USIM, nor in their HPLMN nor in a PLMN that is equivalent to their HPLMN.
NOTE 2:	When there are an Access Category based on operator classification and a standardized Access Category to both of which an access attempt can be categorized, and the standardized Access Category is neither 0 nor 2, the UE applies the Access Category based on operator classification. When there are an Access Category based on operator classification and a standardized Access Category to both of which an access attempt can be categorized, and the standardized Access Category is 0 or 2, the UE applies the standardized Access Category.



Further, SA1 has now specified the following Access Identities (Table 2):
[bookmark: _Ref502738419]Table 2: Access Identities, from [5]
	Access Identity number
	UE configuration

	0
	UE is not configured with any parameters from this table

	1 (NOTE 1)
	UE is configured for Multimedia Priority Service (MPS).

	2 (NOTE 2)
	UE is configured for Mission Critical Service (MCS).

	3-10
	Reserved for future use

	11 (NOTE 3)
	Access Class 11 is configured in the UE.

	12 (NOTE 3)
	Access Class 12 is configured in the UE.

	13 (NOTE 3)
	Access Class 13 is configured in the UE.

	14 (NOTE 3)
	Access Class 14 is configured in the UE.

	15 (NOTE 3)
	Access Class 15 is configured in the UE.

	NOTE 1:	Access Identity 1 is used to provide overrides according to the subscription information in UEs configured for MPS.  The subscription information defines whether an overide applies to UEs within one of the following categories:
a) UEs that are configured for MPS;
b) UEs that are configured for MPS and are in the PLMN listed as most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list or in their HPLMN or in a PLMN that is equivalent to their HPLMN;
c) UEs that are configured for MPS and are in their HPLMN or in a PLMN that is equivalent to it.
NOTE 2:	Access Identity 2 is used to provide overrides according to the subscription information in UEs configured for MCS.  The subscription information defines whether an overide applies to UEs within one of the following categories:
a) UEs that are configured for MCS;
b) UEs that are configured for MCS and are in the PLMN listed as most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list or in their HPLMN or in a PLMN that is equivalent to their HPLMN;
c) UEs that are configured for MCS and are in their HPLMN or in a PLMN that is equivalent to it.
NOTE 3:	Access Identities 11 and 15 are valid in Home PLMN only if the EHPLMN list is not present or in any EHPLMN. Access Identities 12, 13 and 14 are valid in Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI.



From analyzing the stage-1 requirements, we observe:
[bookmark: _Toc494098245][bookmark: _Toc494275995][bookmark: _Toc494355225][bookmark: _Toc494355336][bookmark: _Toc498328653][bookmark: _Toc498431905][bookmark: _Toc498497684][bookmark: _Toc498592573][bookmark: _Toc501630996][bookmark: _Toc502741257][bookmark: _Toc502747756][bookmark: _Toc503270331][bookmark: _Toc503358371][bookmark: _Toc503358562][bookmark: _Toc493585823]Access control is applied in all RRC states (RRC_IDLE, RRC_INACTIVE, RRC_CONNECTED) at the time of initiating a new access attempt (e.g. new session request).
[bookmark: _Toc494098246][bookmark: _Toc494275996][bookmark: _Toc494355226][bookmark: _Toc494355337][bookmark: _Toc498328654][bookmark: _Toc498431906][bookmark: _Toc498497685][bookmark: _Toc498592574][bookmark: _Toc501630997][bookmark: _Toc502741258][bookmark: _Toc502747757][bookmark: _Toc503270332][bookmark: _Toc503358372][bookmark: _Toc503358563]Each access attempt is assigned one or more Access Identities and only one Access Category.
[bookmark: _Toc494098247][bookmark: _Toc494275997][bookmark: _Toc494355227][bookmark: _Toc494355338][bookmark: _Toc498328655][bookmark: _Toc498431907][bookmark: _Toc498497686][bookmark: _Toc498592575][bookmark: _Toc501630998][bookmark: _Toc502741259][bookmark: _Toc502747758][bookmark: _Toc503270333][bookmark: _Toc503358373][bookmark: _Toc503358564]A given access attempt will be detected by the layer having the information about the classification of the access attempt (e.g. 5GMM, 5GSM and MMTEL).
[bookmark: _Toc493585824][bookmark: _Toc494098249][bookmark: _Toc494275999][bookmark: _Toc494355229][bookmark: _Toc494355340][bookmark: _Toc498328657][bookmark: _Toc498431909][bookmark: _Toc498497688][bookmark: _Toc498592577][bookmark: _Toc501631000][bookmark: _Toc502741260][bookmark: _Toc502747759][bookmark: _Toc503270334][bookmark: _Toc503358374][bookmark: _Toc503358565][bookmark: _Toc493585826]A given Access Category may be used for access attempts of more than one layer: e.g. SMS, which may be SMS over IP or SMS over NAS – which are different layers.
[bookmark: _Toc498431911][bookmark: _Toc498497690][bookmark: _Toc498592579][bookmark: _Toc501631002][bookmark: _Toc502741261][bookmark: _Toc502747760][bookmark: _Toc503270335][bookmark: _Toc503358375][bookmark: _Toc503358566][bookmark: _Hlk498432547]In order to enable determination of applicability of access category 1, “Access category selection assistance information” is needed to indicate whether the access category 1 is applicable to a UE configured for delay tolerant service and based on relation of UE’s HPLMN and the selected PLMN.
[bookmark: _Toc502741262][bookmark: _Toc502747761][bookmark: _Ref503270056][bookmark: _Toc503270336][bookmark: _Toc503358376][bookmark: _Toc503358567]To enable overrides for UEs with configured special access classes (AC11-15) and/or prioritized services, a UE may be configured with one or more corresponding Access Identities.
AS-NAS functional division 
Layer identifying access attempt and layer performing barring check
Based on the above analysis of the stage-1 requirements on access control, it is quite clear that:
Since several layers (NAS layers, MMTEL and possibly also RRC [6]) may identify an access attempt and determine the associated access category and access identities, the common denominator would be the RRC layer.
As previously agreed, we think that the RRC layer should perform the actual barring check, when requested so by NAS (or possibly by the RRC layer itself for any RRC-initiated access attempts)
In LTE, an access category is associated with a timer, that is started upon a barred access attempt using that category, which blocks further access attempts and when the timer expires the UE map perform a new barring check for an access attempt using the same category. A corresponding timer would also be benefical for the unified access control. Since several layers may use the same access category, it is natural that the timer associated by the access category is managed by the same layer where the actual barring check is performed. The common denominator is the RRC layer where the access barring information is available and the barring check can be performed, and RRC should therefore also manage the timer. 
As access control is applied on detected access attempts in all UE states, NAS may also request RRC to perform a barring check also in RRC_INACTIVE and RRC_CONNECTED state.
We propose:
[bookmark: _Toc493585828][bookmark: _Toc494098252][bookmark: _Toc494197966][bookmark: _Toc494276002][bookmark: _Toc494355231][bookmark: _Toc494355331][bookmark: _Toc498328659][bookmark: _Toc498328673][bookmark: _Toc498328687][bookmark: _Toc498431913][bookmark: _Toc498497718][bookmark: _Toc498592581][bookmark: _Toc501631004][bookmark: _Toc502741263][bookmark: _Toc502747762][bookmark: _Toc502747866][bookmark: _Toc503270337][bookmark: _Ref503358109][bookmark: _Toc503358377][bookmark: _Toc503358568]The RRC layer performs the barring check and also manages the timer associated with each access category.
[bookmark: _Toc502741264][bookmark: _Toc502747763][bookmark: _Toc502747867][bookmark: _Toc503270338][bookmark: _Ref503358126][bookmark: _Toc503358378][bookmark: _Toc503358569]RAN provides the UE with access barring information in the RRC layer, using system information broadcast.
[bookmark: _Toc494098253][bookmark: _Toc494197967][bookmark: _Toc494276003][bookmark: _Toc494355232][bookmark: _Toc494355332][bookmark: _Toc498328660][bookmark: _Toc498328674][bookmark: _Toc498328688][bookmark: _Toc498431914][bookmark: _Toc498497719][bookmark: _Toc498592582][bookmark: _Toc501631005][bookmark: _Toc502741265][bookmark: _Toc502747764][bookmark: _Toc502747868][bookmark: _Toc503270339][bookmark: _Toc503358379][bookmark: _Toc503358570]The barring check is performed by the RRC layer, against the barring timer (if already running) and the access barring information provided by RAN.
[bookmark: _Toc503270340][bookmark: _Toc503358380][bookmark: _Toc503358571]NAS may request the RRC layer to perform a barring check in any UE state: RRC_IDLE, RRC_INACTIVE and RRC_CONNECTED.
In an associated contribution [6], we propose to apply access control at least some RRC-initiated signalling procedures, such as RRC Resume triggered by RNA area update. For these particular procedures, the access attempt and access categories would need to be identified determined by the RRC layer. We propose:
[bookmark: _Toc493585829][bookmark: _Toc494098256][bookmark: _Toc494197970][bookmark: _Toc494276006][bookmark: _Toc494355235][bookmark: _Toc494355335][bookmark: _Toc498328663][bookmark: _Toc498328677][bookmark: _Toc498328691][bookmark: _Toc498431917][bookmark: _Toc498497722][bookmark: _Toc498592585][bookmark: _Toc501631008][bookmark: _Toc502741269][bookmark: _Toc502747766][bookmark: _Toc502747870][bookmark: _Toc503270341][bookmark: _Toc503358381][bookmark: _Toc503358572]For any UE-initiated signalling procedures triggered by the RRC layer subject to access control, the RRC layer shall identify an access attempt and determine the access category for that attempt.
[bookmark: _Hlk498432598]Access Identities
[bookmark: _Hlk502747549]As noted in Observation 6 above, to enable better treatment for those UEs which have been assigned special access classes (AC11-15) and UEs configured for prioritized services, a UE may be configured with one or more Access Identities. In our understanding, the access barring information for each access category would need to be accompanied with information about for which access identities any override is applicable. This is very similar to how AC11-15 are used during the access barring check in LTE (please refer to 3GPP TS 36.331 section 5.3.3.11). We propose: 
[bookmark: _Toc502747767][bookmark: _Toc502747871][bookmark: _Toc503270342][bookmark: _Toc503358382][bookmark: _Toc503358573]The access barring information for each access category is accompanied with information about for which access identities any override is applicable.
This implies that performing the barring check in the RRC layer, apart from the access category for the access attempt, information is also needed on any access identities configured in the UE. We propose:
[bookmark: _Toc502747768][bookmark: _Toc502747872][bookmark: _Toc503270343][bookmark: _Toc503358383][bookmark: _Toc503358574]The set of access identities configured in the UE needs to be available in the RRC layer, in order to perform the barring check for a given access attempt.
AS-NAS information flow for access barring check
The figure below illustrates the functional division between the AS and NAS specifications as an information flow when the UE performs access barring check for an access attempt detected in NAS.
[image: ]
Figure 1: AS-NAS information flow for barring check when an access attempt is detected
Access attempts (such as establishing an MMTEL voice call) may be triggered at any time, and in all UE states. Therefore the information flow for performing access barring check for an identified access attempt is separate from the actual request to setup a NAS signalling connection. 
When NAS requests the RRC layer to setup an an RRC connection used by a NAS signalling connection, RRC layer should assume that the barring checks has already been performed.  We propose:
[bookmark: _Toc494098254][bookmark: _Toc494197968][bookmark: _Toc494276004][bookmark: _Toc494355233][bookmark: _Toc494355333][bookmark: _Toc498328661][bookmark: _Toc498328675][bookmark: _Toc498328689][bookmark: _Toc498431915][bookmark: _Toc498497720][bookmark: _Toc498592583][bookmark: _Toc501631006][bookmark: _Toc502741266][bookmark: _Toc502747765][bookmark: _Toc502747869][bookmark: _Toc503270344][bookmark: _Toc503358384][bookmark: _Toc503358575]At the moment when NAS requests the RRC layer to setup of NAS signalling connection, RRC can assume that all the barring checks were already done and passed.
Access category selection assistance information
The NOTE 1 in the table specifying the access categories in TS 22.261 says that “the barring parameter for Access Category 1 is accompanied with information that define whether Access Category applies to UEs within one of the following categories…“. This information is in this contribution referred to as “Access category selection assistance information”.
In Proposal 1 and Proposal 2 above we propose that the barring check is performed by the RRC layer and that the access barring information is also provided to the UE by the RRC layer. It is therefore also natural that the “Access category selection assistance information” would need to be provided to the UE by the RRC layer, using system information broadcast. 
[bookmark: _Toc498431912][bookmark: _Toc498497717][bookmark: _Toc498592580][bookmark: _Toc501631003][bookmark: _Toc502741267][bookmark: _Toc502747769][bookmark: _Toc502747873][bookmark: _Toc503270345][bookmark: _Toc503358385][bookmark: _Toc503358576][bookmark: _Hlk498432571]Access category selection assistance information for access category 1 is provided to the UE by system information broadcast in the RRC layer.
The “Access category selection assistance information” consists of information whether the access category 1 is applicable to:
1) a UE configured for delay tolerant service;
2) a UE configured for delay tolerant service and registered in a PLMN other than UE’s HPLMN, and other than a PLMN equivalent to UE's HPLMN;
3) a UE configured for delay tolerant service and registered in a PLMN other than UE’s HPLMN, other than a PLMN equivalent to UE's HPLMN and other than the most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list; or
4) any combination of these.
The “Access category selection assistance information” is needed by any layer which may determine access category for an access attempt, including NAS. We propose:
[bookmark: _Toc494098255][bookmark: _Toc494197969][bookmark: _Toc494276005][bookmark: _Toc494355234][bookmark: _Toc494355334][bookmark: _Toc498328662][bookmark: _Toc498328676][bookmark: _Toc498328690][bookmark: _Toc498431916][bookmark: _Toc498497721][bookmark: _Toc498592584][bookmark: _Toc501631007][bookmark: _Toc502741268][bookmark: _Toc502747770][bookmark: _Toc502747874][bookmark: _Toc503270346][bookmark: _Toc503358386][bookmark: _Toc503358577][bookmark: _Hlk502747834]The RRC layer in the UE provides the access category selection assistance information to NAS.
In the LS from CT1 [8], it is also noted the need for this type of assistance information. From the CT1 LS:
“Question 9: Will the NR RRC layer provide the part of the barring control information related to determination of access category 1 and access category 2 (as indicated in NOTE 2 and NOTE 3 of Table 6.22.2-1 of TS 22.261) to the layers(s) in charge of access category decision?”
We propose to answer “YES” this this question – noting that now this information is only applicable for what is now defined as access category 1. A draft reply LS to CT1 is provided in [7].
[bookmark: _Toc502747875][bookmark: _Toc503270347][bookmark: _Toc503358387][bookmark: _Toc503358578]Send a reply LS to CT1 to provide the RAN2 view on the handling of access category selection assistance information.
Conclusion
[bookmark: _GoBack]In section 2 we made the following observations:
Observation 1	Access control is applied in all RRC states (RRC_IDLE, RRC_INACTIVE, RRC_CONNECTED) at the time of initiating a new access attempt (e.g. new session request).
Observation 2	Each access attempt is assigned one or more Access Identities and only one Access Category.
Observation 3	A given access attempt will be detected by the layer having the information about the classification of the access attempt (e.g. 5GMM, 5GSM and MMTEL).
Observation 4	A given Access Category may be used for access attempts of more than one layer: e.g. SMS, which may be SMS over IP or SMS over NAS – which are different layers.
Observation 5	In order to enable determination of applicability of access category 1, “Access category selection assistance information” is needed to indicate whether the access category 1 is applicable to a UE configured for delay tolerant service and based on relation of UE’s HPLMN and the selected PLMN.
Observation 6	To enable overrides for UEs with configured special access classes (AC11-15) and/or prioritized services, a UE may be configured with one or more corresponding Access Identities.

Based on the discussion in section 2 we propose the following:
Proposal 1	The RRC layer performs the barring check and also manages the timer associated with each access category.
Proposal 2	RAN provides the UE with access barring information in the RRC layer, using system information broadcast.
Proposal 3	The barring check is performed by the RRC layer, against the barring timer (if already running) and the access barring information provided by RAN.
Proposal 4	NAS may request the RRC layer to perform a barring check in any UE state: RRC_IDLE, RRC_INACTIVE and RRC_CONNECTED.
Proposal 5	For any UE-initiated signalling procedures triggered by the RRC layer subject to access control, the RRC layer shall identify an access attempt and determine the access category for that attempt.
Proposal 6	The access barring information for each access category is accompanied with information about for which access identities any override is applicable.
Proposal 7	The set of access identities configured in the UE needs to be available in the RRC layer, in order to perform the barring check for a given access attempt.
Proposal 8	At the moment when NAS requests the RRC layer to setup of NAS signalling connection, RRC can assume that all the barring checks were already done and passed.
Proposal 9	Access category selection assistance information for access category 1 is provided to the UE by system information broadcast in the RRC layer.
Proposal 10	The RRC layer in the UE provides the access category selection assistance information to NAS.
Proposal 11	Send a reply LS to CT1 to provide the RAN2 view on the handling of access category selection assistance information.

The AS-NAS functional division and interface proposed in this contribution needs to be further developed together with CT1.
[bookmark: _In-sequence_SDU_delivery]References
[bookmark: _Ref492969912][bookmark: _Ref174151459][bookmark: _Ref189809556]R2-1712531, Access control for NR, Ericsson, Ericsson, 3GPP TSG-RAN WG2#100, Reno, Nevada, USA, Nov 27th – Dec 1st 2017
[bookmark: _Ref502737036][bookmark: _Ref492972870][bookmark: _Ref492972767]R2-1714013, Reply LS on unified Access Control for 5G NR, RAN2, 3GPP TSG-RAN WG2 WG2#100, Reno, Nevada, USA, Nov 27th – Dec 1st 2017
[bookmark: _Ref502737258]R2-1800033 / S1-174624, Reply LS on unified access control for 5G NR, SA1, 3GPP RAN WG2 NR AH#3, Vancouver, Canada, 22nd – 26th January 2018
[bookmark: _Ref492972749]S1-174619, Clarification on unified access control requirements, NTT DOCOMO INC., U.S. Department of Commerce, FirstNet, Vencore Labs, Qualcomm Incorporated, LG Electronics Inc., Nokia, Nokia Shanghai Bell, AT&T, Intel, Ericsson, 3GPP TSG-SA WG1 Meeting #80, Reno, Nevada, USA, 27 November – 1 December 2017
[bookmark: _Ref502737242]3GPP TS 22.261, Service requirements for the 5G system, v15.3.0, 2017-12
[bookmark: _Ref494097526][bookmark: _Ref494355281]R2-1800318, RRC-initiated Access Attempts in RRC_IDLE and RRC_INACTIVE, Ericsson, 3GPP TSG-RAN WG2 NR AH#3, Vancouver, Canada, 22nd – 26th January 2018
[bookmark: _Ref489869537][bookmark: _Ref492973311][bookmark: _Ref498431890][bookmark: _Hlk501631190]R2-1800323, [DRAFT] Reply LS on requirements on unified access control for 5GS, Ericsson, 3GPP TSG-RAN WG2 NR AH#3, Vancouver, Canada, 22nd – 26th January 2018
[bookmark: _Hlk498417172][bookmark: _Ref498416986][bookmark: _Hlk498429237]R2-1712105 / C1-174626, LS on requirements on unified access control for 5GS, CT1, 3GPP TSG-RAN WG2#100, Reno, Nevada, USA, Nov 27th – Dec 1st 2017
[bookmark: _Ref502737110]R2-1800032 / S1-174623, Reply LS on requirements on unified access control for 5GS, SA1, 3GPP TSG-SA WG1 Meeting #80, Reno, NV, USA, 27 November – 1 December 2017
image1.png
1. Derives access category for identified access attempt

5. Blocks the access attempt if not authorized

NAS

2. Requests authorization
for access category

4. Authorized or not-authorized

3. Performs barring check for the access category against the barring timer
(if already running) based on RAN-provided information and access identities

AS





