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[bookmark: _GoBack]Introduction
This paper analyses the LTE RRC re-establishment procedure and proposes enhancements that can be made for NR re-establishment. 

Need for RRC re-establishment
The purpose of the RRC re-establishment procedure is to quickly re-establish the network connection in case of various error conditions in the network e.g. 
· Radio link failure
· Handover failure
· Integrity check failure
· RRC reconfigure failure

From a high level point of view this procedure is not essential since it is also possible to re-establish the connection using NAS recovery only (at the price of longer interruption time, and packet losses). NAS recovery is also needed in the case the RRC re-establishment fails. Nevertheless RRC re-establishment was specified in LTE Rel-8 and it seems reasonable to also support it for NR.

[bookmark: _Toc497381158][bookmark: _Toc498516057][bookmark: _Toc498524710][bookmark: _Toc498628326][bookmark: _Toc498639079]RRC re-establishment is not an essential procedure. Even if it is specified NAS recovery is anyway also needed to be specified. The benefit of RRC re-establishment over NAS recovery is less service interruption at failure and the possibility to avoid packet losses.
[bookmark: _Toc497380944][bookmark: _Toc497381049][bookmark: _Toc498628332][bookmark: _Toc498639091][bookmark: _Toc498516064][bookmark: _Toc498516081][bookmark: _Toc498524717]NR RRC re-establishment should be specified. 

Overview of LTE re-establishment
For LTE re-establishment the UE will upon initiation suspend all RBs except SRB0. The UE will then send the RRCConnectionReestablishmentRequest on SRB0. At this state they UE will either get back a RRCConnectionReestablishment on SRB0 or a RRCConnectionReestablishmentReject on SRB0. 
In case it gets back the RRCConnectionReestablishment it will re-establish SRB1 and send the RRCConnectionReestablishmentComplete on SRB1. According to 36.331 the network is not allowed to start sending DL messages on SRB1 until it receives the RRCConnectionReestablishmentComplete.

In case it gets back the RRCConnectionReestablishmentReject the UE will perform actions upon leaving RRC connected state and inform NAS layer about RRC connection failure. This will trigger the NAS layer to perform recovery which includes a new RRC connection setup. 


Figure 5.3.7.1-1: RRC connection re-establishment, successful


Figure 5.3.7.1-2: RRC connection re-establishment, failure
As can be seen from the description above there is some potential areas in which the LTE re-establishment procedure can be further optimized by reusing concepts defined in Rel-13 RRC suspend/resume: 
· There is no fundamental reason why the UE cannot re-establish PDCP for SRB1 and resume SRB1 in the DL before submitting MSG3 to lower layers. This would make it possible to use SRB1 for MSG4 instead of SRB0, which would in turn make it possible to send subsequent RRC reconfiguration message in conjunction with MSG4 or directly after instead of waiting for the UE response in MSG5. Which would save a rountrip in the re-establishment of DRBs. 
· It would also be possible to support faster NAS recovery in the RAN in the case the RAN is not able to re-establish the UE context. This could be done by instead of sending an Re-establishment Reject message on SRB0 which will cause the UE to transition via IDLE and perform a new RACH, the network sends an RRC connection setup message on SRB0 and the normal RRC connection setup follows after that. 

Some observations:
[bookmark: _Toc497381159][bookmark: _Toc498516058][bookmark: _Toc498524711][bookmark: _Toc498628327][bookmark: _Toc498639080]It is possible to optimize the re-establishment procedure for NR compared to LTE by using SRB1 for the re-establishment message which potentially reduces the procedure to re-establish DRBs by one round-trip since the following RRC reconfiguration message does not need to wait for the response to the re-establishment message.
[bookmark: _Toc497381160][bookmark: _Toc498516059][bookmark: _Toc498524712][bookmark: _Toc498628328][bookmark: _Toc498639081]It is possible to optimize the re-establishment failure procedure by supporting immediate NAS recovery on the same RRC connection. E.g. sendign RRC connection setup in MSG4, which avoids an extra random access procedure. 
[bookmark: _Toc497380945][bookmark: _Toc497381050][bookmark: _Toc498516065][bookmark: _Toc498516082][bookmark: _Toc498524718][bookmark: _Toc498628333][bookmark: _Toc498639092]It should be discussed in RAN2 if enhancements to the NR RRC re-establishment procedure compared to LTE should be considered given that this procedure is only executed at a failure scenario, which hopefully should be quite rare 
[bookmark: _Toc497381051][bookmark: _Toc498516066][bookmark: _Toc498516083][bookmark: _Toc498524719][bookmark: _Toc498628334][bookmark: _Toc498639093][bookmark: _Toc497380946]Assuming it is agreed to enhance the NR RRC re-establishment, this should be done by: 
a. [bookmark: _Toc497381052][bookmark: _Toc498516067][bookmark: _Toc498516084][bookmark: _Toc498524720][bookmark: _Toc498628335][bookmark: _Toc498639094]Sending the re-establishment message on SRB1
b. [bookmark: _Toc497381053][bookmark: _Toc498516068][bookmark: _Toc498516085][bookmark: _Toc498524721][bookmark: _Toc498628336][bookmark: _Toc498639095]Support immediate NAS recovery (RRC connection setup) in case of RRC re-establishment failure
Discussion on further enhancements
[bookmark: _Hlk498515785]In some contributions it has been proposed to merge the RRC resume and re-establishment procedure. Exactly what would be the impact of this is not completely clear but since there is a strong desire to encrypt MSG4 for RRC resume which can contain sensitive information it is assume that if these procedures are harmonized MSG4 need to be encrypted in both cases. 
[bookmark: _Toc498516060][bookmark: _Toc498524713][bookmark: _Toc498628329][bookmark: _Toc498639082]If RRC resume and re-establishment procedure should be harmonized this would mean that MSG4 should be encrypted also at re-establishment.
[bookmark: _Toc498516061][bookmark: _Toc498524714][bookmark: _Toc498628330][bookmark: _Toc498639083][bookmark: _Toc498516062]In order to enable encrypted MSG4 at re-establishment it is no longer possible as in LTE to provide the NCC in MSG4 (since NCC is used in key derivation). Meaning NCC need to be provided to the UE in source cell prior to re-establishment.
The problem with providing the NCC prior to the re-establishment is that a new NCC value is provided to the RAN during the path switch (after the handover) meaning a new procedure would be needed after every Xn handover to provide the UE with the new NCC to be used in case of re-establishment. This is illustrated below using LTE MeNB handover as an example. 


[bookmark: _Toc498516063][bookmark: _Toc498524715][bookmark: _Toc498628331][bookmark: _Toc498639084]Providing the NCC to the UE prior to RRC re-establishment adds complexity and does not provide any significant performance benefits compared to the enhancements proposed in proposal 3 where the RRC re-configuration can be send immediately after re-establishment message.
[bookmark: _Toc498516069][bookmark: _Toc498516086][bookmark: _Toc498524722][bookmark: _Toc498628337][bookmark: _Toc498639096]The NCC shall be provided in RRC re-establishment message in the target cell which is sent integrity protected and unencrypted on SRB1.
[bookmark: _Ref473901911]Conclusion
The following observations are made:
Observation 1	RRC re-establishment is not an essential procedure. Even if it is specified NAS recovery is anyway also needed to be specified. The benefit of RRC re-establishment over NAS recovery is less service interruption at failure and the possibility to avoid packet losses.
Observation 2	It is possible to optimize the re-establishment procedure for NR compared to LTE by using SRB1 for the re-establishment message which potentially reduces the procedure to re-establish DRBs by one round-trip since the following RRC reconfiguration message does not need to wait for the response to the re-establishment message.
Observation 3	It is possible to optimize the re-establishment failure procedure by supporting immediate NAS recovery on the same RRC connection. E.g. sendign RRC connection setup in MSG4, which avoids an extra random access procedure.
Observation 4	If RRC resume and re-establishment procedure should be harmonized this would mean that MSG4 should be encrypted also at re-establishment.
Observation 5	In order to enable encrypted MSG4 at re-establishment it is no longer possible as in LTE to provide the NCC in MSG4 (since NCC is used in key derivation). Meaning NCC need to be provided to the UE in source cell prior to re-establishment.
Observation 6	Providing the NCC to the UE prior to RRC re-establishment adds complexity and does not provide any significant performance benefits compared to the enhancements proposed in proposal 3 where the RRC re-configuration can be send immediately after re-establishment message.

Resulting in the following proposals:
Proposal 1	NR RRC re-establishment should be specified.
Proposal 2	It should be discussed in RAN2 if enhancements to the NR RRC re-establishment procedure compared to LTE should be considered given that this procedure is only executed at a failure scenario, which hopefully should be quite rare
Proposal 3	Assuming it is agreed to enhance the NR RRC re-establishment, this should be done by:
a.	Sending the re-establishment message on SRB1
b.	Support immediate NAS recovery (RRC connection setup) in case of RRC re-establishment failure
Proposal 4	The NCC shall be provided in RRC re-establishment message in the target cell which is sent integrity protected and unencrypted on SRB1.
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