3GPP TSG RAN WG2 Meeting  NR Adhoc1801                                         R2-1800921
Vancouver, Canada, 22nd– 26th January 

Agenda item:

10.4.1.8.1
Source:


Intel Corporation

Title:

RAN implications of 5G Access Control requirements
Document for:
 
Discussion and decision
1 Introduction

In Reno meeting, SA1 discussed UAC based on CT1/RAN2 LSs, updated their specification accordingly in [1] and replied CT1/RAN2 LSs in [2] and [3]. This contribution discusses the RAN implications of SA1 updated CR on 5G access control requirements.

2 Discussion
In [3] SA1 mentioned the purpose to introduce access identities as:

RAN2 Question 1: In the SA1 CR S1-173548, AC11-15 use the same category, i.e. Access category 1. RAN2 would like to check with SA1 if access barring needs to differentiate each of AC 11-15, similarly to handling of AC11-15 in LTE AC (e.g., one flag is signalled for each of AC11-15 for the network to prioritize AC11-15 over the other access categories).
SA1 Response: SA1 has agreed to document this differently in the attached CR to make it clearer. In addition, SA1 see a need to extend to separately give priority handling for MPS and MCS respectively. 
RAN2 Question 3: RAN2 would like to ask SA1 if the UAC mechanism requires for AC11-15 UEs separate sets of barring control parameters associated to access attempts for MO data, MO signalling, MMTEL voice and MMTEL video, respectively (similar to that defined for legacy systems).
SA1 Response: SA1 has agreed to add separate priority handling for each type of UE indicated with an Access Identity related to the subscription. It is extended to support priority handling for MPS and MCS as well as backwards compatibility handling of each of AC11-15. 
That is the purpose of the introduction of access identities is to support priority handling to some special UEs which have been pre-configured with special access identities, e.g. AC11-15, MPS and MCG. Which is same as what we had before on AC11 to AC 15. The only difference is that SA1 additionally added access identities for MPS and MCS. 

Observation 1. The introduction of access identities is to support priority handling for AC11-15, MPS and MCG user. 
“In unified access control, each access attempt is categorized into one or more of the Access Identities and one of the Access Categories. Based on the access control information applicable for the corresponding Access Identity and Access Category of the access attempt, the UE performs a test whether the actual access attempt can be made or not. 

The unified access control supports extensibility to allow inclusion of additional standardized Access Identities and Access Categories and supports flexibility to allow operators to define operator-defined Access Identities and Access Categories using their own criterion (for Access Identities, subscription, for Access Categories, e.g. network slicing, application, and application server).”
Based on above description in SA1 CR, for each access attempt, multiple access identities and one access category will be used for access control. We could see access identities are introduced together with access category for the UE to perform access control. In addition, it is applicable for both standards access categories and operator designed access categories.

Observation 2. For each attempt, access identities are introduced together with access categories (standards/operator designed) for UE to perform access control. 
In addition, 
Access Identities are configured at the UE as listed in Table 6.22.2.2-1. Access Categories are defined by the combination of conditions related to UE and the type of access attempt as listed in Table 6.22.2.3-1.
Observation 3. The meaning of access identities and access categories of each value are specified in SA1 specification. The range of access identities is  0-15, and the range of access category is 0-63.
The 5G network shall be able to broadcast barring control information (i.e. a list of barring parameters associated with an Access Identity and an Access Category) in one or more areas of the RAN.
Observation 4. Barring control information in system information shall include access identities, access categories and corresponding barring parameters. 
In the case of multiple core networks sharing the same RAN, the RAN shall be able to apply access control for the different core networks individually.

Observation 5. Barring control information shall be broadcasted per PLMN;
The 5G system shall support means by which the operator can define operator-defined Access Categories to be mutually exclusive.
NOTE 2:
Examples of criterion of operator-defined Access Categories are network slicing, application, and application server.

Based on above description, slicing information could be taken into account when an operator defined their own access categories. But to our understanding, it should be done in upper layer, and without AS layer impact since from AS layer, AS should only be aware of access identities and access categories when performing access control. 

Observation 6. No RAN2 impact is foreseen even if slicing is taken into account in the definition of operator defined access category. 
The unified access control framework shall be applicable to inbound roamers to a PLMN.
The serving PLMN should be able to provide the definition of operator-defined Access Categories to the UE.

Roaming should be supported for UAC. But how to get the information should be discussed in CT1. There is no immediate impact to AS layer. 
Observation 7. No RAN2 impact is foreseen to support roaming UE. How to support roaming UE is under CT1 scope. 
NOTE 2:
When there are an Access Category based on operator classification and a standardized Access Category to both of which an access attempt can be categorized, and the standardized Access Category is neither 0 nor 2, the UE applies the Access Category based on operator classification. When there are an Access Category based on operator classification and a standardized Access Category to both of which an access attempt can be categorized, and the standardized Access Category is 0 or 2, the UE applies the standardized Access Category.

This part is to define the handling priority when the UE determine the access category for access attempt. We could see the priority is: AC 0(paging)> AC 2 (emergency) > operator designed AC > standardized AC; However the determination of access category should be done in CT1. From AS layer, we will only receive one access category after the filtering in NAS layer. 

Observation 8. No RAN2 impact is foreseen for handling priority when the UE determine the access category for the access attempt. The handling priority: AC 0(paging)> AC 2 (emergency) > operator designed AC > standardized AC; should be done in upper layer. 
Based on above analysis, in system information, RAN2 needs to add:
Table 1: example on how to structure ACB parameters based on SA1 CR

	PLMN id
	Access categories
	Access identities
	ACB parameters

	PLMN id 1
	Access category 1
	Access id 0
	ac-BarringFactor

	
	Access category 1
	Access id 1
	ac-BarringForSpecialAC (bitmap)

	
	Access category 1
	Access id 2
	ac-BarringForSpecialAC (bitmap)

	
	…
	…
	…

	
	Access category 1
	Access id 15
	ac-BarringForSpecialAC (bitmap)

	
	…
	…
	…

	
	Access category 63
	Access id 15
	ac-BarringForSpecialAC (bitmap)

	..
	…
	…
	…

	PLMN id 6
	…
	…
	…

	
	Access category 63
	Access id 15
	ac-BarringForSpecialAC (bitmap)


Note 1: FFS whether ac-BarringTime is per access category or per access id. In LTE, ac-BarringTime is per access category;
Note 2: Here assume max shared PLMN is 6;

Note 3: FFS on how to define ACB parameters for access category 1 and 2, bitmap or barring factor based.

Note 3: Access Category 0 shall not be barred, irrespective of Access Identities.
Proposal 1. RAN2 confirms that the network will broadcast ACB parameters (ac-BarringFactor for access identity 0, and bitmap for other access identities) per access identity/access category/PLMN as shown in table 1. 

Proposal 2. The max PLMN for RAN sharing is 6; the range of access identities is 0-15, and the range of access category is 0-63.
Proposal 3. FFS on whether ac-BarringTime is per access category as LTE;

Proposal 4. FFS on ACB parameters for access category 1 and 2 (factor based or bitmap based);

Based on SA1 CR, One or more Access Identities and only one Access Category are selected and tested for an access attempt.. Then do we need NAS to provide access identities to AS? And if multiple access identities are available, what’s expected UE behavior?

In LTE, for AC11-15, RRC only described “if the UE has these identifies,”
2>  if the UE has one or more Access Classes, as stored on the USIM, with a value in the range 11..15, which is valid for the UE to use according to TS 22.011 [10] and TS 23.122 [11], and

3>           if the UE belongs to the category of UEs as indicated in the eab-Category contained in eab-Common;
In [1], “Access Identities are configured at the UE as listed in Table 6.22.2.2-1.”, to our understanding it is similar to AC11-15, should be preconfigured. Since access identities are pre-configured to the UE, how AS get the access identities can be left to UE implementation. Same as LTE, the interaction between NAS and AS on this should not be specified. 

Proposal 5. How UE get the configured access identities is not specified in AS layer;

For the access category provided by NAS, if multiple access identities and corresponding ACB parameters are available, for instance:
· The NAS determine the access attempt is for access category 3, i.e. MO signalling;

· The UE has access identity 1 (MPS), 2(MCS) and 11;
In [3], SA1 indicated that separate access identities are used to give the priority for them. Therefore as long as one of them (UE has) is allowed, then the access attempt should be allowed. 
SA1 Response: SA1 has agreed to document this differently in the attached CR to make it clearer. In addition, SA1 see a need to extend to separately give priority handling for MPS and MCS respectively. 
Proposal 6. The access attempt is allowed if the UE has passed ACB checking based on ACB parameters for at least one supported access identity by the UE. 
In LTE, we have access cause value “highPriorityAccess” for AC11-15 users. For NR, beside AC11-15, MPS and MCS are introduced. Naturally these 3 cause values shall be added for NR.

Proposal 7.  Add “highPriorityAccess” for AC11-15 and MPS, MCS as cause value. 
If the UE has multiple access identifies, and all of them can pass the ACB checking, what cause value the UE should add for RRC request? According to TS22.261,

The 5G system shall allow flexible mechanisms to establish and enforce priority policies among the different services (e.g., MPS, Emergency, medical, Public Safety) and users.

NOTE 1:
Priority between different services is subject to regional or national regulatory and operator policies.

The input from operator is needed.

Proposal 8. FFS on what cause value shall be used if “highPriorityAccess” for AC11-15 and MPS, MCS are all met.
3 Conclusion

In this paper, based on SA1 updated CR and corresponding LSs, we discuss the RAN2 impact, and have following observations and proposals. 
Observation 9. The introduction of access identities is to support priority handling for AC11-15, MPS and MCG user. 
Observation 10. For each attempt, access identities are introduced together with access categories (standards/operator designed) for UE to perform access control. 
Observation 11. The meaning of access identities and access categories of each value are specified in SA1 specification. The range of access identities is  0-15, and the range of access category is 0-63.
Observation 12. Barring control information in system information shall include access identities, access categories and corresponding barring parameters. 

Observation 13. Barring control information shall be broadcasted per PLMN;
Observation 14. No RAN2 impact is foreseen even if slicing is taken into account in the definition of operator defined access category. 
Observation 15. No RAN2 impact is foreseen to support roaming UE. How to support roaming UE is under CT1 scope. 
Observation 16. No RAN2 impact is foreseen for handling priority when the UE determine the access category for the access attempt. The handling priority: AC 0(paging)> AC 2 (emergency) > operator designed AC > standardized AC; should be done in upper layer. 
Proposal 1. RAN2 confirms that the network will broadcast ACB parameters (ac-BarringFactor for access identity 0, and bitmap for other access identities) per access identity/access category/PLMN as shown in table 1. 

Proposal 2. The max PLMN for RAN sharing is 6; the range of access identities is 0-15, and the range of access category is 0-63.
Proposal 3. FFS on whether ac-BarringTime is per access category as LTE;

Proposal 4. FFS on ACB parameters for access category 1 and 2 (factor based or bitmap based);

Proposal 5. How UE get the configured access identities is not specified in AS layer;

Proposal 6. The access attempt is allowed if the UE has passed ACB checking based on ACB parameters for at least one supported access identity by the UE. 
Proposal 7. Add “highPriorityAccess” for AC11-15 and MPS, MCS as cause value. 
Proposal 8. FFS on what cause value shall be used if “highPriorityAccess” for AC11-15 and MPS, MCS are all met.
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