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1. Overall Description:

RAN2 discussed the security for the transition from inactive to connected state, which involves
- transmission by the UE of an RRC message including a UE ID that allows identifying the UE and the gNB (similarly to the RRCConnectionResumeRequest message in LTE)
- context fetch request to the anchor gNB which has stored the UE context, and response with the UE context

- transmission by the gNB of an RRC message to reconfigure the UE (similarly to the RRCConnectionResume message in LTE).
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RAN2 decided to aim at ciphering the resume message (although it wasn't ciphered in the design of the "LTE light connection" which also included a reconfiguration of the UE).
RAN2 discussed about the following security aspects:

- ensuring that the UE is who it pretends to be in the request message
- ciphering the UE configuration in the response message

The following solution was considered in RAN2 for UE to derive the new key when receiving the response message.
In this case, no NCC is pre-provisioned to the INACTIVE UE. The request message would include a MAC-I (similarly to LTE) so that the anchor gNB can check the integrity of the UE (with the old key).
For the response message, it is ciphered with the new key, with NCC and algorithm indicated in L2.
In this option, the UE can keep the PDCP COUNT in RRC_INACTIVE state. The UE can be validated by the anchor gNB as early as possible to avoid the replay attack from undesired rogue UEs. The response message can still be ciphered by new algorithm when the new gNB doesn’t support the old one.
Question 1: how does SA3 consider the ciphering scheme to the response message?
2. Actions:

To SA3:
ACTION: 
RAN2 respectfully asks SA3 to give the feedback on the above question.
3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting #101
26 Feb -2 Mar. 2018
Athens, GR

TSG-RAN WG2 Meeting #101bis
16-20 Apr. 2018
 Sanya, CN
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