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13
Security

13.1
Overview and Principles

The following principles apply to NR connected to 5GC security, see 3GPP TS 33.501 [5]:

-
For user data (DRBs), ciphering and integrity protection;

-
For RRC signalling (SRBs), ciphering and integrity protection;

NOTE:
Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Integrity protection can be configured per DRB. Supported maximum aggregate data rate per UE for user plane integrity protected DRBs depends on the UE capability and is at least 64kbps.
-
For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment;

-
After connection establishment, enabling or disabling integrity protection on a DRB requires a Reconfiguration with sync.

13.2
Security Termination Points

The table below describes the security termination points.

Table 13.2-1 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	AMF
	AMF

	RRC Signalling
	gNB
	gNB

	User Plane Data
	gNB
	gNB


13.3
State Transitions and Mobility

Security key refresh is not performed at every mobility procedure (i.e. handover), at least for the case of mobility where the PDCP anchor point is not changed.
14
UE Capabilities

The UE capabilities in NR do not rely on UE categories: UE categories associated to fixed peak data rates are only defined for marketing purposes and not signalled to the network. Instead, the network determines the UL and DL data rate supported by a UE from the supported band combinations and from the baseband capabilities (modulation scheme, MIMO layers, …).

To limit signalling overhead, the gNB can request the UE to provide NR capabilities for a restricted set of band combinations. When responding, the UE can skip a subset of the requested band combinations when the corresponding UE capabilities are the same.
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