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1. Overall Description:

RAN2 discussed reestablishement upon integrity check failure. RAN2 understands that the IP check failure may happen in case:

Scenario 1: fake RRC message from attacker; or

Scenario 2: security parameter de-synchronization
One issue was raised that is whether it could be used by attacker to do DOS attack as show below:
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Since it is SA3 scope, RAN2 would like to understand:

Question 1 whether RAN2 understanding about the scenario for IP check failure is correct?

Question 2 whether SA3 considers the scenario 1 as the risk, and whether the reestablishment should be only triggered for scenario 2? 

2. Actions:

To SA3.

ACTION: 
RAN2 respectfully asks SA3 to give the feedback on the above question.
3. Date of Next TSG-RAN WG2 Meetings:
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