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1. Introduction
At RAN2#100, it was agreed that the UE will signal the capability of data rate up to which the DRB integrity protection could be supported:
Agreements
1	UE capability to be added for the maximum aggregate data rate per UE of user plane integrity protected data for DRBs.  
2	Lowest possible value for the data rate is XX kbps
The above agreement was captured in 38.306 as a PDCP capability field (dataRateDRB-IP). In this contribution we discuss the overall architectural framework applicable to DRB IP and suggest capturing the dataRateDRB-IP as a security capability. 
2. Discussion
SA3 have agreed DRB integrity protection as a mandatory feature to be supported for UEs. The feature is likely to be enabled for certain applications such as IoT. The user plane security policy and the QoS profile are determined by SMF (in conjunction with PCF) as depicted in Figure 1 below (see 38.899). RAN2 agreed that the integrity protection will only be supported up to a maximum data rate which is a UE capability. Given that SMF makes the decision with regards to the security policy and QoS policy, the SMF should have the necessary knowledge about the data rate up to which integrity protection is supported by the UE. Based on this (along with other information pertaining to the data rate requirements for the session etc), the SMF will decide whether to enable UP integrity protection or not and indicate this decision to the gNB. This indication will have to be part of the security policy received from SMF. The SMF may in turn signal the applicable data rate restrictions (along with the security policy) to the gNB when UP IP is applicable to the session.  



[bookmark: _Ref502922878]Figure 1: UP security negotiation
Observation 1: SMF will make a decision on whether or not the integrity protection should be enabled. Hence, the SMF should have the knowledge about the dataRateDRB-IP. 

Given the above observation, it is necessary that the dataRateDRB-IP is included in the security capability container. The security capability container will be specified by CT1 in the NAS spec and hence we propose that the dataRateDRB-IP is removed from the radio capability list and indicate to CT1 that this capability shall be included in the security capability container. 
Proposal 1: Remove the dataRateDRB-IP from the radio capability container in 38.306 and send an LS to CT1 to include this in the security capability container that is to be specified in the NAS spec
3. Conclusion and proposals
In this contribution, we discussed the aspects related to UP integrity protection for DRB and the following observations/proposals are made:

Observation 1: SMF will make a decision on whether or not the integrity protection should be enabled. Hence, the SMF should have the knowledge about the dataRateDRB-IP. 
[bookmark: _GoBack]Proposal 1: Remove the dataRateDRB-IP from the radio capability container in 38.306 and send an LS to CT1 to include this in the security capability container that is to be specified in the NAS spec
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