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Introduction
[bookmark: _GoBack]In RAN2#99-bis, it was agreed that for UEs performing RNA updated (e.g. using RRC Resume with RNA cause) the network may response with a RRC release kind of message (MSG4) on SRB1 ordering the UE to RRC_INACTIVE or RRC_IDLE. It remained open whether that procedure would be completed by (MSG.5) from the UE to the network or whether MSG.5 could be omitted.
Related to that, at an earlier meeting, it has been agreed that there should be MSG5 during the state transition to RRC CONNECTED, although it remained FFS if the MSG5 could be omitted in some cases. 
15.	For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.
FFS whether this MSG5 can be omitted in some case

The contribution analyses whether MSG.5 can be omitted in the following cases:
· When UE triggers a RNA update and is directly released or suspended
· When the UE triggers a resume procedure and is moved to connected

Analysis of need for MSG5 when network respond with MSG4 releasing or suspending the UE
MSG3 security
[bookmark: _Hlk503298539]The main purpose of MSG5 from a security point of view is to show that the UE is the correct UE. MSG3 which has a security token may in some cases not be enough to authenticate the UE to the network. The reason for this is the following:
· MSG3 does not include enough space for a long enough security token;
· MSG3 can be replayed by an attacker (unless additional mechanism are added).

In NR it would be possible to increase the size of the security token compared to LTE, but that would still leave the possibility of replay attacks. To protect against the replay it would be required that the security token is derived based on some dynamic information (e.g. subframe number of the RACH slot, assigned C-RNTI, etc.), so far not discussed for NR. 
[bookmark: _Toc503476894]With the current assumptions MSG3 is not secure enough to authenticate the UE to the RAN.
Assuming we keep the current assumptions about MSG3 in terms of security, it should be analyzed if a MSG5 is always needed when the UE is immediately released or suspended in MSG4. 
Currently in LTE, the security token used in MSG3 is derived from among other things the target cell ID. Doing this has the advantage that replaying the MSG3 will not be successful in other cells that the target cell ID. It would be beneficial if this assumption is also kept in NR.
[bookmark: _Toc503476895]Including the Cell ID in the derivation of the security token in MSG3 as in LTE is beneficial since it avoids replay attacks in other cells. 
MSG4 security
Given that MSG4 is sent on SRB1, it will be integrity protected and possibly encrypted, according to an earlier RAN2 agreement. In case the message is used to re-suspend the UE to RRC_INACTIVE it has been agreed that this message can include all parameters that can be included in the message used to order the UE to RRC_INACTIVE from RRC_CONNECTED. The agreement explicitly includes the I-RNTI and, as that could be used by a an attacker to track the UE, it should be transmitted as in the ordinary release message i.e. encrypted. 
[bookmark: _Toc503476896]MSG4 (sent on SRB1) ordering UE to RRC_INACTIVE includes sensitive information and should be encrypted. 
If MSG4 ordering the UE to RRC_INACTIVE is encrypted there is no reason why not the MSG4 message used to order UE to RRC_IDLE should not be encrypted. 
[bookmark: _Toc503476897]If MSG4 ordering UE to RRC_INACTIVE is encrypted, also MSG4 ordering UE to RRC_IDLE should be encrypted, since both use SRB1 and encryption is always good from a security perspective.
Assuming that MSG4 is encrypted, it is not possible for a fake UE, replaying a MSG3 from a real UE, to obtain any secrets about the real UE. Consider an example of an attempted attack:
· Real UE A sends a RRC resume request message (MSG3);
· Fake UE interferes with the transmission and somehow intercepts the message without it reaching the network;
· Fake UE replays MSG3 towards network and receive MSG4 response; 
· Since MSG4 is encrypted, fake UE cannot read MSG4 and, consequently, cannot track the UE

[bookmark: _Toc503476898]Encrypting MSG4 makes MSG3 reply attacks less interesting since MSG4 does not contain any useful information for the attacker. 

Need for MSG5 
Assuming we do not have a MSG5 when the network immediately releases or suspend a UE performing a resume request, the UE will go away and stay away until UL data or signaling arrives or DL paging. When doing this, it is important to avoid any state mismatch, i.e., that the UE and network context is in synch since, otherwise the UE might not be reachable from the network. 
In case a fake UE replays MSG3, it may be so that the network responds with MSG4, ordering the UE to RRC_INACTIVE or RRC_IDLE. In this case, the UE context between the real UE and the network may be temporarily out of synch. 
Assuming though that the real UE will continue to contact the network until it receives a valid MSG4, the problem above might not be so severe. Our assumption is that the UE will continue to contact the network e.g. in case it is performing a RNA update, or based on request from higher layers. So if an attacker replays MSG3 it will not cause any significant damage since the UE will anyway comeback with another attempt which potentially would involve the network falling back to the RRC Connection Setup procedure. 
[bookmark: _Toc503476899]Assuming the UE will continue to contact the network until it receives a valid MSG4, any replay attacks on MSG3 will only create a temporal problem for the UE. 
Given all the observations above we do not think a MSG5 would be needed in case the network releases or suspends the UE directly with MSG4.
[bookmark: _Toc496877270][bookmark: _Toc498545406][bookmark: _Toc503453870][bookmark: _Toc503476900]No MSG5 is needed in the case the network decides to release or suspend the UE in MSG4 (on SRB1) in response to an RRC connection resume request message from the UE, assuming we agree on the following:
a. [bookmark: _Toc496877271][bookmark: _Toc498545407][bookmark: _Toc503453871][bookmark: _Toc503476901]MSG3 security token is derived from the target Cell ID or similar as in LTE;
b. [bookmark: _Toc496877272][bookmark: _Toc498545408][bookmark: _Toc503453872][bookmark: _Toc503476902]MSG4 on SRB1 is integrity protected and encrypted;
c. [bookmark: _Toc496877273][bookmark: _Toc498545409][bookmark: _Toc503453873][bookmark: _Toc503476903]UEs will continue to contact the network until it receives a valid MSG4.

Need for MSG5 at state transition to RRC_CONNECTED
In case the network decides to transition the UE to RRC_CONNECTED we think a MSG5 should be used. The reason for this is:
· The overhead in this case is probably insignificant, MSG5 is not expected to be a large message especially from RRC_INACTIVE where UE context is already known in RAN. 
· In case UP IP protection is not used, MSG5 is a response message to MSG4 and cannot be easily replayed, i.e., it adds an extra level of security
· The UE may have NAS information (E.g. CN Registration area update) which anyway need to use MSG5.
· MSG5 can be sent in parallel to UL data. 

[bookmark: _Toc496877274][bookmark: _Toc498545410][bookmark: _Toc503453874][bookmark: _Toc503476904]MSG5 shall be mandatory in the case the network wants the UE to enter RRC_CONNECTED, assuming no further enhancements is done to MSG3 security.

[bookmark: _Ref473901911]Conclusion
Observation 1	With the current assumptions MSG3 is not secure enough to authenticate the UE to the RAN.
Observation 2	Including the Cell ID in the derivation of the security token in MSG3 as in LTE is beneficial since it avoids replay attacks in other cells.
Observation 3	MSG4 (sent on SRB1) ordering UE to RRC_INACTIVE includes sensitive information and should be encrypted.
Observation 4	If MSG4 ordering UE to RRC_INACTIVE is encrypted, also MSG4 ordering UE to RRC_IDLE should be encrypted, since both use SRB1 and encryption is always good from a security perspective.
Observation 5	Encrypting MSG4 makes MSG3 reply attacks less interesting since MSG4 does not contain any useful information for the attacker.
Observation 6	Assuming the UE will continue to contact the network until it receives a valid MSG4, any replay attacks on MSG3 will only create a temporal problem for the UE.


Proposal 1	No MSG5 is needed in the case the network decides to release or suspend the UE in MSG4 (on SRB1) in response to an RRC connection resume request message from the UE, assuming we agree on the following:
a.	MSG3 security token is derived from the target Cell ID or similar as in LTE;
b.	MSG4 on SRB1 is integrity protected and encrypted;
c.	UEs will continue to contact the network until it receives a valid MSG4.
Proposal 2	MSG5 shall be mandatory in the case the network wants the UE to enter RRC_CONNECTED, assuming no further enhancements is done to MSG3 security.
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