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1. Overall Description:
Key derivation in EN-DC has the similar scheme to R-12 LTE DC, with additional RRC signalling keys derived based on S-KgNB and selected NR algorithms. 
In SA3’s view, backward security is achieved based on the scheme described above. MeNB knows the security information of SgNB, but SgNB does not know the security related information of MeNB. Therefore, ideally RRC integrity failures should not happen at SgNB, but if it does happen, the SgNB RRC integrity check failure does not impact the security of MeNB.  
RAN2 is responsible for handling the SgNB RRC integrity check failure.
2. Actions:
To RAN2 group.
ACTION: 
RAN2 is kindly requested to take the above information into account
3. Date of Next SA3 Meetings:
SA3#88                       7-11 Aug 2017                        Da Li, China
SA3#88bis                    9-13 Oct 2017                       Singapore, Singapore
