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Introduction
SA3 is currently studying two different types of solutions for detecting and preventing rogue base station attacks when the UE is in RRC Idle mode. If the UE would camp on a rogue base station, it would never receive any mobile terminated services and could be subject to various DoS attacks as described in TR 33.899, key issue #4.1. The UE would not recognize the rogue base station unless it initiates mobile originated services.
The solutions can be grouped into two types:
· [bookmark: _GoBack]Prevention type solution, where the UE identifies a rogue base station based on signed system information
· Detection type solution, where the UE performs measurements in Idle mode and reports it later when the UE is in RRC CONNECTED mode to a genuine base station
This contribution discusses the questions on those solutions of the LS from SA3 in R2-1707449. 
[bookmark: _Ref178064866]Discussion
Prevention type of solutions
SA3 is asking the following questions related to the active detection/prevention (Ref. Clause #5.4.4.2 and Clause #5.4.4.4 (variant #2) in TR 33.899):
(Q1) SA3 is discussing that UEs could potentially use cryptographically signed on-demand SI to verify the authenticity of cells before camping on them. To that end, do RAN groups have any operation/efficiency concerns if all UEs use "on-demand SI" for every IDLE mode cell-reselection?

RAN2 Answer: If all UEs send on-demand SI requests for every IDLE mode cell-reselection then this would cause too much signalling and it is better to regularly broadcast the Signed-SI.

(Q2) In order to prevent replay/proxy attacks, SA3 is discussing that each UE, in response to on-demand SI, could potentially get individual/separate cryptographically signed response from gNB/cell. To that end, do RAN groups have any operation/efficiency concerns if gNB/cell responds to simultaneous requests from multiple UEs for on-demand SIB with individual signatures?

RAN2 Answer: Since the UEs in question here are in RRC Idle, the base station cannot identify the UE sending on-demand SI requests. A unicast message with individual signature as Response to the on-demand SI request is hard to realize without transitioning to RRC Connected. RAN2 has serious concerns if the UE must transition to RRC Connected each time upon cell reselection to verify the network.

(Q3) SA3 is discussing the use of the time counter associated with a transmission slot based on UTC time for cryptographically signing of the SI to mitigate replay attacks. SA3 would like to know the allowed off-set value of the time count between the UE and the gNB. 

RAN2 Answer: UTC-time is broadcasted in SIB16 in the granularity of 10ms, the interval for signing and broadcasting the SI in the base station shall be therefore multiple of 10ms. A gNB and a UE may have a corresponding time offset in the amount of 10 ms. plus the propagation delay.


Detection type of solutions
SA3 is asking the following questions related to passive detection (Ref. Clause 5.4.4.10 in TR 33.899):
(Q4)  SA3 is discussing that network could potentially trigger selected UEs to collect measurement information using Measurement Configuration and/or Logged Measurement Configuration mechanism. The network will then use proprietary analytics mechanism to detect false base stations. To that end, do RAN groups have any concerns about this mechanism?
RAN2 Answer: There are no major procedural changes foreseen in collecting measurement information using Measurement Configuration and/or Logged Measurement Configuration mechanism. 

(Q5)  SA3 is discussing that in additions to existing measurement information (e.g., identifier and received-signal strength information of cells), new information relevant for detecting false base station are also potentially collected, for example hash of the MIB/SIB, details of signals detected in the frequency band used by the operator (e.g., presence of synchronization signals, presences of system info, any inconsistencies like not being able to access the network according to the information, etc.). To that end, do RAN groups have any concerns about collecting this new information?
RAN2 Answer: RAN2 would need to investigate if there may be additional information beneficial to detect a rogue base station later on. However, one immediate concern would be the size of the reporting; e.g. sending hash of multiple MIB/ SIB might make the signalling very heavy/ inefficient. 

Conclusion
It is beneficial to have a prevention solution but with minimal impact on the IDLE mode procedures of the UE and with no additional signalling between UE and base station. A measurement based detection solution is independent and can provide essential information about a rogue base station in case of extended failure reporting. 
It is proposed to provide the above answers back to SA3. The proponents are happy to draft the corresponding formal reply LS.
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