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1 Introduction

SA3 sent us an LS [4] and requested us to evaluate the AS based security capability signalling if RAN2 see any technical issue.
This contribution discusses the AS based security capability signalling.
2 History of NR security capability signalling discussion between RAN2 and SA3
Firstly, SA3 sent an LS [1] and requested RAN2:
In order to be able to add new security algorithms in the SgNB in the future, it is necessary for the UE security capability for NR to be available. SA3 has some variants to achieve this in S3-170950 [2]. Therefore, SA3 requests feedback on the solution variants in S3-170950 from CT1 and RAN2.

Here are the variants in [2]:

Variant 1:

In this solution, LTE eNB needs to be aware that it is working with NR/gNB and the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused with relatively minor security enhancements to the eNB. If the eNB does not have the NR security capabilities of the UE, then the eNB requests those using the UECapabilityEnquiry message (see 5.6.3 of TS 36.331). It then passes NR security capabilities of the UE to the gNB. The response for the chosen algorithms is included in a transparent container that is protected in the RRC message when sent from the MeNB to the UE.

Variant 2:

Similar as in Variant 1, this variant implies that the LTE eNB must be aware that it is working with a NR/gNB, and the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused with relatively minor security enhancements to the eNB. 

Instead of letting the LTE eNB to request the NR security capabilities of the UE by using the UECapabilityEnquiry message (see 5.6.3 of TS 36.331) as proposed in Variant 1, this variant (Variant 2) proposes that the UE indicates support for new security algorithms in NR in NAS layer to the MME. The MME then indicates to the LTE eNB over S1 interface the UE support for the new security algorithms in NR.

Then, RAN2 sent back an LS to SA3 [3] and the LS said:

SA3 requested feedback on the solution variants in S3-170950 from CT1 and RAN2. RAN2 discussed algorithm selection and made following agreement:

RAN2 preference is that the security capabilities are transferred in NAS (as for LTE today) regardless of whether only existing algorithms are used or if new algorithms are introduced for NR (and LTE).

Finally, SA3 replied an LS to RAN2 [4] and said:
SA3 is still evaluating the following solutions for algorithm selection in EN-DC:

· Solution 1: NR supports the same security algorithms as LTE

· Solution 2: NR may support different security algorithms than LTE with the following two variants:

· Variant 1: eNB requests UE’s NR security capabilities using the UECapabilityEnquiry message and then passes NR security capabilities of the UE to the gNB

· Variant 2: UE indicates its NR security capabilities to the MME in a NAS message and the MME sends to the eNB over S1 interface

From security point of view, Solution 1 implies that NR can only use the same algorithms as LTE and the algorithms of LTE and NR cannot evolve independently.

Solution 2 allows for independent evolution of LTE and NR security algorithms.  However, the Variant 2 has NAS impacts, whereas the Variant 1 does not. Furthermore, CT1 in their response to SA3 had indicated a preference for a solution that does not have any NAS impacts.

Though RAN2 had expressed a preference for Variant 2 in their reply LS, it was not clear to SA3 if RAN2 see any issues if Variant 1 is adopted by SA3. Therefore, SA3 would like to request RAN2 to provide feedback on whether they see any issues if Variant 1 is adopted by SA3 for EN-DC, other than that it being different from LTE DC.

3 Discussion

As mentioned in the green highlighted text above, CT1 had indicated a preference for a solution that does not have any NAS impacts. So RAN2 should revisit our NR security capability signalling agreement and so re-evaluate the Variant 1 (RRC UE capability signalling based solution).
For the Variant 1 case, UE needs to signal the NR security algorithm capabilities in the RRC UECapabilityInformation message like other AS capabilities.

So NR RRC specification would define the NR security capability IE and the IE would be included in the NR UE capability information container and would be signalled via LTE RRC UECapabilityInformation message.
Here is an example of the NR security capability IE definition:

	Information Element/Group name
	Need
	Type and reference
	Semantics description

	Ciphering algorithm capability
	MP
	
	

	>NR algorithm 0
	MP
	Boolean
	

	>NR algorithm 1
	MP
	Boolean
	

	>Spare
	MP
	Bit-string
	Shall be set to FALSE by UEs complying with this version of the protocol.

	Integrity protection algorithm capability
	MP
	
	

	>NR algorithm 1
	MP
	Boolean
	

	>Spare
	MP
	Bit-string
	Shall be set to FALSE by UEs complying with this version of the protocol.


gNBs would have means to transfer the AS UE capability information from the source gNB to the target gNB upon mobility so the RRC based solution should work for all the cases without any problem.

Proposal 1: Confirm that RAN2 doesn’t see any problem with RRC UECapabilityInformation based NR security capability signalling
Proposal 2: NR UE capability information should include the NR security capabilities for the EN-DC case. FFS for other cases

4 Summary
Proposal 1: Confirm that RAN2 doesn’t see any problem with RRC UECapabilityInformation based NR security capability signalling

Proposal 2: NR UE capability information should include the NR security capabilities for the EN-DC case. FFS for other cases
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