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Attachments:


1. Overall Description:

RAN2 has discussed UE behaviour upon DRB integrity check failure in NR. RAN2 has identified the following possible approachs:

1. Apply same behavior as for Relay Nodes, i.e. PDUs with failed IP checksum are deleted. No further action is needed by the UE, as according to observation 1, there is no impact from IP failure on one DRB on other DRBs.

2. PDUs with failed IP checksum are deleted. UE then sends an indication to the network of the failed IP, so that network can take appropriate action. This could be useful for the case where integrity protection failure is caused by a mismatch in the COUNT maintained in the network and the UE. Such mismatch will cause deciphering to create garbage, and thus it would be good if detection and correction of the mismatch can be made as fast as possible. The indication could include also the corresponding COUNT value of the UE so that the eNB can check if the integrity check failure was caused by COUNT mismatch or due to change in the transmitted content, e.g. due transmission errors or man in the middle attack. No further action is needed by the UE, as according to observation 1, there is no impact from IP failure on one DRB on other DRBs.

Q: Which of the above two alternatives is the appropriate UE behaviour upon integrity check failure for DRB?
2. Actions:

To SA3 group.

ACTION: 
RAN2 respectfully asks SA3 group to answer the questions above.
3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting #99 
21th – 25th August 2017
Berlin, DE.
TSG-RAN WG2 Meeting #99bis


 
9th – 13th October 2017

Prague, CZ.
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