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Discussion and decision
1 Introduction

RAN2 agreed to the following for the NR access control (AC) mechanism as captured on [1]:

On the RRC establishment cause and the Call Type: 
· UE NAS provides the access category information to UE RRC at least for RRC_IDLE.  FFS for RRC_INACTIVE.

· Connection Request will include some information to enable the gNB to decide whether to reject the connection request.  FFS whether the information that is included is e.g. provided by NAS, derived from the AC, etc.  FFS for RRC_INACTIVE".

On the applicability of the 5G Access Control mechanism to the different RRC states: 

· RAN2 aims that the 5G Access Control (AC) mechanism for a UE in RRC_IDLE is applicable to a UE in RRC_INACTIVE.  FFS if any aspects may not be applicable or may need to be changed for RRC_INACTIVE in relation to RRC_IDLE (to be addressed by both CT1 and RAN2).

· RAN2 aims to define the 5G AC mechanism for a UE in RRC_CONNECTED.  Details FFS.
Moreover CT1 also agreed on the following points for the 5G access categories as captured in the LS [2]:

CT1 has not yet concluded on which access categories to adopt for the use of access control within 5G, however CT1 accepts that a default set of access categories would be useful to ensure that all UEs making access attempts to any 3GPP network (inbound roamers or home subscribers) can be controlled for expected basic services. Such a set of default access categories could be e.g. MO signalling, MO data, emergency, AC 11 to AC 15. Thus such a default set of access categories means that that said set of default access categories will have the "same meaning regardless of different network operators, i.e., standardized values".
This contribution provides details on the proposed 5G AC mechanism aiming to identify the key stage-2 aspects for RAN2 to discuss and progress. It is to note that coordination with CT1, SA1 and potentially SA2 may be required.
2 Discussion
2.1 Access categories

LTE access control (AC) requirements are taken as baseline when defining the ones for 5G access control (AC). Therefore for 5G AC mechanism, at least the following access related information should be considered: access class, relationship between the UE and the PLMN the UE is accessing, whether the UE is configured for EAB, and the type of access attempt. 
For the 5G AC, the usage of "access categories" refers to access related kind of information. There are three approaches on how these "access categories" could be defined: (a) all access categories are defined in the specification, (b) all access categories are configurable (e.g. via OMA or NAS signaling), or (c) a mixture of previous approaches (a) and (b). Some companies have suggested to follow approach (b) in order to provide the maximum flexibility. In our understanding, the key driving factor should be the requirements/use cases to fulfill. The chosen approach should allow the usage of 5G AC in diverse scenarios, including e.g. initial attach of the UE to a network after PLMN selection, also when roaming, idle mode mobility between PLMNs (i.e. inter-PLMN TAU), or access for the purpose of emergency communication or high priority calls. Our concern with approach (b) is that some of these scenarios may be challenging to address if all the "access categories" are considered configurable (e.g. this will require the UE to get attached before getting the configuration downloaded to it). It could be argued that default configuration could be assumed until the updated ones were provided, however this might still not work if not the "access categories" used in a certain PLMN are unknown, especially if it is unknown which AC related parameters in the system information broadcast are applicable when the UE performs an attach. Therefore we suggest considering approach (c).
For the approach (c), there could be the following set of access categories:

1. A minimum default set of access categories (and corresponding policy rules, describing the mapping of access attempts to these categories), which are common across all networks and defined within the 3GPP specification, as explained in CT1 LS [2]. 
· This default set could be MO signaling, emergency, AC11-15, MO data or MT access (for paging response). This would require 9 default access categories. 
2. A configurable set of access categories which can be used in an operator specific way (configurable e.g. via OMA or NAS signaling). The corresponding policy rules would also need to be defined or configured by the operator. 

· This configurable set could be further subdivided according to their nature:

a) Well known configurable access categories (configured via NAS signaling, e.g. upon Attach or TAU) provided by the serving PLMN. 
· These configurable access categories could be for Extended Access Barring (EAB) for MTC, IMS voice/video (i.e. SSAC) and SMS. This would require 6 standardized configurable access categories. - Note that 3 different access categories need to be defined for the 3 EAB categories (dependent on whether (1) the UE is in its HPLMN/EHPLMN, (2) in the "most preferred" VPLMN of a country, or (3) just in 'any other' VPLMN), but in a specific network an operator may want to use and configure only one of these categories.
b) Other non-standardized configurable access categories (via OMA configuration).
Note that we do not propose to define any access category related to the Rel-14 LTE unattended data traffic (UDT) feature within the 5G access categories, as the corresponding access control is not defined within 3GPP/5G (i.e. it is left up to higher layers out of 3GPP's scope, e.g. up to operation system implementation, to classify a certain data traffic as UDT and to restrict it at higher level instead of delivering that data to the modem).
Proposal 1. The 5G access control (AC) mechanism uses access categories, which are defined by:

Proposal 1.1. A minimum default set of 9 access categories, which is defined in 3GPP specification(s) and includes: MO signaling, emergency, AC11-15, MO data, and MT access. 
Proposal 1.2. A configurable set of up to 6 access categories (configurable via NAS signaling by serving PLMN) which is selected from  EAB for MTC, IMS voice/video and SMS.
Proposal 1.3. A non-standardized configurable set of access categories (configurable via OMA signaling) which is operator specific. 
The whole set of access categories would need to address similar use cases as in LTE (e.g. trains arriving at a baseball stadium where MO signaling access is differentiated from MO data, MTC where access subject to EAB is differentiated, VoLTE and ViLTE barring/prioritization in disaster and congested scenarios). Moreover this set of access categories would provide a framework for new use cases that may need to be addressed within the 5G system within current or future releases (e.g. for use cases requiring a functionality similar to ACDC or use cases related to mission critical services).
2.2 Establishment cause & call type

From RAN2 point of view, UE RRC considers two kind of information: 

· Establishment cause information, which is shared with the gNB via RRC msg.3.

· Access related information of the access, which is the access category (instead of the call type). 

We consider that RAN2 needs to wait until RRC msg.3 size is clear (as also explained in email discussion [98#30]) before concluding on the relationship between the establishment cause and the access category. This is because: 

· If there is sufficient space in msg.3, then there could be a 1:1 mapping between access category to establishment cause (i.e. same number of access category and establishment cause would be defined). This then could be handled on RRC without NAS impact (i.e. NAS only provides access category to NAS)

· If there is not sufficient space in msg.3, there would be N access categories and M establishment causes where N is greater than M. Then it has to be agreed if NAS could handle the mapping between the access categories and the establishment causes and NAS could then also provide the establishment cause to RRC.

Note that if SA1 defines a maximum of 64 access categories, this would require at least 6bits in order to indicate the maximum number of access categories.
Proposal 2. If there is sufficient space in msg.3 to include a field that can indicate any possible access category (i.e. up to the maximum number of access categories), UE NAS only provides the access category information to UE RRC; otherwise (i.e. no sufficient space in msg.3), UE NAS provides the establishment causes and the access category information to UE RRC; .

2.3 Slicing

RAN2 should discuss whether slicing needs to be considered within 5G AC framework in NR phase 1. Assuming that this is the preference, we consider the following options as possible:

(1) Slicing could be handled as part of the access categories. E.g. assuming a maximum of 64 access categories and N slices, each access category could have N configurations (i.e. N times 64 would be the amount of combinations to differentiate and enable).

(2) Slicing could be handled as an independent access control configuration that is broadcasted by the network, and if desirable also provided in msg.3.

(3) Slicing could be handled via the combination of a common set of access categories combined with a barring kind of factor that can be provided per slice.
We understand that all three options and even combinations of them are feasible. However we do not see it essential that such complexity be included in Rel-15 requirements of NR phase 1 and that the solutions could be further studied and implemented in future releases if that is then found necessary.
Proposal 3. To de-prioritize the inclusion of slicing into 5G AC (at least on NR phase 1).

2.4 5G AC handling for the RRC states 

2.4.1 RRC_IDLE and RRC_INACTIVE
For RRC_INACTIVE, we suggest enabling similar access barring functionality as for RRC_IDLE understanding that UE RRC connection is not active while in RRC_INACTIVE. To enable 5G AC for UEs in RRC_INACTIVE, UE NAS (e.g. the 5GMM) or the RAB manager/Bearer Control in the user plane needs to be aware when a UE is in RRC_INACTIVE. That way NAS can determine the required access category for the given UL signaling or UP data and deliver it to UE AS. 

Moreover the UE NAS or RAB manager/Bearer Control would need to indicate the same access categories regardless whether the UE's bearers are suspended (i.e. UE is in RRC_INACTIVE) or released (i.e. UE is in RRC_IDLE).

Proposal 4. The UE NAS is aware when a UE enters and exits from RRC_CONNECTED to apply the same 5G AC mechanism for a UE in RRC_INACTIVE as for a UE in RRC_IDLE.
2.4.2 RRC_CONNECTED
For RRC_CONNECTED, we understand that NAS may not able to enable access control for all the access categories and NAS would require cooperation from upper layers (e.g. IMS client, applications, operating system) in order to support some level of AC. 
The following approaches were explained on [3] to [9] for the 5G AC handling in RRC_CONNECTED:

1) Not to enable 5G AC for RRC_CONNECTED as UEs can be moved to RRC_IDLE or RRC_INACTIVE.

2) Mapping of an access attempt to an access category is based on AS parameters, such as DRB ID and/or QFI (QoS flow ID) and/or 5QI (5G QoS Indicator) for UP data traffic.

3) UE-triggered upper layer events on control plane (e.g. UE requested PDU Session Establishment, UE requested PDU Session Modification or other UE-triggered NAS signalling procedure).
4) UE-triggered upper layer events on user plane (e.g. transmit uplink data on a QoS flow belonging to an existing PDU session).
5) AC is defined independent of the RRC state (e.g. all packets/data may be checked).
6) NAS would require concrete cooperation from upper layers to enable certain level of AC.

Approach (1) may not always be desirable as at minimum, NR AC shall support the same requirements as in LTE, which for RRC_CONNECTED is to apply access control to SSAC functionality (i.e. NR AC for IMS voice/video services).
For other approaches, it is important to highlight the following concerns raised by CT1 previous LS [10]:

while such an access category can be provided when UE transition from IDLE mode or when UE is in connected mode, the duration for which the access remains allowed in connected mode for a certain access category is hard to determine if (or as) the traffic usage of the initiating application can vary. (E.g. for an MMTel voice call it is possible to determine the begin and the end of the individual call, and the expectation of the user is that the permission to access the network will be valid at least for the duration of the call. For an application like a web browser, sporadically used by the subscriber during the day to read some documents or watch small video clips on the internet, it is less clear how to limit the lifetime of the permission.) 

for the "the application triggering the access" event, the mapping to an access category when the UE is in connected mode will not be possible without assistance from the OS (Operating System) of the UE. The reason for this is that when the UE is in connected mode, the NAS is not aware if one or more applications or services other than the original requestor (ie the application or service which triggered the transition from idle to connected mode), happen to make use of the connection, since user data goes from the application layer to PDCP without NAS involvement. Similarly, for the "the application triggering the access" event, the mapping to an access category when the UE is in idle mode requires assistance of the OS (Operating System) of the UE. This applies especially to the PDN connection to the Internet.
For the approaches (2) to (6), inspection of UP packets may not be feasible or may add major UE complexity, and for the CP packets, substantial cross layer coordination may be required if this is done for any kind of access, given the understanding that certain relevant information associated with the access (e.g. including duration and frequency) may not be deterministic. Therefore we suggest to not further evaluate the trade-off amongst companies wanting to apply AC to more services than what are supported in LTE (i.e. IMS voice/video services).
Proposal 5. The 5G AC mechanism for a UE in RRC_CONNECTED does not check UL user plane data.

Proposal 6. The 5G AC mechanism for a UE in RRC_CONNECTED is at least enabled for IMS voice/video (same as LTE). 
Proposal 6.1. FFS whether other cases can be supporting understanding that it is required that the application/service indicates START/STOP kind of communication in a trusted way to NAS.

2.5 UE RRC, NAS, IMS and other upper layers interaction
RAN2 agreed that a unified access barring mechanism would be defined in 5G system and this concept has to be applied when designing the interaction between layers. The location of the following actions related to the 5G AC mechanism needs to be discussed: (1) determination of the access category, and (2) access barring check for a given access category. In relation to these aspects, we suggest to also discuss initial details associated with the rules for the access categorization.
2.5.1 Determination of the access category
A new access could be triggered by any of the following layers:
a) upper layer not under 3GPP control (such as application, operating system, or connection manager), which detects that a certain application has started and informs NAS about this.
b) IMS client when an IMS voice/video call is initiated or an SMS over IMS transfer;

c) NAS layer, e.g. when an EMM procedure is initiated, such as, due mobility (TAU) or due to a request from ESM, or from the RABM (UL packet in the user plane pending);
Regardless which layer triggers the access, it is desirable to have a unique layer to handle the mapping to an access category and we suggest to handle this in NAS layer. This would avoid the need to define solutions like ACB-skip which was required due to the double barring being applied by the NAS and by the IMS layer. 
When NAS detects that a new access attempt is to be initiated, it could decide on the associated access category(s). I.e. the NAS would be responsible for doing the mapping between new access attempt and the access categories (and to do all the related interactions with RRC layer). For IMS voice/video calls, this would be different from LTE, as the IMS client would not be communicating directly with RRC but with NAS instead. Therefore, new actions would be required between the UE NAS & IMS client: the NAS will need to indicate to IMS client when access is allowed and the IMS client may deliver the SIP signaling to the user plane; and it will need to indicate to the IMS client when access is not allowed due to congestion, and then when congestion over and barring is is alleviated. For the alleviation of barring, it may be possible that (a) NAS explicitly informs the IMS client when barring is alleviated or (b) NAS shares the Tbarring information (timer length) with the IMS client when it informs the client of the barring condition.
Proposal 7. NAS gets the required information on any access attempt from any upper layer (e.g. IMS client or entity not under 3GPP control) to decide on the access category(s). Final decision and details to be concluded by CT1.
Proposal 8. RRC only interacts with UE NAS for the 5G AC mechanism (i.e. there is no direct communication between RRC and other upper layers, such as IMS client, applications or operating system). Final decision to be concluded by CT1.
2.5.2 Access barring handling
The access barring handling (including the barring check and barring time) for a given access category could be handled by (1) RRC, which would require that NAS informs RRC of the access category that would like to initiate the access request, or (2) NAS, which would require the RRC to provide the up to date barring information to UE NAS. In our view,  it is beneficial to handle the barring check in RRC to minimize complexity on having up to date BCCH access barring information to NAS (similar to LTE). However, we suggest keeping FFS whether the barring time is handled by RRC (similar to LTE) or by NAS, understanding that it may be preferable if NAS also handles the barring times, taking into consideration that NAS will also be  the first to detect  a new access attempt for the same access category. Moreover it would be also important to better understand which access category has a barring time and for those, whether this would be same or different parameter.
Proposal 9. The 5G access barring handling procedure includes 5G NAS informs the access category(s) to UE RRC (as agreed on RAN2#98) in addition to: 
Proposal 9.1. UE RRC handles the access barring check for the given access category(s).

Proposal 9.2. Under barring situations, it is FFS if the access barring time is handled by the RRC (as per LTE) or by NAS. 

2.5.3 Rules for access categorization
For the rules, defining the mapping of access attempts to access categories, 3GPP would also need to discuss how they are made available to the UE, and the details on when and how they are applied in relation to the access category, as well as how this may impact the interaction between the NAS and RRC. 
For the default set of access categories, the rules should be specified by 3GPP and same requirements as in LTE could be assumed; however for the configurable set of access categories, this needs to be further discussed by SA1 and CT1, e.g. whether these are defined via a set of rules to be applied in a certain order of precedence or whether the mapping is following other principles (e.g. rules could be specified so that the conditions are disjoint).

The UE NAS is in charge to apply the rules and convey the applicable access category(s) to the UE AS, as implied in CT1 contribution [11]. In most cases a single access category is triggered per access attempt; however this is not the case based on the SA1 requirements for special access classes (AC11-15) and EAB for MTC where more than one access category need to be checked:

· AC 11-15: a UE may need to check more than access category as an OR condition.

· EAB for MTC: a UE may need to check more than access category as an AND condition.

Different approaches are possible for the NAS-AS interaction: (1) NAS provides more than one access category to AS and AS checks all of them, or (2) NAS provides only 1 category at a time and immediately after AS resolution is done, NAS provides the second access category, and so on. Even though both approaches are feasible, we have slightly preference to enable approach (1) understanding that RRC would need to differentiate on whether the multiple access category should be checked with an OR vs an AND condition.
Proposal 10. For cases where more than one access category need to be checked (i.e. AC11-15 and EAB for MTC), NAS provides all the applicable access category at once to RRC, and RRC handles the barring check (being able to differentiate OR vs AND kind of checks).
While a UE is barred due to a given access category "x" (associated barring timer "x" is running), NAS could not request access for same access category "x", but could indicate to RRC a sub-sequent request for a different access category "y" if the latter is not barred.

Proposal 11. While a UE is barred for a given access category, NAS could indicate to RRC a sub-sequent request for a different access category.

3 Conclusion

The proposals captured are the following:
Proposal 1.
The 5G access control (AC) mechanism uses access categories, which are defined by:
Proposal 1.1.
A minimum default set of 9 access categories, which is defined in 3GPP specification(s) and includes: MO signaling, emergency, AC11-15, MO data, and MT access.
Proposal 1.2.
A configurable set of up to 6 access categories (configurable via NAS signaling by serving PLMN) which is selected from  EAB for MTC, IMS voice/video and SMS.
Proposal 1.3.
A non-standardized configurable set of access categories (configurable via OMA signaling) which is operator specific.
Proposal 2.
If there is sufficient space in msg.3 to include a field that can indicate any possible access category (i.e. up to the maximum number of access categories), UE NAS only provides the access category information to UE RRC; otherwise (i.e. no sufficient space in msg.3), UE NAS provides the establishment causes and the access category information to UE RRC; .
Proposal 3.
To de-prioritize the inclusion of slicing into 5G AC (at least on NR phase 1).
Proposal 4.
The UE NAS is aware when a UE enters and exits from RRC_CONNECTED to apply the same 5G AC mechanism for a UE in RRC_INACTIVE as for a UE in RRC_IDLE.
Proposal 5.
The 5G AC mechanism for a UE in RRC_CONNECTED does not check UL user plane data.
Proposal 6.
The 5G AC mechanism for a UE in RRC_CONNECTED is at least enabled for IMS voice/video (same as LTE).
Proposal 6.1.
FFS whether other cases can be supporting understanding that it is required that the application/service indicates START/STOP kind of communication in a trusted way to NAS.
Proposal 7.
NAS gets the required information on any access attempt from any upper layer (e.g. IMS client or entity not under 3GPP control) to decide on the access category(s). Final decision and details to be concluded by CT1.
Proposal 8.
RRC only interacts with UE NAS for the 5G AC mechanism (i.e. there is no direct communication between RRC and other upper layers, such as IMS client, applications or operating system). Final decision to be concluded by CT1.
Proposal 9.
The 5G access barring handling procedure includes 5G NAS informs the access category(s) to UE RRC (as agreed on RAN2#98) in addition to:
Proposal 9.1.
UE RRC handles the access barring check for the given access category(s).
Proposal 9.2.
Under barring situations, it is FFS if the access barring time is handled by the RRC (as per LTE) or by NAS.
Proposal 10.
For cases where more than one access category need to be checked (i.e. AC11-15 and EAB for MTC), NAS provides all the applicable access category at once to RRC, and RRC handles the barring check (being able to differentiate OR vs AND kind of checks).
Proposal 11.
While a UE is barred for a given access category, NAS could indicate to RRC a sub-sequent request for a different access category.
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