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1 Introduction

At the RAN2#98 meeting, there was some agreement of RRC state transition from INACTIVE to CONNECTED for NR.

Agreements:

1
The RRC state transition from CONNECTED to IDLE follows one step procedure (e.g. release).

2
The RRC state transition from CONNECTED to INACTIVE follows one step procedure 

3
As a baseline, RRC state transition from INACTIVE to CONNECTED follows three-step procedure (e.g. request, response, complete). (3 steps from the Request message, i.e. not including any paging). Continue to discuss a 2 step procedure for the state transition if it can be used for all cases
4
As a baseline, network initiated RRC state transition from INACTIVE to IDLE follows INACTIVE to CONNECTED and then CONNECTED to IDLE. 

Agreements for the case that the UE wants to transition from INACTIVE to CONNECTED

1
Initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0

2
In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1

3
RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1

FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

4
If the UE received a resume message on MSG4 on SRB1 then the UE enters RRC Connected.

4a
If the UE received a message suspending the UE on MSG4 on SRB1 then the UE remains in RRC Inactive.

FFS In case the RAN is not successful in retrieving or verifying the UE context, MSG4 (can be at least be a message that requests the UE to trigger a new connection) will be sent on SRB0

FFS Whether MSG 4 can be a reject to idle. 

FFS When the UE receives in MSG4 on SRB0 then the UE releases at least the AS security context and UE NAS layer should be informed.

This contribution attempts to further discuss the security issue including the MSG4 ciphering issue and MSG3 integrity issue during the state transition from RRC_INACTIVE to RRC_CONNECTED.
2 Discussion

2.1 The AS context can be resumed

RAN2 has agreed that “RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1”. To cipher RRC Connection Re-Activation, the following options may be considered:

1) Configure NCC in the message to move from CONNECTED state to INACTIVE state

In this option, the anchor gNB allocates the NCC when telling the UE to move from the CONNECTED to the INACTIVE state. After initiating the connection re-activation procedure, the UE will use the NCC to derive the new ciphering key and new integrity protect key. UE uses new key and old integrity protect MSG3(i.e. Connection Re-Activation Request) and use new key and old ciphering algorithm previously configured by the anchor gNB to decipher the RRC Connection Re-Activation message. 
Possible drawbacks are foreseen:

· The source gNB not only derives new KeNB but also further derives new RRC key to integrity check MAC-I in MSG3. While the key will be used in the new gNB for MSG4. That means one key is used in mutitple gNBs. SA3 should confirm this security requirement.
· If the new gNB doesn’t support the ciphering algorithm from the source gNB, it canno't cipher the RRC Connection Re-Activation message. In order to cope with such a case, the UE needs to perform double decoding (with and without deciphering) of the RRC Connection Re-activation message.
2) Derive the new key horizontally with PCI of new cell

In this option, horizontal key derivation is used. The UE uses the old ciphering key to derive the new ciphering key and uses the ciphering algorithm from the source gNB to decipher the RRC Connection Re-Activation message. The same problem will exist as option 1 if the new gNB doesn’t support the ciphering algorithm from the source.

3) Indicate the new key and/or algorithm together with the RRC Connection Re-Activation message

In this option, the new gNB provide the NCC and algorithm together with the RRC Connection Re-Activation message. In order for such information to not be ciphered, it could be carried by L2, e.g. within PDCP. When receiving the RRC Connection Re-Activation message, the UE would get the new NCC and/or algorithm from PDCP in order to decipher the RRC Connection Re-Activation message. If no NCC and/or algorithm is indicated by PDCP, the UE could use old key and algorithm to decode the RRC Connection Re-Activation message.
4) RRC Connection Re-Activation msg4 is only PDCP integrity protected
In this option, the new gNB only include NCC and new algorithm and generate an additional consecutive DL msg. "RRC Reconfiguration msg.4 (bis)" which is PDCP integrity protected and PDCP encrypted by the new encryption algorithm. Msg4 bis cannot be deciphered by old security configuration if msg4 bis is received earlier than msg4.
5) Use old key to cipher RRC Connection Re-Activation msg4
In this option, the new gNB send the radio Resource Configuration to anchor gNB. The anchor gNB generate RRC Connection Re-Activation msg4 including NCC and radio Resource Configuration and uses old security configuration to cipher and integrity. UE can always decipher MSG4 on SRB1.
SA3 should be involved to evaluate further these options and consider e.g. the following questions:
-
whether ciphering of msg4 is needed
- 
how to cipher MSG4
RAN2 could list the 5 options with the advantages and drawbacks observed by RAN2 and ask SA3 to further evaluate these options.

Proposal 1: List the 5 options to cipher msg4 with the advantages and drawbacks observed by RAN2 and ask SA3 to further evaluate on these options (see draft in [1]).
2.2 The AS context cannot be resumed

The network should be able to handle the cases where the UE AS context cannot be retrieved for UEs performing a state transition from RRC_INACTIVE to RRC_CONNECTED. Possible cases could include:

· State misalignment between UE and network

· The target node is not able to fetch the RAN context e.g. due to lack of Xn or that CN fetching is not working or takes too long time

· The network has released the RAN context to save resources

Upon the UE attempt to move from RRC_INACTIVE to RRC_CONNECTED the network could send an RRC Connection Setup message in MSG4 without any security protect to the UE. When the UE receives in MSG4 on SRB0 then the UE releases at least the AS security context and UE NAS layer should be informed.
Proposal 2: When the UE receives in MSG4 on SRB0 then the UE releases at least the AS security context and UE NAS layer should be informed.
3 Conclusion
This contribution analyzes the cipher issue of MSG4 during the state transition from INACTIVE to ACTIVE. It is kindly proposed to discuss the above alternatives and send LS to SA3.
Proposal 1: List the 5 options to cipher msg4 with the advantages and drawbacks observed by RAN2 and ask SA3 to further evaluate on these options (see draft in [1]).
Proposal 2: When the UE receives in MSG4 on SRB0 then the UE releases at least the AS security context and UE NAS layer should be informed.
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