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Introduction
At the last SA3 meeting an LS was sent to RAN2 again asking about how to handle UE security capabilities for EN-DC. The background of this is that CT1 has indicated that they want to avoid NAS impacts related to support of new algorithms for NR. For this reason, SA3 again asks about the impacts of handling the NR security capabilities on RAN level instead using UECapabilityEnquiry.
This contribution analysis these impacts and proposes an LS reply. 
Analysis
Given that it is importance from a performance point of view to be able to establish EN-DC quickly when a UE enters a new cell e.g. after an handover or state transition, it would not be acceptable if the target RAN node need to constantly send request for UEs NR security capabilities. For this reason, it is assumed that if UECapabilityEnquiry should be used, similar principles as for handling of UE radio access capabilities are needed i.e. were the UEs NR security capabilities are stored in the MME to be used at the next state transition and also that the capabilities are forwarded between RAN nodes. Given that these capabilities are NR centric it is assumed if the security capabilities should be managed by the RAN the capabilities should be part of NR UE Radio Access Capabilities. 
If the UE NR security capabilities should be managed by RAN they should be handled in the same way as UE radio access capabilities, i.e. be possible to upload to CN, forwarded between eNBs as part of handover preparation, context retrieval. 
If the security capabilities should be managed by the RAN the capabilities should be part of NR UE Radio Access Capabilities.
Potential issues with using UECapabilityEnquiry:
· The UE radio access capabilities are not echoed back to the UE as are the NAS security capabilities to prevent “bid-down” attacks.
Potential this is not an issue since the UE radio access capabilities are transferred after UE security has been setup meaning they are protected over the radio interface against any tampering. The issues should be checked with SA3.
It should be checked with SA3 that there is no issues supporting UE security capabilities without support to echo back the capabilities. If echo back is required it would add extra complexity to RAN which is not preferred.
Although it is possible to adopt this solution for NR security capabilities for NSA NR it might not be a suitable solution for stand-alone NR (e.g. since there NAS involvement is expected). For this reason, it could be questioned if we should adopt a specific solution for EN-DC which are then not used for standalone NR.
Confirm the understanding with SA3 that putting the UE security capabilities in UE RAC would be only for EN-DC and other solution would be preferred for NR stand-alone. 
Additionally there will be a need to support inter-system handover from LTE/EPC to NR/5GC in this case we assume that methods are needed for UE to convey 5G NAS UE security capabilities to the target node. 
The issues on future proof-ness for supporting SA NR and inter-system handover should be brought up with SA3 and CT1 since this is also part of Rel-15. 

Way forward
Although the preferred RAN solution is probably to handle the NR UE security capabilities as part of the existing LTE UE security capabilities transferred on NAS level it could also be acceptable to handle the NR UE security capabilities as part of the NR UE radio access capabilities assuming no extra functionality is required compared to other NR UE radio access capabilities. 
Send LS reply to SA3 [Draft provided in R2-1706704] indicating that handling the NR UE security capabilities as part of the NR UE radio access capabilities is acceptable assuming no extra functionality is required compared to other NR UE radio access capabilities. 
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