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Introduction
For EN-DC(option3), following agreements related with SCG SRB integrity protection failure were made:
RAN2#98 Agreement:
Working assumption (SCG integrity protection failure case is to be confirmed after SA3 response) : At SCG failure (all cases) only the SCG part of MCG/SCG split bearers should be suspended. (Already agreed for the SCG bearer and the SCG SRB)

RAN2#97bis Agreements:
1: In LTE-NR DC, following SgNB failure cases need to be supported:
-	SgNB RLF;
-	SgNB change failure;
-	exceeding the maximum uplink transmission timing difference (if EN-DC supports the synchronised operation case which is RAN1 decision);
-	SgNB configuration failure (only for message on SCG SRB);
-	SgNB RRC integrity check failure;
2: In LTE-NR DC, the UE shall report the SCGFailureInformation to the MeNB instead of triggering the reestablishment upon SgNB failure.
3: 	Upon SgNB failures, UE shall:
-	Suspend all SCG DRBs and suspend SCG transmission for MCG split DRBs, and SCG split DRBs;
-	Suspend direct SCG SRB and SCG transmission for MCG split SRB;
-	Reset SCG-MAC;
-	send the SCGFailureInformation message to the MeNB with corresponding cause values .
There’re still following cases left:
· SCG SRB integrity protection failure for option4/7;
· MCG SRB integrity protection failure for MR-DC;
· MCG split SRB integrity protection failure for MR-DC;
In this paper we discuss the NW/UE behavior for above cases.
Discussion
1. UE behaviors when detects integrity check failure on SCG SRB for option4/7:
There’re 2 options could be considered for this case:
Option1: align with the handling of option3, i.e. trigger SCG failure;
Option2: considering the SCG direct SRB is just optional, SCG DRB transmission is not impacted no matter SCG SRB is configured or not, it’s possible to remain the SCG DRB running even if integrity check fails on SCG SRB.
For protocol simplification, keeping the UE behavior consistent on option3/4/7 is better, i.e. option1 is preferred.
Proposal 1: For protocol simplification, the UE behavior on option3/4/7 should be consistent for the case of Integrity check failure on SCG SRB, i.e.
- SCG failure is triggered due to SCG RRC integrity check failure
- UE shall suspend only the SCG part of MCG/SCG split DRBs
- UE shall suspend direct SCG SRB
- UE shall reset SCG MAC
- UE shall send the SCGFailureInformation message to the MN with corresponding cause values

2. NW behaviours when detects integrity protection failure on uplink SCG SRB
If SN detects integrity protection failure on SCG SRB, based on same security consideration, SN should take it as SCG failure, and send SCGfailureIndication to MN and UE(via MCG SRB) with corresponding cause. 
Correspondingly UE shall act the behaviors in proposal-1 if received SCGFailureIndication from the NW side.
Proposal 2: For the uplink of MR-DC, if integrity protection failure on SCG SRB is detected by SN, the NW behaviour could be similar, i.e.
- SCG failure is triggered 
- SN shall suspend only the SCG part of MCG/SCG split DRBs
- SN shall suspend direct SCG SRB
- SN shall reset SCG MAC
- SN shall send SCG Failure Indication to the MN and UE(via MCG) with corresponding cause.
Proposal 3: UE considers SCG failure and acts corresponding behaviours if received SCG Failure Indication from the NW side.

3. UE behaviors when detects integrity check failure on MCG SRB:
For this case, LTE behaviour should be adopted, i.e. UE shall perform RRC re-establishment.
Proposal 4: For the case of integrity check failure on MCG SRB, UE act as the way of LTE, i.e. considering MCG failure and triggering RRC re-establishment.

4. UE behaviors when detects integrity check failure on MCG split SRB:
Considering the duplication is used or not, following 2 cases need to be discussed:
Case 1: Integrity check fails on one leg but successes on another leg when duplication is enabled;
It’s suggested to ask SA3 if case1 exists, if the answer from SA3 is yes, there’re 2 possible options for UE’s handling for this case:
Option1: The integrity protection could be seen as successful, and discard the duplication packet which fails integrity check;
Option2: Act as integrity check failure.
Proposal 5: Ask SA3 if case1 exists, i.e. Integrity check fails on one leg but successes on another leg when MCG split SRB is configured and duplication is enabled.
Considering that the transmissions of split SRB on 2 legs are isolated, the leg which fails integrity check probably does not impact to another leg, option1 seems more efficient (will not lead to additional RRC re-establishment procedure).
From the perspective to simplify the protocol and speed the progress, option2 is better.
Case 2: IP failure is detected on either MCG leg or SCG leg when duplication is not used, or IP failure is detected on both MCG leg and SCG leg when duplication is used;
For case2, it’s natural to align the UE action with the case of integrity check failure on MCG SRB.
Since the next SA3 meeting starts at August, before that we can't get any response from SA3, in order to push the discussion progress of this issue, a simplified baseline option could be considered. Combining the analysis for case1 and 2, we propose to align the UE action with the case of IP failure on MCG SRB for both case1 and 2 for simplicity.
Proposal 6: For simplicity it's proposed to have a unified UE behaviour for both case 1&2 of MCG split SRB, i.e. align with the case of IP failure on MCG SRB.

Conclusion
UE behaviors when detects integrity check failure on SCG SRB for option4/7:
Proposal 1: For protocol simplification, the UE behavior on option3/4/7 should be consistent for the case of Integrity check failure on SCG SRB, i.e.
- SCG failure is triggered due to SCG RRC integrity check failure
- UE shall suspend only the SCG part of MCG/SCG split DRBs
- UE shall suspend direct SCG SRB
- UE shall reset SCG MAC
- UE shall send the SCGFailureInformation message to the MN with corresponding cause values

NW behaviours when detects integrity protection failure on uplink SCG SRB:
Proposal 2: For the uplink of MR-DC, if integrity protection failure on SCG SRB is detected by SN, the NW behaviour could be similar, i.e.
- SCG failure is triggered 
- SN shall suspend only the SCG part of MCG/SCG split DRBs
- SN shall suspend direct SCG SRB
- SN shall reset SCG MAC
- SN shall send SCG Failure Indication to the MN and UE(via MCG) with corresponding cause.
Proposal 3: UE considers SCG failure and acts corresponding behaviours if received SCG Failure Indication from the NW side.

UE behaviors when detects integrity check failure on MCG SRB:
Proposal 4: For the case of integrity check failure on MCG SRB, UE act as the way of LTE, i.e. considering MCG failure and triggering RRC re-establishment.

UE behaviors when detects integrity check failure on MCG split SRB:
Proposal 5: Ask SA3 if case1 exists, i.e. Integrity check fails on one leg but successes on another leg when MCG split SRB is configured and duplication is enabled.
Proposal 6: For simplicity it's proposed to have a unified UE behaviour for both case 1&2 of MCG split SRB, i.e. align with the case of IP failure on MCG SRB.
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