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1. Introduction 
RAN2 email discussion on bearer type change [4] discussed mainly two aspects (excluding bearer harmonisation) in our understanding:
1. How to handle security keys refresh
2. The need for L2 reset during bearer type change in the UE
In this contribution we compare solutions for security key refresh and avoiding L2 reset.
2. Discussion

2.1 Security key refresh for option 3/3a/3x

For security key refresh in LTE DC, PDCP and RLC entity need re-establishment. If upper layers are re-established then it is straight forward to reset the MAC entity. We now look into details of key refresh for each bearer type in EN-DC
SCG Split bearer
Figure below describes SCG split bearer user plane architecture highlighting the problem related to count rollover in NR-PDCP layer. SCG split bearer will utilise resources in NR-PDCP, NR-RLC, NR-MAC and LTE-RLC and LTE-MAC sublayers. 
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Figure 1: SCG split bearer user plane protocol stack and count rollover
If PDCP count rollover happens on the NR side and require a new key, LTE side resources also need to be reset. MCG-MAC reset will impact all existing resources like SRBs and other DRBs on the MCG side.
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Figure 2: Message sequence if SCG Change procedure is used
Figure above shows the message sequence when PDCP count rollover happens in EN-DC and as a first step SN shall inform MN about it. MN will then derive a new S-KgNB and send it to the SN, like in LTE-DC. For SCG split bearer, SCG-PDCP is reset then MCG-RLC and MCG-MAC should also be reset. But MCG-MAC is common to all SRBs and DRBs and even SCG-SRB could be configured on the SCG-MAC. So, resetting MAC (both MCG-MAC and SCG-MAC) should be avoided.
Observation 1: In case of PDCP count rollover for SCG split bearer, reset of SCG-PDCP, SCG-RLC and SCG-MAC on the SCG side and MCG-RLC and MCG-MAC on MCG side will happen. 
Proposal 1: MN is informed about NR-PDCP count rollover or when security key refresh is required as security credentials in the SN are based on KeNB. 

The interruption to user plane will be similar to UE moving to Idle state or performing intra cell HO. It is worth mentioning that intra cell HO is used when KeNB needs rekeying. If MAC reset is avoided then intra cell handover can be avoided.
Observation 2: Either intra cell handover or a new procedure without MAC reset is used when new security key is required for SCG split bearer.
MCG bearer
SCG change procedure can be used whereby intra cell handover is triggered, as discussed above:
Observation 3: If PDCP count rollover happens in MCG-PDCP, requiring refresh of KeNB, then either intra cell handover or a new procedure avoiding MAC reset is triggered.

SCG bearer
SCG bearer could be treated as a special type of SCG split bearer and same handling as SCG split bearer could apply. 

Proposal 2:  Same handling as SCG split bearer apply if key refresh is required for a SCG bearer.

2.2. Avoiding L2 reset
Avoiding complete L2 reset or part of L2 has benefits considering the reliability requirements.

Alternative 1: No L2 reset - PDCP receiving data with previous key
This solution is described in [3] and specified for eLWA avoiding PDCP, RLC and MAC reset. End marker is sent on downlink packets and UE uses old key till it receives the end marker. It is described for DL only as UL switching takes place immediately after HO command is received. This procedure can be used for meeting uplink reliability requirements as well.
Alternative 2:  No MAC reset - RLC header update after re-establishment
MAC reset can be avoided if upper layers are able to recover after reestablishment and MAC layer is able to send received data to upper layers unambiguously. RLC may discard this data but should be in a position to identify if the received RLC PDU has been sent before RLC re-establishment or afterwards. This identification is necessary especially when lower sequence numbers are available before RLC re-establishment and same sequence numbers become available after re-establishment of RLC entity. If RLC header is able to identify such anomaly then MAC reset can be avoided.
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Figure above explains if receiving RLC entity received SN=2 immediately after RLC entity has been re-established. This SN=2 PDU was unsuccessfully attempted to be sent before re-establishment but since MAC is not reset, MAC kept on attempting to deliver the HARQ buffer. A bit in RLC header can be toggled after re-establishment so that receiving entity is aware that the received PDU is sent before or after RLC entity re-establishment.
Table below provides comparison of three solutions: Intra cell handover, use of two keys, and RLC header update after re-establishment 
Comparison:
	Solution
	Pros
	Cons

	SN Security key refresh in SCG-PDCP handled as Intra cell handover – L2 is reset 
	Simple solution and works for security key refresh and PDCP relocation
	Interruption time and a SCG (split) bearer results in MCG-MAC to be reset

	PDCP receiving data with previous key- no L2 reset
	No L2 reset and works only for security key refresh (does not work for PDCP relocation case?)

Specified for LWA – DL

Works for UL traffic as well if sent during the reception of configuration message and applying new security key - for URLLC
	If end marker is lost - discussed at length during LWA discussions without a solution

	RLC header update after PDCP/RLC reestablishment – no MAC reset
	No MAC reset and works for security key refresh and PDCP relocation

Works for UL and DL
	New toggling bit in RLC header


Proposal 3: RAN2 to discuss and select one of the solutions for L2 reset.
3. Conclusion
We propose RAN2 to discuss and agree on following observations and proposals:
Observation 1: In case of PDCP count rollover for SCG split bearer, reset of SCG-PDCP, SCG-RLC and SCG-MAC on the SCG side and MCG-RLC and MCG-MAC on MCG side will happen. 
Observation 2: Either intra cell handover or a new procedure without MAC reset is used when new security key is required for SCG split bearer
Observation 3: If PDCP count rollover happens in MCG-PDCP, requiring refresh of KeNB, then either intra cell handover or a new procedure avoiding MAC reset is triggered.

Based on above observations, RAN2 to agree following proposals:

Proposal 1: MN is informed about NR-PDCP count rollover or when security key refresh is required as security credentials in the SN are based on KeNB. 

Proposal 2:  Same handling as SCG split bearer apply if key refresh is required for a SCG bearer.

Proposal 3: RAN2 to discuss and select one of the solutions for L2 reset.
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