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Introduction
SA3 has discussed integrity protection for user plane in NR as a guard against man in the middle attacks [3]. In email discussion [98#21], UE and network behaviour as a result of user plane integrity failure was discussed, with the purpose to ask SA3 for direction regarding correct UE and network behaviour upon integrity protection failure. However, it was decided to limit the questions in the LS to the case of integrity protection failure on the SRB [1]. It was further decided to continue to discuss the DRB case in RAN2, before formulating questions to SA3. In this contribution, we provide some input to this discussion.
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In [2], the following questions were drafted for the cases of integrity check failure on DRB:
RAN2 would additionally like to clarify the expected network and UE behaviour when integrity check failure is detected on any DRB, including the cases when MCG and SCG split bearers are used.
Q3a: What is the expected network behaviour on detection of integrity check failure on one (or more) of the DRBs?
Q3b: What is the expected UE behaviour on detection of integrity check failure on one (or more) of the DRBs? Is UE allowed to continue to transmit UL data on the other DRBs in the same cell group (e.g., other SCG and split SCG DRBs if an integrity check failure is detected on one SCG DRB)? For a split DRB, is UE allowed to send UL data over the other cell group after detection of integrity check failure on data sent over one cell group (e.g. can UE continue to send UL data over MCG part of the split bearer on detection of an integrity check failure on the data received over SCG part for this split DRB)?
Q3c: With respect to Q3b, for MCG split bearer case, would the UE behaviour be different on integrity check failure for MCG DRB and for MCG split DRB? 

As a guidance towards correct UE and network behaviour for UP, we can use the case of Relay Nodes (RN), for which DRB integrity protection is already defined. In 36.331, it is mentioned that:
To provide integrity protection on DRBs between the RN and the E-UTRAN, the KUPint key is derived from the KeNB key as described in TS33.401 [32]. The same integrity protection algorithm used for SRBs also applies to the DRBs. The KUPint changes at every handover and RRC connection re-establishment and is based on an updated KeNB which is derived by taking into account the nextHopChainingCount. The COUNT value maintained for DRB ciphering is also used for integrity protection, if the integrity protection is configured for the DRB.

Applying the same structure to NR DRBs, this means that separate COUNT values will be maintained for each DRB. This means that integrity protection failure on one bearer due to injected packets will not affect transmission on other bearers, since decoding of those will not be impacted.
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Furthermore, the following text in [5] describes the RN behaviour upon detected integrity protection failure:
In case of failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded.  This can happen on the DeNB side or on the RN side.
· NOTE:      The handling of UP integrity check failures by an RN is an implementation issue. TS 36.323 [12] intentionally does not mandate any action for a failed integrity check (not even sending an indication of failure to higher layers). Consequently, depending on the implementation, the message failing integrity check is, or is not, silently discarded. This is in contrast to the handling of a failed RRC integrity check by a UE, cf. the NOTE in clause 7.4.1 of the present document. 
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For integrity protection failure on DRB in NR, we see two possible approaches:
1. Apply same behavior as for Relay Nodes, i.e. PDUs with failed IP checksum are deleted. No further action is needed by the UE, as according to observation 1, there is no impact from IP failure on one DRB on other DRBs.
2. [bookmark: _Hlk485027501][bookmark: _Hlk485408958]PDUs with failed IP checksum are deleted. UE then sends an indication to the network of the failed IP, so that network can take appropriate action. This could be useful for the case where integrity protection failure is caused by a mismatch in the COUNT maintained in the network and the UE. Such mismatch will cause deciphering to create garbage, and thus it would be good if detection and correction of the mismatch can be made as fast as possible. The indication could include also the corresponding COUNT value of the UE so that the eNB can check if the integrity check failure was caused by COUNT mismatch or due to change in the transmitted content, e.g. due transmission errors or man in the middle attack. No further action is needed by the UE, as according to observation 1, there is no impact from IP failure on one DRB on other DRBs. 
We tend to think alternative 2 would be appropriate in order to enable quick detect and remedy a mismatch in COUNT, but would like to ask SA3 for guidance in this matter. We have provided a draft LS in [4].
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Conclusion
In section 2 we made the following observations:
Observation 1	Integrity protection failure on one DRB will not affect integrity procedure check of another DRB
Observation 2	For relay nodes, packets for which integrity protection fails are simply discarded.

Based on the discussion in section 2 we propose the following:
Proposal 1	Send LS to SA3 asking appropriate action upon DRB integrity protection failure.
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