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Introduction
This contribution addresses the topic of network slice selection and analyses the impact on the RRC connection establishment/resume procedure for UEs in idle and inactive mode. We look at the format and size of the network slice selection assistance information included in MSG5 and the potential security risk that comes from sending slicing information unprotected over the air interface. We also discuss the need for an early indication of the requested slice in MSG3 to enable RAN to prioritize or reject UEs already in the initial phase of the RRC connection establishment.
AMF selection at network registration
The NSSAI (Network Slice Selection Assistance information) is a new identifier introduced by SA2 which is included at network registration both in RRC and NAS to allow the network to select the correct CN instance [1]. The NSSAI represents the network slices a UE subscribes to and consists of one or more S-NSSAIs (Single NSSAI). Each S-NSSAI identifies a single network slice and is in turn comprised of two parts:
· Slice/Service type (SST) which identifies the type of slice e.g., eMBB or MMTC (8 bits)
· Slice Differentiator (SD) which distinguishes network slices of the same type e.g., two eMBB slices (24 bits, optional)
From a RAN point of view, the main purpose of the assistance information included at RRC level in the network registration is to enable the RAN to select a suitable AMF, i.e. an AMF that supports the network slice(s) that the UE subscribes to. The assistance information is provided both in the initial network registration (i.e. “Attach”) and in network registration triggered due to mobility when the UE enters a new registration area (i.e. “TAU”).  The reason for providing NSSAI also in the latter case is because the new registration area may be served by a different AMF pool which requires a new AMF to be selected. In the last RAN2 meeting it was agreed that the assistance information is included in MSG5 of the RRC connection establishment [2].
[bookmark: _Toc484068121][bookmark: _Toc484157680][bookmark: _Toc484162556][bookmark: _Toc484162593][bookmark: _Toc484162646][bookmark: _Toc484165090][bookmark: _Toc484165206][bookmark: _Toc485047511][bookmark: _Toc485204412][bookmark: _Toc485397300]Assistance information for AMF selection is provided in MSG5 of the RRC connection establishment at network registration (initial or mobility triggered).
In case the network registration is triggered due to mobility (i.e. UE entering a new registration area) the UE will also need to provide the identity of the old AMF and its Temp ID in order for the new AMF to be able to retrieve the UE context from the old AMF. This is similar to Tracking Area Update in LTE where the UE provides GUMMEI and S-TMSI to allow the UE context to be retrieved from the old MME.



Figure 1: Network registration (initial or mobility triggered)
For subsequent accesses where the UE remains within the same registration area (e.g. service request) and has already been assigned an AMF, no assistance information would need to be included in the RRC connection establishment. In this case, the Temp ID assigned to the UE by the AMF during network registration is sufficient for the RAN to locate the serving AMF [1]. As Temp ID is equivalent to S-TMSI in EPC it seems natural to include it in MSG3 of the RRC connection establishment.
[bookmark: _Toc484068128][bookmark: _Toc484157685][bookmark: _Toc484162563][bookmark: _Toc484162598][bookmark: _Toc484162651][bookmark: _Toc484165095][bookmark: _Toc484165199][bookmark: _Toc485047516][bookmark: _Toc485204417][bookmark: _Toc485397305]For service request, when the UE is already registered to the network and remains within the same registration area, the Temp ID is used to locate the serving AMF.
[bookmark: _Toc484068129][bookmark: _Toc484157686][bookmark: _Toc484162564][bookmark: _Toc484162599][bookmark: _Toc484162652][bookmark: _Toc484165096][bookmark: _Toc484165200][bookmark: _Toc485047517][bookmark: _Toc485204418][bookmark: _Toc485397306]Temp ID is provided in MSG3 of the RRC connection establishment, similar to S-TMSI in LTE/EPC.
For UEs in inactive mode there is no reason for including the assistance information in the RRC connection establishment (regardless if the UE is doing a service request or registration update) as this information can be stored as part of the UE RAN context.
[bookmark: _Toc484068130][bookmark: _Toc484157687][bookmark: _Toc484162565][bookmark: _Toc484162600][bookmark: _Toc484162653][bookmark: _Toc484165097][bookmark: _Toc484165201][bookmark: _Toc485047518][bookmark: _Toc485204419][bookmark: _Toc485397307]No assistance information needs to be provided by UEs in inactive mode as this information is already available from the UE context stored in RAN.
Format of the assistance information provided in RRC
According to recent SA2 agreements, the UE can subscribe to up to eight slices simultaneously and the maximum size of the S-NSSAI is 8+24=32 bits (if both the SST and SD parts are included) [4]. This means that if NSSAI is used as assistance information up to 256 bits may need to be signalled in MSG5.
[bookmark: _Toc484068122][bookmark: _Toc484157681][bookmark: _Toc484162557][bookmark: _Toc484162594][bookmark: _Toc484162647][bookmark: _Toc484165091][bookmark: _Toc484165207][bookmark: _Toc485047512][bookmark: _Toc485204413][bookmark: _Toc485397301]Using NSSAI as assistance information means that up to 8*(8+24) = 256 bits may need to be signalled in MSG5 at every network registration.
As can be seen the NSSAI can be quite large and there is currently an ongoing discussion in RAN3 and SA2 whether the information exchanged via NAS should be the same as the corresponding information defined at RRC level.  RAN3 recently sent an LS regarding this issue [3] and SA2 has documented the following EN in their TS [1]:
“Editor's note: Whether NSSAI in RRC and NAS are exactly the same, is to be determined.”
From a RAN point of view the full NSSAI may not need to be included in MSG5 but only the information that allows the RAN to select an appropriate AMF. Hence, it is possible to reduce the size of MSG5 by replacing NSSAI with some other identifier of shorter length which is only used for AMF selection.  This new identifier would function similar to DCN-ID used for eDECOR in LTE and could either be pre-configured in the UE or configured via NAS in the initial network registration. A similar solution has also been suggested by other companies in e.g. [7].
[bookmark: _Toc484068123][bookmark: _Toc484157682][bookmark: _Toc484162558][bookmark: _Toc484162595][bookmark: _Toc484162648][bookmark: _Toc484165092][bookmark: _Toc484165208][bookmark: _Toc485047513][bookmark: _Toc485204414][bookmark: _Toc485397302]It is possible to reduce the size of MSG5 by replacing NSSAI with a new identifier which is only used for AMF selection.
Introducing a new identifier for AMF selection is also beneficial from a security point of view as the individual S-NSSAIs are no longer sent in clear over the air. As indicated in the LS from SA3 [5], revealing information about the network slices may have privacy implications and the S-NSSAIs should therefore preferably be kept secret. The new identifier obviously also reveals some information about the network slices the UE subscribes to, but since AMFs may be serving multiple slices the information that is revealed will be less than if the individual S-NSSAIs are sent.
[bookmark: _Toc484068124][bookmark: _Toc484157683][bookmark: _Toc484162559][bookmark: _Toc484162596][bookmark: _Toc484162649][bookmark: _Toc484165093][bookmark: _Toc484165209][bookmark: _Toc485047514][bookmark: _Toc485204415][bookmark: _Toc485397303]Introducing a new identifier for AMF selection is beneficial from a security point of view as the individual S-NSSAIs are no longer sent in clear over the air.
Note that even if a new identifier is introduced for RRC the NSSAI may still need to be sent on NAS level. This should be fine though since all information exchanged at NAS level is generally encrypted. The only time NSSAI would be sent unprotected is in the initial network registration where NAS security has not yet been activated. If this is still not acceptable to SA3, a similar solution as is being discussed for IMSI privacy could be considered where the NSSAI is encrypted using HPLMN’s public key.
Based on the above considerations we propose:
[bookmark: _Toc484068131][bookmark: _Toc484157688][bookmark: _Toc484162566][bookmark: _Toc484162601][bookmark: _Toc484162654][bookmark: _Toc484165098][bookmark: _Toc484165202][bookmark: _Toc485047519][bookmark: _Toc485204420][bookmark: _Toc485397308]Introduce a new identifier which is only used for AMF selection (similar to the DCN-ID used in eDECOR in LTE) and which replaces NSSAI in MSG5.
If we still agree to keep NSSAI, then we should consider including NSSAI only at the RRC level and not duplicating the information at the NAS level. 
[bookmark: _Toc484157689][bookmark: _Toc484162567][bookmark: _Toc484162602][bookmark: _Toc484162655][bookmark: _Toc484165099][bookmark: _Toc484165203][bookmark: _Toc485047520][bookmark: _Toc485204421][bookmark: _Toc485397309]If proposal 4 is not agreed, consider reducing the size of MSG5 by including NSSAI only at the RRC level and not duplicating the information at NAS level.
Early indication of the network slice
For NR several companies have suggested to introduce an early indication of the requested network slice (in MSG1 or MSG3) to enable RAN to prioritize or reject UEs already in the initial phase of the RRC connection establishment. This issue was also discussed in the recent email discussion [8] but without any conclusion.
As described in our contribution [6], indicating the network slice in MSG1 via e.g. preamble partitioning is expensive and is not expected to be used as a general type of solution.  Using MSG3 seems like a better approach but also this message has its limitation when it comes to amount of information that can be conveyed. As MSG3 lacks segmentation the size of MSG3 is determined by the number of bits that can be reliably delivered in a single transport block to a UE at the cell edge. For LTE, this is typically around 56 or 72 bits and it is expected that the size will be similar for NR. This means that only a very limited amount of network slicing related information can be included in MSG3 (i.e. not an NSSAI and not a full S-NSSAI either). This was also the conclusion in the last RAN2 meeting where it was agreed that “MSG3 does not deliver assistance information for AMF selection due to RRC size constraints as in LTE” [2].
[bookmark: _Toc484068125][bookmark: _Toc484157684][bookmark: _Toc484162560][bookmark: _Toc484162597][bookmark: _Toc484162650][bookmark: _Toc484165094][bookmark: _Toc484165210][bookmark: _Toc485047515][bookmark: _Toc485204416][bookmark: _Toc485397304]Only a very limited amount of network slicing related information can be included in MSG3 (i.e. not an NSSAI and not a full S-NSSAI either).
One solution proposed in the email discussion [8] is to include a short access category in MSG3 indicating the “importance” of the access attempt. The access category is part of the unified access control framework for NR and serves a similar purpose as the establishment cause used in LTE. The access category is determined at NAS level as a function of {network slice, call type, application,….} and thus partly depends on the requested network slice(s). More details of how the access category can be used as establishment cause is provided in [9].
[bookmark: _Toc485204422][bookmark: _Toc485397310]MSG3 contains a NAS provided access category/establishment cause which can be slice-dependant and enables the RAN to apply provisional policies.
For UEs in inactive mode it is possible to provide more detailed information in MSG3 about which network slice the UE is attempting to access. MSG3 still has the same size limitation but since the UE context is retrieved after MSG3 the network slices the UE is registered to will be known to the gNB at this point. To indicate which network slice the UE is attempting to access it is therefore sufficient to indicate which one of the registered slices the access is for. Since there is a unique mapping between DRB and slice, this can be done by including the DRB ID in MSG3 or, alternatively, by including a BSR indicating the LCG.
[bookmark: _Toc484162562][bookmark: _Toc484162604][bookmark: _Toc484162657][bookmark: _Toc484165101][bookmark: _Toc484165205][bookmark: _Toc485047522][bookmark: _Toc485204423][bookmark: _Toc485397311]For UEs in inactive mode, the DRB ID is included in MSG3 to indicate which network slice the UE is attempting to access. This can be done either by adding a new DRB ID field in the RRC connection resume request or by including a BSR in MSG3 (indicating the LCG and hence the DRB ID). 

Conclusion
In this contribution, we discussed the signalling aspects of network slicing from a RAN2 point of view. In section 2 we made the following observations:
Observation 1	Assistance information for AMF selection is provided in MSG5 of the RRC connection establishment at network registration (initial or mobility triggered).
Observation 2	Using NSSAI as assistance information means that up to 8*(8+24) = 256 bits may need to be signalled in MSG5 at every network registration.
Observation 3	It is possible to reduce the size of MSG5 by replacing NSSAI with a new identifier which is only used for AMF selection.
Observation 4	Introducing a new identifier for AMF selection is beneficial from a security point of view as the individual S-NSSAIs are no longer sent in clear over the air.
Observation 5	Only a very limited amount of network slicing related information can be included in MSG3 (i.e. not an NSSAI and not a full S-NSSAI either).

Based on the discussion in section 2 we propose the following:
Proposal 1	For service request, when the UE is already registered to the network and remains within the same registration area, the Temp ID is used to locate the serving AMF.
Proposal 2	Temp ID is provided in MSG3 of the RRC connection establishment, similar to S-TMSI in LTE/EPC.
Proposal 3	No assistance information needs to be provided by UEs in inactive mode as this information is already available from the UE context stored in RAN.
Proposal 4	Introduce a new identifier which is only used for AMF selection (similar to the DCN-ID used in eDECOR in LTE) and which replaces NSSAI in MSG5.
Proposal 5	If proposal 4 is not agreed, consider reducing the size of MSG5 by including NSSAI only at the RRC level and not duplicating the information at NAS level.
Proposal 6	MSG3 contains a NAS provided access category/establishment cause which can be slice-dependant and enables the RAN to apply provisional policies.
Proposal 7	For UEs in inactive mode, the DRB ID is included in MSG3 to indicate which network slice the UE is attempting to access. This can be done either by adding a new DRB ID field in the RRC connection resume request or by including a BSR in MSG3 (indicating the LCG and hence the DRB ID).
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