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1 Introduction
NR should enable new use cases for cellular access and also increase capacity for existing data applications by adding new frequencies. Even though the capacity of the system may increase, there can be situations where the NR system is overloaded. Especially, the overload can occur when a large number of UEs tries to access the system at the same time in a synchronized manner. One scenario that has been discussed in 3GPP is a stadium scenario with thousands of users in a small area as well as a scenario where a network fails and all UEs roam or reselects to another network.

In this document we recap on the access control mechanisms defined for and used in LTE. We focus on the various access barring schemes that were introduced in LTE and propose how to improve and converge those. 

2 Discussion

2.1 Background
From experience from LTE, there can be many possible bottlenecks for the initial access:

· Radio resources

· RACH resources

· Too many access attempts on RACH resources result in collisions resulting in subsequent RA attempts and hence even higher RACH load.
· PDSCH, PUSCH resources

· Each initial access procedure consumes resources on dedicated data channels due to Msg2-Msg5.
· PDCCH resources

· All RAR and contention resolution messages consume PDCCH resources, even when the RA procedure fails.
· eNB processing load 

· Scheduling processing: The eNB may not be able to schedule the UEs that are currently connected and intend to transmit or receive data 
· RRC layer processing: Sudden changes in network load or network deployment may require reconfiguration of many UEs. This may exceed the eNB’s processing capabilities 
· CN processing load (e.g. in MME)

In LTE, there are multiple tools to control (over-)load:

1. 
Scheduling: The scheduler may allocate more resources for initial access (which implies that fewer resources are available to serve already connected UEs)
2. 
Random access back-off: By means of the RA back-off indicator in MAC the eNB can spread the RA attempts in time and thereby keep the number of RA attempts to a lower level. 
3. 
Connection Release and Connection Reject: These RRC level procedures allow the eNB to terminate RRC Connections if it cannot fulfil all UEs’ QoS contracts due to lack of radio resources or processing. The eNB should start releasing the RRC Connections of the UEs with the lowest ARP priority. 

4. 
Access class barring: The eNB may indicate to UEs via SI broadcast that certain UEs are not allowed to access the system. 
The eNB chooses the above-mentioned tools depending on the resource that is found to be the bottleneck. But it can be observed that they are also used at different system (over-)load levels.
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Figure 1. Overload control mechanisms in LTE

As depicted in Figure 1, access control with access class barring is typically applied when there is severe overload. It has been designed as a “last resort” to prevent UEs from (re-)accessing the system when “softer” tools such as scheduling or RA back-off fail to ensure stable system operation. 
Access class barring features has been discussed RAN2 (and SA1) in almost every release since Rel-8. As a result, there are multiple access barring mechanisms in LTE:
1. 
Access Class barring (ACB) as per Rel-8: In this mechanism, it is possible to bar the UE. Normal UEs (Access Class 0-9) are barred with a probability factor and a timer whereas special classes can be controlled separately. Also emergency calls can be controlled separately.
2. 
Service Specific Access Control (SSAC): Allows the network to prohibit MMTel-voice and MMTel-video accesses. The network broadcasts barring parameters (parameters similar to ACB) and the actual barring algorithm is similar to ACB (barring factor and random timer). The actual decision if access is allowed is done in the IMS layer of the UE.
3.  
Access control for CS fall-back: Allows the network to prohibit CSFB users. The actual barring algorithm is similar to ACB.
4. 
Extended Access Barring (EAB): Allows the network to prohibit low priority UEs. Barring is based on a bitmap in which each access class (AC 0-9) can be either barred or allowed.
5. 
Access class barring bypass: Allows omitting access class barring for IMS voice and video users. 
6. 
Application Specific Access Class (ACDC) barring: Allows to bar traffic of certain application. In this solution, applications are categorized based on global application ID (in Android or IOS). The network broadcasts barring parameters (barring factor and timer) for each category.

Any overload control mechanism need to consider multiple sometimes conflicting requirements at congestion:

· The requirement to stop traffic/message/procedures as close to the source as possible, to avoid resources being consumed which will anyway be discarded at the congested function.

· The requirement to select which traffic/message/procedures should be prioritized, this sometimes requires that the controlling entity has knowledge about what type of traffic/message/procedures are being initiated.

· The requirement to react quickly to changing conditions, with incurring too much signalling overhead, increased UE battery consumption etc.

Given the requirements above the following observation is made:

Observation 1 Access barring should be supported in the UE preventing the UE from even trying to access the network at congestion

Observation 2 The RAN should be responsible for activating access control incl. access barring, due to radio, RAN and CN congestions, based on configuration and implementation.

Observation 3 The CN and RAN should control the access barring configuration of the UE based UE and subscription related information. 

2.2 Problems in LTE
Different LTE UEs from different releases and depending on their capabilities support or do not support one or more of the defined barring schemes. Most of the barring schemes introduced after Rel-8 targeted very specific use cases and made certain assumptions on the reason why barring is needed. For example, SSAC was introduced to protect the operators IMS network from too many IMS requests. On the other hand, the “Access Barring Skip” functionality should allow IMS traffic (like voice) but bar other services under the assumption that the bottleneck is in the RAN. 
Some barring features were introduced since a problem in the field had already been observed whereas others were proposed since specific problems were expected to occur. Some of the problems vanished over time and others hardly ever occurred. The introduction of each of these access barring variants required substantial discussion in RAN2 and significant efforts in product design and network maintenance. 
2.3 Solution Direction

To avoid these problems, RAN2 should aim to avoid going through the same process of specifying very scenario- and problem specific barring solutions in NR. We believe that a generic and configurable access control scheme should be designed in order to cover different use cases and scenarios. 
The Application Specific Access Class (ACDC) barring introduced in LTE Rel-12 was a good step into that direction. It introduced means to define by means of configuration, which applications and services should or should not be barred. We suggest to follow a similar generic path for NR:
Proposal 1 Aim to introduce a single, generic access control mechanism to control overload in RAN and CN. The mechanism should be applicable to all services and verticals and irrespective which resource in the network experiences the overload.
While we consider ACDC as a rather generic mechanism, it refers to applications and services by using their “application ID”. Such IDs are defined and visible only in the UE’s operating system and hence not under control of 3GPP.  Because of this, the solution cannot be tested either.
To ensure that an access control mechanism functions properly irrespective of the operation system, it could be desirable to base it on an identifier that is specified in 3GPP specifications. This could be a generic QoS parameters such as QCI or ARP values. Alternatively, 3GPP could introduce a separate barring parameter that determines groups of known services. 

In addition to service based barring it should be possible to adopt similar solutions as ACDC also for barring for other events such as replying to paging, NAS/RRC signalling etc.
One approach would be to combine all existing mechanisms in future proof way:

· NAS layer configures the usage of different access control categories similar to ACDC. Different access control categories can be used for signalling, different services (flows, PDU sessions, slices), MO/MT, …

· RAN broadcast categories specific barring parameters (e.g. barring factor, barring time)
· In addition to the NAS layer configured access control categories the RAN can also configure additional access control categories for RAN specific procedures in RRC_CONNECTED and RRC_INACTIVE UEs. It could also be considered if RAN can override the NAS configuration in these states.
Example UE configuration (real events to be discussed further):

	Event:
	Access Control Category:

	Emergency Call
	1

	Page response (high prio)
	1

	Page response (low prio)
	2

	MM signalling
	2

	RAN signalling
	3

	IMS Voice
	3

	Bearer with QCI/ARQ value X
	3

	Application X (e.g. as for ACDC)
	4

	Everything else
	5


At congestion the RAN will broadcast barring parameters for each access control category. The solution should be mandatory for all UEs. The solution is future proof since the broadcasted parameters are not expected to change often, only the configuration of which categories to use will change when new signalling / services are added. It should also be possible to add both higher and lower priority events which are not used by legacy UEs.
However, feasibility of this approach needs discussion with CT1 as there is impact on NAS layer. 

Proposal 2 Consider access control categories similar to ACDC as input to a single, generic access control mechanism to control overload in RAN and CN.

3 Solutions for handling UEs in RRC CONNECTED

Currently in LTE access barring is not applied for UEs in RRC CONNECTED which means that the network need to explicitly handle those UEs at congestion. For example, network could refrain from scheduling them or could release them to IDLE (so that normal access barring applies).

Actually, in the past, RAN2 has identified that a big part of the UEs are in connected mode. Thus, also RACH control for connected mode is beneficial. Due to this, SA1 specified requirements for access control in connected mode. However, so far only SSAC is applied in connected mode. 

In NR it could be considered to enhance this by having ways to control the access to RACH, contention and/or scheduling request channels also for connected mode UEs, e.g. to prevent the UEs from overloading those channels. 

In NR, there is new state, RRC inactive state. It is expected that many UEs are in this state (to save power). Thus it is important to have tools to control the access load of these UEs as well. 

Proposal 3 Access control should be applicable to idle,  RRC_Inactive and connected state.

Possible solutions for this include using similar mechanism as for IDLE / INACTIVE e.g. by RAN configuring the possible events to different access control categories and that the UE obtain barring info from broadcast channel. 

4 Inter-working with E-UTRA
Assuming a generic access control framework is adopted for NR the question is raised if similar concept should also be applied to E-UTRA for UEs connected to 5G-CN. The drawback with this would be that this would mean that yet another access barring scheme need to be introduced in LTE in this case just for the sake of future compatibility. Another issue is that the E-UTRA radio will also be shared with UEs which are connected to EPC so it needs to be considered if the new generic access control frame work should also be applied for later releases of EPC.

Possible way forward:

· Re-use legacy barring for 5G-CN attached UEs in E-UTRA

· If further evolution of access barring is considered for E-UTRA try to adopt a solution which is compatible with the NR solution

Proposal 4 Consider to not change the E-UTRA access barring scheme meaning LTE UEs connected to 5G-CN should apply legacy access barring scheme when connected to LTE and new barring scheme when connected to NR.

5 Conclusion

Based on the discussion in section 2 we propose the following:
Proposal 1
Aim to introduce a single, generic access control mechanism to control overload in RAN and CN. The mechanism should be applicable to all services and verticals and irrespective which resource in the network experiences the overload.
Proposal 2
Consider access control categories similar to ACDC as input to a single, generic access control mechanism to control overload in RAN and CN.
Proposal 3
Access control should be applicable to idle,  RRC_Inactive and connected state.
Proposal 4
Consider to not change the E-UTRA access barring scheme meaning LTE UEs connected to 5G-CN should apply legacy access barring scheme when connected to LTE and new barring scheme when connected to NR.
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