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Introduction
This is an updated version of the contribution R2-167799 and [1] and [2]. The updates address some topics raised in [3], [4] and [5].

The following text has been captured in TR 38.913 v4.0 section 10.11 regarding security requirements for next gen systems:
“The RAN design for the Next Generation Radio Access Technologies shall ensure support for integrity and confidentiality protection of radio signalling messages, including messages between RAN and Core network nodes.
The RAN design for the Next Generation Radio Access Technologies shall ensure the ability to support integrity and confidentiality protection of user plane messages, including messages between RAN and Core network nodes, with the use of such security to be configurable during security set-up.
The RAN design for the Next Generation Radio Access Technologies shall ensure support for the allocation and use of identities to provide user privacy, e.g. reduce the need for sending any permanent identities in the clear.
The RAN design for the Next Generation Radio Access Technologies shall ensure the efficient establishment of RAN security mechanisms.
The RAN design for the Next Generation Radio Access Technologies shall ensure resilience against jamming.
NOTE:	Security and Privacy-related system requirements are reflected in [17]. This TR includes security areas on "RAN security" and "Privacy security", which is a possible source of security and privacy related requirements for the Radio Access.”
[17]	3GPP TR 33.899: "Study on the security aspects of the next generation system".

Reflecting on the requirements above the majority of them is currently supported in LTE (e.g. integrity/confidentially protection, user privacy). The potential difference could be that LTE currently does not have any explicit resilience against network jamming and does not support integrity of UP traffic other than for relays.
In addition to the explicit security requirements above there is also other requirement in 38.913 which may have an impact on the NR security and should therefore be studied:
· Solutions to allow more architecture deployment flexibility (required in 38.913) such as centralized security termination
· Enhancements to security to support the targeting zero ms interruption time at mobility (required in 38.913)
· Solution to further improve UE state transitions down to below 10 ms between inactive and active state (required in 38.913)
· Support for tight RAN level inter-working between NR and LTE (required in 38.913)
In addition to the areas the following high level proposals has been made in contributions to the last RAN2 meeting which is also addressed in this contribution:
· [3] proposes that a separate encryption key should be used for every DRB, allowing separate handling of PDCP entities associated with the different DRBs
· [4] and [5] proposes as proposed in our contribution to decouple the security key derivation from the handover. 
This contribution is discussing the requirements above.

Discussion
Given that the LTE RAN security architecture supports the majority of SA3 and RAN requirements on NR security it is proposed to start discussing NR security from LTE.
The LTE RAN security architecture is based on receiving a security key KeNB from the CN, as well as other security related information such as Next-hop NH, UE security capabilities, etc. From this security context the RAN and UE generates session keys (Krrcint, Krrcenc, Kupenc, …)
The LTE RAN security architecture contains various features such as forward/backward security based on generation of new security keys (KeNB, etc.) at state transitions, handover etc. The benefit of this model is not only that the security is increased but also that the handling of sequence number counters as input to encryption and integrity protection algorithms are simplified e.g. the counters can be re-set to zero at state transition. 
LTE has some privacy mechanisms for hiding user identifiers based on assigning (and re-assigning) the UE temporary identifiers such as
· S-TMSI which is used for CN signalling e.g. for location management, idle->active transition, thus avoiding to use permanent identifier such as IMSI. The S-TMSI is assigned by the MME using the NAS protocols. The S-TMSI could for instance be re-assigned during a tracking area update procedure.
· C-RNTI which is used within the RAN for scheduling data transmission to the UE, or for UE to send scheduling requests. The C-RNTI is assigned by the eNB using RRC protocol. The C-RNTI can be re-assigned using RRC Connection Re-configuration message (e.g. at handover)

In the current solution these identifiers are assigned and re-assigned using explicit signalling messages which may or may not be encrypted depending on the scenario. The actual identifiers when used are not encrypted since they are needed to be in clear for the receiving entity to locate the right UE context (including security context), given however that the identifiers can be re-assigned to the UE using encrypted signalling it is possible to hide the user identifiers from passive eavesdroppers.

[bookmark: _Toc458439216][bookmark: _Toc458815189][bookmark: _Toc462926084][bookmark: _Toc463037164][bookmark: _Toc463037183][bookmark: _Toc465080543]As baseline, NR adopts LTE’s mechanisms for key derivation and end user privacy in the RAN

Discussion on new requirements
Resilience towards jamming
Resilience towards jamming is something which today is mainly supported by military systems e.g. using frequency hopping over a large set of frequencies, making jamming attacks less effective. For civilian cellular systems such solutions are however not very practical due to the limited available spectrum etc. For this reason it is deemed unfeasible to provide effective resilience methods against high power jamming signalling in the vicinity of the receiver. 
It is not feasible to provide protection against high power jamming signals in the vicinity of the receiver

Practical resilience against jamming which could be considered though includes:
· Network detection of jamming (incl. both UL and DL)
· Resilience against low power jamming (e.g. where specific network characteristics are abused or where specific critical narrowband signals are jammed to provide denial of service) 

Network detection of jamming can be useful since it enables the operator and law enforcement to take action to search for and stop unlawful jamming. Detection methods in the UL could be based on proprietary mechanisms such as observing unusual traffic patterns, increased interference levels, increased BER, etc.
In the DL it may be possible to detect jamming indirectly by UE reporting, similar to what has been done for minimization of drive test (MDT). The UE could for instance report if and where it detects abnormal signals, e.g. signals (power) without the corresponding pilots, or pilots without the corresponding sys-info, or cells which are not possible to access, or does not provide the right security certificates although claiming to be an operator cell. These reports can be used by the network operator to detect ongoing jamming. 
Additionally to the mechanism above, solutions can be considered where the majority of UL and/or DL traffic/signalling are signed using some secure checksum (e.g. integrity MAC, secure CRC). This would make it easier to prevent data injection/modification and could make jamming detection easier since jamming or DoS attacks will most likely lead to increased rates of received erroneous checksums. Careful consideration is however needed to avoid overhead and performance degradation due to such security mechanism.
[bookmark: _Toc458439217][bookmark: _Toc458815190][bookmark: _Toc462926085][bookmark: _Toc463037165][bookmark: _Toc463037184][bookmark: _Toc465080544]Study mechanism to increase resilience towards jamming. In particular solutions enabling network detection of jamming and protection against low power attacks. Solutions as well as attack use cases need to be studied in SA3, it is therefore proposed to send an LS to SA3 (cc: SA2) regarding this topic in order to initiate collaboration.

Solutions to allow more architecture deployment flexibility 
Currently in LTE a handover always includes a key change. The motivation for this was so that the RAN context is refreshed at inter-eNB handover making it possible to provide forward and backwards security (preventing that a compromised keys can be used in other eNBs). In addition to this feature the key change at handover can also be used within the same cell for general key refresh or to prevent reuse of encryption counter values for the same key.
[bookmark: _GoBack]The drawback with this solution is that the key need to be changed at radio handover even in the case the security context is not moved or needs to be refreshed which may be common in centralized RAN deployments. A key change also means that any packets that were encrypted with one key but not delivered to the UE needs to be re-encrypted which may add delay or increase buffering requirements. For this purpose, it is proposed that in NR, the key change at handover should only be mandatory when the RAN security context is moved or when it needs to be refreshed.
[bookmark: _Toc458439218][bookmark: _Toc465080545][bookmark: _Toc458815191][bookmark: _Toc462926086][bookmark: _Toc463037166][bookmark: _Toc463037185]Support key change in NR at handover when the RAN security context is moved or need to be refreshed. Key change shall be done when ordered by the network. Key change is not required at every RRC handover.
[bookmark: _Toc465080546]In [5] the parameters used to derive the key is discussed. It is proposed to not use the cell identity as input to the key derivation. This is motivated based on the decoupling of the handover form the key derivation. We do not however agree with this motivation since it should be possible to use the cell as input to the key derivation even if the key derivation is not performed at every handover. The advantages with using the cell ID as input to the key derivation is as follows:
· [bookmark: _Toc465080547]It makes it possible on the network side to prepare multiple target nodes for a handover since each node gets its own unique security key (the source node knows the cell identities of the target cells)
· [bookmark: _Toc465080548]It makes it possible for the network to pre-populate UE context in neighboring nodes e.g. to speed up the recovery time at RLF, or state transitions from RRC_INACTIVE. Although such procedures has not been discussed in details or may not be standardized today, it could still be beneficial to have UE support for such procedure in the first NR release.
[bookmark: _Toc465080549]To achieve the advantages above it is required that a different key gets generated depending on which is the target Node. For this to work the UE must use some parameter available over the radio associated with the target node as input to the key derivation. 
[bookmark: _Toc465080550]When performing key change in NR the UE should use a parameter (similar to the cell ID) which is associated with the target node. The exact parameter is FFS. 

[bookmark: _Toc465080551]It should be discussed with SA3 what parameters should be used in NR to derive the new key. 

Enhancements to security to support the targeting zero ms interruption time at mobility
As stated before in LTE a handover always include a key change. It is likely NR will also support key change at handover e.g. when relocating the RAN security context. With such a solution there is a challenge to reach zero ms interruption time at mobility required in 38.913, since the change of the key need to be synchronized before it can be applied in the target cell. It is however not clear if that requirement from 38.913 applies to every handover or only that it shall be possible to achieve the target for some handover.
 In NR we could imagine handover solutions where the UE can receive a packet from one base station and then in the next TTI receive a packet from another base station. Similar in the UL packets could potentially be received by both target and source base stations. Such a solution may require that either multiple keys are applied in parallel, or that the same key is used for transmission/reception in both base stations (meaning that the moving of security context is decoupled from the radio switch). Similar proposal is made in [5].
[bookmark: _Toc458439219][bookmark: _Toc458815192][bookmark: _Toc462926087][bookmark: _Toc463037167][bookmark: _Toc463037186][bookmark: _Toc465080552]The requirements for zero ms interruption at mobility should be discussed, depending on the interpretation of the requirement there may be a need to study solutions to minimize interruption at handover that involves a key change in RAN2 and if it has an impact on the security solution SA3 should be involved.

Solution to further improve UE state transitions 
In the discussion regarding RRC resume/suspend in LTE an issue was identified where it was not possible to start UL data transmission immediately when the UE resume in cell since the UE did not have information about the NextHop Chaining Counter. For NR it is assumed similar state transition from inactive to active state will be required given the strict performance requirements from 38.913. Since these state transitions occur very frequently it would be good to optimize the security solution such that the UE can if permitted by the network start UL data transmission as soon as possible e.g. in conjunction with “MSG3” containing the UE resume identity assuming it is desired by network (e.g. networks provide a big enough grant).
[bookmark: _Toc458439220][bookmark: _Toc458815193][bookmark: _Toc462926088][bookmark: _Toc463037168][bookmark: _Toc463037187][bookmark: _Toc465080553]The security solution for NR should allow immediately data transmission in conjunction with “MSG3” also when the UE is returning from an inactive state 

Support for tight RAN level inter-working 
It has been agreed that tight RAN level inter-working shall be supported between LTE and NR, and that LTE should connect to the NextGen CN which is also used for NR. In order to allow such tight level of inter-working it would be required that the UE in connected mode is able to move between NR and LTE, and DC LTE/NR without involving the CN. This mobility is expected to be controlled by the RAN. In order to support such mobility it is beneficial if the security context retrieved from the NextGen CN is the same or harmonized for LTE and NR so that the UE can establish the context in one RAT, which can be used in the other RAT (e.g. to derive keys to be used in the other RAT). 
To minimize the migration impacts on LTE it is also desirable if this security context and AS security architecture for NextGen system are based on LTE. E.g. the security context contains the same parameter such as KeNB, Next Hop NH etc. How the security context (e.g. keys) is generated in NextGen CN could however be different from EPC without impacting LTE RAN assuming the RAN security context is the same e.g. the same Key size is used, the same NH concept is used.
[bookmark: _Toc458439221][bookmark: _Toc458815194][bookmark: _Toc462926089][bookmark: _Toc463037169][bookmark: _Toc463037188][bookmark: _Toc465080554]SA3 should be informed about the assumptions to support tight RAN level inter-working and the need for harmonized RAN security context for LTE and NR, and the need to minimize migration impacts for supporting NextGen Security in LTE.
  
UP security
In [3] it is proposed to use separate keys for every Data Radio Bearer for each UE. The arguments for this are the following according to [3]:
1. “The security of a DRB is more independent of security of other DRBs allowing a smooth deployment in different Virtual Machines or Slices in a Cloud RAN deployment.”
2. “It is possible to allocate/relocate DRB terminations individually while keeping the location transparent to the UE. In other words, the UE doesn't know about the internal structure of RAN”
3. “Key-refresh is possible for a DRB without impact on other DRBs”
Regarding 1 there are some uncertainties why security would be improved with such a solution, given that all DRBs anyway terminate in the same UE, and it is also expected all the keys will be handled by the same CP nodes, e.g. terminating a single NG-CP interface per SA2 assumptions. For our understanding there is no security benefit of using different keys for different DRBs assuming the DRB ID is used as input to the security algorithm as today in LTE.
Regarding 2 we agree with the general benefit of keeping the UE transparent to the RAN internal structure, it is however not clear if the benefits with this proposal motivates the extra complexity of maintaining multiple keys in the UE.
Regarding 3 it is unclear what is the benefit of a having separate key refresh, and if this proposal makes the “normal” key refresh (e.g.  at mobility) more complex this complexity will most likely offset any gains of separate key refresh.

The proposal for separate keys for DRBs seems mainly be motivated by the proponent from a security point of view and should therefore be proposed/driven in SA3 and only if motivated there be discussed in RAN WGs

Conclusion
Based on the discussion in this contribution, we make the following proposals:
Proposal 1	As baseline, NR adopts LTE’s mechanisms for key derivation and end user privacy in the RAN
Proposal 2	Study mechanism to increase resilience towards jamming. In particular solutions enabling network detection of jamming and protection against low power attacks. Solutions as well as attack use cases need to be studied in SA3, it is therefore proposed to send an LS to SA3 (cc: SA2) regarding this topic in order to initiate collaboration.
Proposal 3	Support key change in NR at handover when the RAN security context is moved or need to be refreshed. Key change shall be done when ordered by the network. Key change is not required at every RRC handover.
Proposal 4	When performing key change in NR the UE should use a parameter (similar to the cell ID) which is associated with the target node. The exact parameter is FFS.
Proposal 5	It should be discussed with SA3 what parameters should be used in NR to derive the new key.
Proposal 6	The requirements for zero ms interruption at mobility should be discussed, depending on the interpretation of the requirement there may be a need to study solutions to minimize interruption at handover that involves a key change in RAN2 and if it has an impact on the security solution SA3 should be involved.
Proposal 7	The security solution for NR should allow immediately data transmission in conjunction with “MSG3” also when the UE is returning from an inactive state
Proposal 8	SA3 should be informed about the assumptions to support tight RAN level inter-working and the need for harmonized RAN security context for LTE and NR, and the need to minimize migration impacts for supporting NextGen Security in LTE.

1. The proposal for separate keys for DRBs seems mainly be motivated by the proponent from a security point of view and should therefore be proposed/driven in SA3


References
[1] R2-166781	Security in NR			Ericsson
[2] R2-165543	Security in NR			Ericsson
[3] R2-166164 	Security Handling for UP in NR	Nokia, Alcatel-Lucent Shanghai Bell
[4] R2-166886	Routing restriction and security for aggregation within NR	Intel Corporation
[5] R2-166909	Security consideration for NR	Huawei, HiSilicon

	3/6	
