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1
Introduction
A new study item [1] was agreed at RAN#71 where the main objective aims to develop a New Radio Access Technology (N-RAT) where “Target a single technical framework addressing all usage scenarios, requirements and deployment scenarios defined in TR38.913 including, Enhanced mobile broadband, Massive machine-type-communications, Ultra reliable and low latency communications”. The new radio access technology enables a diverse and wide range of services which needs to deliver high throughput, connect numerous of devices or terminals and provide immediate feedback on demand.

RAN2 #94 [2] agreed to study the introduction of a RAN controlled “inactive state”, during which UEs should incur minimum signalling, minimize power consumption, minimize resource costs in the RAN/CN, making it possible to maximize the number of UEs utilizing (and benefiting from) this state. Within this state, the CN and RAN connection may be maintained, the AS context is stored in RAN and there might be no dedicated resources for UE. The UE’s location is known to network within an area and UE performs mobility within that area without notifying the network.
Besides, RAN1 [6] agreed that NR should target to support UL “autonomous/grant-free/contention based” at least for mMTC and URLLC. RAN2#96 assumed that data transmission in INACTIVE state should be supported without transmission to CONNECTED state, and one of the potential solution is to send UL data without RRC signaling [7] .
The discussion from both RAN1 and RAN2 shows the “autonomous/grant-free/contention based” UL transmission is a candidate scheme for the direct data transmission in the inactive state. In this paper, we will analyze the aspects for supporting the grant free transmission in inactive state.
2
Discussion
During the LTE RRC Connection Resume procedure, the UE sends RRC Connection Resume Request message containing the unique UE ID and the short MAC-I. The eNB responds with RRC Connection Resume message after successfully verifying the UE according to the UE ID and the short MAC-I. For grant free data transmission, the UE could also contain the similar information together with the encrypted used data, by which the gNB could retrieve the stored UE context and perform the integrity verification. The short MAC-I protects the integrity and prevents data from being tampered with by non-authorized parties during the delivery, which is usually applied only for signalling bearers. The safest way is to carry the short MAC-I in each UL data sent from UE to gNB, however the extra overhead would be added which seems not optimal. Therefore, once the UE has passed the integrity check, it may not be necessary to send the short MAC-I (2 bytes with LTE specification) in every subsequent UL data to save the overhead over the air. 

Observation 1: Integrity check may not be necessary for each UL data transmission.
The direct data transmission in inactive state is usually applied to support such kind of traffic low in volume and widely dispersed in time. Therefore it may be sufficient to perform the integrity verification at the beginning of each burst of UL data transmissions. After transferring the burst of application data, the UE will still stay in the inactive state and will trigger another data transmission for next burst. The diverse traffic profile may lead to challenges to accurately estimate the time interval between each burst of the application data, and there may be difficulties to decide when the short MAC-I shall be carried in the UL data. It would be desirable that UE could decide when the integrity check shall be performed by some means. E.g. under some situations, the short MAC-I could be ignored in the UL data sent in inactive state, while when some conditions are met, the short MAC-I shall be included in the UL data

Observation 2: The short MAC-I could be carried in UL data optionally to reduce the signalling overhead based on some criteria.
For the LTE resume procedure, when resuming the connection with a new eNB, if the check of the ShortResumeMAC-I is successful, the source eNB shall respond to the target eNB with the UE context including a new KeNB* derived based on the target PCI and target EARFCN-DL. The target eNB may be the same as the source eNB. If so the single eNB performs the roles of both the source and target eNB. In particular, a new KeNB* shall be derived even if the UE is resuming to the same cell from where it was suspended. After receiving the RRC Connection Resume message, the UE will calculate a new KeNB* from either the new NH (if a new NCC value was received) or the current KeNB, using the target cell’s PCI and its frequency EARFCN-DL in the target cell. The UE checks the integrity of the RRC Connection Resume message by verifying the MAC-I and security is fully resumed on UE side after reception and processing of RRC Connection Resume message. [8]

Observation 3:  New key needs to be derived in both UE and RAN no matter whether UE resumes the connection with the new eNB or same eNB as per LTE specification.
For NR, when a cell at any gNB within the RAN tracking area receives the UL data containing the short MAC-I, it may request the UE context if the target gNB is not the same as the last serving source gNB. If the gNB is prepared with a UE context, it will decrypt data according to retrieved AS context and provide the feedback. Under any circumstances, the application of the same keystreams in UE and gNB shall be ensured, otherwise the corruption of the integrity verification and ciphering failure may occur due to the de-synchronization of the keystream.
Observation 4: The security key usage between UE and gNB shall be aligned especially when UE moves to a new gNB.
The security support for NR was discussed by 3GPP contributions, regarding the key derivation, there is proposal that the key should be calculated according to parameters associated with the target node (i.e. the cell ID, etc.) similarly as existing LTE key derivation procedure [9]. If the same principle is applied as baseline for NR security, the key recalculation will be necessary when UE wakes up from inactive state for UL data transmission or state transition. 
When the source gNB is requested to provide UE context from a gNB receiving UL data containing the short MAC-I, if the new key needs to be recalculated, the Source gNB would derive a new key and send it to target gNB as one content of AS security context. The target gNB may be the same as the source gNB, if so, the single gNB performs the roles of both the source and target gNB and a new key could be derived in the same way. 
The target gNB may provide an authentication code calculated over some predefined information with the new key derived and the integrity protection algorithm from the security context. This authentication code could be carried in the DL feedback message and serve the same purpose of the MAC-I included in the PDCP PDU for RRC Connection Resume message. With this information, the same the security function could be provided as the LTE RRC Connection Resume procedure to ensure the same key is utilized in UE. When UE receives the DL feedback from gNB, it will calculate a new key and verify the received authentication code. If the verification is successful, then the UE can receive and send data with the resumed security parameters which is illustrated in Figure 2-1 below.
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Figure 2-1: The successful direct UL transmission in inactive state without RRC signalling
On the other hand if UE fails to verify the authentication code received in the DL feedback, it will perform proper procedure accordingly, e.g. request state transition from RRC_INACTIVE to RRC_CONNECTED or even start the initial access procedure. 
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Figure 2-2: The unsuccessful direct UL transmission in inactive state without RRC signalling – security failure in UE
Observation 5: The same level of security protection as the LTE resume procedure may be supported during the data transmission in inactive state by some means. 
An unsuccessful UL data transmission may occur if, e.g., the gNB does not detect the preamble or decode the user data due to the resource collision. If UE does not get any feedback corresponding to previous UL data transmission, it may start reattempting the data transmission after a backoff time. In case all the retransmissions fail, UE may try other procedures, i.e. transit to connected state or fallback to 4-step RA procedure if 2-step procedure is originally utilized for data transmission. 
However, the UL transmission may fail also due to other reasons, such as the security failure or context fetch failure and overload in the reserved resource for grant free transmission. Without being informed about the causes, UE may handle such failures in the same way as the physical layer failures, however unlike the failure due to resource collision, such failures cannot be recovered by retransmission and it is not sensible to leave UE to attempt a number of retransmissions. Even if UE eventually performs the state transition to connected state, the gNB may still not be able to retrieve the context in case of the security failure, e.g. the short MAC-I was not successfully verified by gNB originally.
Observation 6: The awareness or differentiation of the reasons of the direct data transmission failure may be beneficial for UE to perform suitable procedures accordingly.
Therefore, in order to reduce the delay to recover from specific abnormal, UE may be informed about the failure causes which may indicate the security check failure, UE context fetch failure and overload in resource for grant free transmission. The gNB may also indicate UE the desired procedure to be followed.
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Figure 2-3: The unsuccessful direct UL transmission in inactive state without RRC signalling – rejection by gNB
Observation 7: gNB could inform UE the failures not caused by physical layer, e.g. security failure, context fetch failure and resource overload, etc.  
3
Conclusions

This contribution has analysed some aspects for supporting direct data transmission when UE is in new NR state. 
In the context of security support, following observations were made:
Observation 1: Integrity check may not be necessary for each UL data transmission.

Observation 2: The short MAC-I could be carried in UL data optionally to reduce the signalling overhead based on some criteria.
Observation 3:  New key needs to be derived in both UE and RAN no matter whether UE resumes the connection with the new eNB or same eNB as per LTE specification.

Observation 4: The security key usage between UE and gNB shall be aligned especially when UE moving to a new gNB.

Observation 5: The same level of security protection as the LTE resume procedure may be supported during the data transmission in inactive state by some means. 
To reduce the signaling overhead, meanwhile to guarantee the security validity, UE could decide when to include the short MAC-I in the UL data based on some criteria. In addition, it has to be ensured there is no misaligned key usage between the UE and the network, i.e. the UE using an old key while the network using a new derived key. Based on those observations, we propose:

Proposal 1: RAN2 take above observations into account when discussing the security feature for direct data transmission in inactive state.

With regard to the abnormal cases during direct data transmission in inactive state, following observations were made:
Observation 6: The awareness or differentiation of the reason of failures may be beneficial for UE to initiate the different procedures accordingly.

Observation 7: gNB could inform UE the failures not caused by physical layer, e.g. security failure, context fetch failure and resource overload, etc.  
To inform UE the reason for why the UL non-scheduled transmission fails could provide assistant information for UE to decide the proper operation accordingly. The unnecessary retransmissions could be avoided to reduce the signaling overhead, UE power consumption and the data transmission latency. In addition, the interference to the data transmission from other UEs from the same non-scheduled resource could also be decreased to reduce the collision probability and improve the success of the non-scheduled UL transmission. Therefore, we propose
Proposal 2: RAN2 to study method which provides the causes of the failure caused by other reasons than the physical layer problems.
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