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1   Introduction
RAN2#96 meeting initially discussed the EPC - NR PDCP interaction for tight interworking and made the following agreements [1]:  
Agreements

1
In Scenario 3A, the PDCP layer for SCG Bearers is NR-PDCP.

2
In scenario 3A, there is a 1:1 mapping between S1 bearer and DRB for SCG bearers.

3
For tight interworking, support is needed for reconfiguration between SCG bearer and MCG bearer, for reconfiguration of SCG bearer between two secondary nodes, for reconfiguration between MCG bearer and MCG split bearer (this doesn’t exclude other reconfiguration cases being discussed)

4
RAN2 will study PDCP procedures for changing the PDCP-SN length that are lossless and maintain ordered delivery of higher-layer data.  To be studied for reconfigurations between LTE and NR and reconfigurations within NR
In this contribution, we further discuss PDCP SN reconfiguration for lossless and ordered delivery of higher-layer data. 
2   Issues
PDCP SN extension had been introduced in Release 11 CA enhancement WI [2], and an extended 15bit SN length was agreed. The misalignment issue of PDCP SN length between new eNB and legacy eNB had also been discussed for LTE. And most companies agreed that the only option was full-configuration handover. When eNB/UE performs full-configuration handover it has to release and re-setup all PDCP entities, so that PDCP SDUs whose transmission have already been attempted will not be retransmitted again, and hence data loss at such a handover can occur. 
Observation 1: full-configuration handover cannot guarantee lossless data delivery due to release and re-setup of PDCP entities.
In EPC - NR PDCP interaction scenario this SN misalignment issue may occur again, and for lossless data delivery the current PDCP procedure has to be enhanced. No matter the PDCP SN change is between LTE and NR or within NR, the common issue is if PDCP entity can support different SN lengths during/after handover and what is the PDCP procedure when SN length reconfiguration happens. In the following of this section we use PDCP entity instead of LTE eNB and NR gNB. 

In case of SN length unchanged it makes the storage and retransmission of PDU easier, and it should not create problem to transfer to the target PDCP and (re)send the missing PDU. In case of short to long SN change, it will not lead to data loss either because target PDCP entity can recognize SN in short format and HFN ambiguity will not occur so that PDCP re-establishment can be performed successfully. 
Observation 2: in case of SN length unchanged and short to long SN change lossless data delivery can be accomplished by PDCP re-establishment procedure.
When SN size is shortened the source PDCP entity does not necessarily know that the target PDCP entity is using the long SN format. In that case the source PDCP entity will forward PDCP SDU(s) with the long format to the target PDCP entity. And if target PDCP entity cannot read long format there can be HFN ambiguity, i.e. different PDCP SN may have the same low bits according to short SN length of target PDCP, and these “duplicate” PDCP PDU may be discarded by target PDCP entity, hence downlink data loss happens. 
From UE side if there are any UL PDCP SDU(s) stored in PDCP for possible uplink retransmission and which have an associated SN that is older than the most recent SN in UL than maximum value of short SN length, e.g. 4095 for 12-bit length, then these PDCP SDU(s) must be discarded, because the target PDCP cannot handle these old PDCP SDU(s) without risk of getting out of HFN sync. Taking long to short SN change within NR as an example, this uplink discarding procedure is illustrated in Fig.1.
Observation 3: in case of long to short SN change downlink/uplink data loss happens due to the shortened SN space and lack of ability of reading long SN information.

[image: image1.emf]PDCP

RLC Reception Window

SN: 4081(lost), 

4082,…,4095(received)

RLC Transmission Window

SN: 4081, 4082,…,4095,…, 

4100

PDCP

PDCP

SN: 4081,4082,…, 

4095(received)

RLC

PDCP

SN: 4081,…,4095(kept for 

retransmission)

4096,…,4100(discarded)

RLC

SN4081

handover

handover

Source 

gNodeB

Target

gNodeB

UE UE


Figure 1. uplink data loss in case of SN long to short change
3   PDCP SN reconfiguration Impact

3.2   Impact on security
Lossless data transmission is discussed for DRB in which only ciphering/deciphering is used. Figure 2 illustrates the use of the ciphering algorithm EEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream [3]. The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. For the non-handover scenario of PDCP SN length change within NR the bit number of HFN would also be changed, but the combination of HFN and SN, i.e. COUNT value, should be kept continuous, which makes sure that security module will not be affected by SN length change. So there can be no impact on security function. For the handover scenario of PDCP SN change, KEY and BEARER will change according to normal handover procedure. And for lossless data delivery all the stored PDCP SDU should be transmitted or retransmitted after handover, and if COUNT value is not continuous it will make trouble for data deciphering. So we have the following proposal:

Proposal 1: PDCP SN reconfiguration should guarantee continuous COUNT value to facilitate data deciphering for lossless data delivery.
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Figure 2. Ciphering of data

Impact on RLC

In handover scenario RLC entity should be re-established except for full configuration handover. But for the non-handover scenario of PDCP SN length change the related RLC procedure has not been discussed within NR. Before using the new PDCP SN length, there may be PDCP PDUs in the Transmitting PDCP entity which have not been acknowledged from lower layers. In order to achieve lossless and ordered delivery, all unacknowledged PDCP PDUs shall not be discarded. Then two options is available for lossless and ordered delivery:

· a): return to its PDCP entity to add a new PDCP SN again; or

· b): continue to use the old SN without any changing. 

For a), it increases more complexities in PDCP and RLC and especially cross-layer handling is needed for PDCP PDUs in RLC buffer. For b), it is simple. Therefore to avoid cross-layer handling, during PDCP-SN length reconfiguration, RLC shall continue to handle the stored PDCP PDUs with old SN-length in RLC buffer, i.e. RLC can continue to transmit the stored PDCP PDUs with old SN-length without influence. To decrease complexities, the generated PDCP PDU with old SN length in PDCP buffer should not allowed to return to process this PDCP PDU again, e.g. add new SN in the new SN length field.

Proposal 2: within NR, RLC can continue to transmit the stored PDCP PDU with old SN-length during PDCP-SN length reconfiguration. 

4   Solutions

4.2   PDCP SN reconfiguration within NR
Non-Handover scenario of PDCP SN length reconfiguration within NR
To accomplish PDCP SN reconfiguration for an established DRB in NR, two options are available:
Option 1:  introducing a “handshaking” between the Transmitting PDCP entity and the Receiving PDCP entity.

For this option, transmitting PDCP entity:

1) determines an end SN for old SN length;

2) informs this end SN to the receiving PDCP entity;

3) suspend to submit the PDCP PDUs with old SN length to lower layers after submitting the PDCP PDU with end SN. 

After receiving all PDCP PDUs before this end SN, the UE resets the receiving PDCP/RLC entity, and sends an acknowledgment to the transmitting PDCP entity to enable the data delivery procedure in transmitting PDCP entity. Based on this acknowledge, the transmitting PDCP entity resumes to submit PDCP PDUs with new SN length to lower layers. One example is showed in figure 3. And this end SN is better to be determined by network for UE behavior under control.
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Figure 3: “handshaking” between the Transmitting   PDCP entity and the Receiving PDCP entity

Option 2: introduce a bit in PDCP PDU head to indicate the SN length 

For this option, it is simple but brings extra PDCP PDU header overhead. Based on this bit, the receiving PDCP entity is able to distinguish SN length field in each PDCP PDU. Considering overhead, we slightly prefer option 1 and propose:
Proposal 3: for non-handover scenario in NR, the Transmitting PDCP entity informs end SN for old SN length to the Receiving PDCP entity; the Receiving PDCP entity acknowledges to the Transmitting PDCP entity for using the new SN length.
Handover scenario of PDCP SN length reconfiguration within NR

Due to traffic control effect, PDCP SN length of the same DRB may be various in different gNBs, which means PDCP SN change is needed. For lossless data delivery in handover the fundamental principle is that all the non-acknowledged PDCP PDU should be retransmitted, and if acknowledge has not been received these PDCP SDUs should not be discarded. For maintaining ordered data delivery SN is still needed and NR gNB/UE should be able to read SN with different lengths, especially when retransmission is performed after handover. Especially NR gNB/UE should be able to read SN with old length before “handshaking” and be able to read SN with new length after “handshaking”.
Proposal 4: NR gNB/UE should be able to read PDCP SN with different lengths for data retransmission after handover.
In NR several kinds of SN length may be supported in accordance with different traffic type, and when there is no SN length change during handover normal PDCP re-establishment can be performed easily. And so does the case of short to long SN change. For lossless data delivery when long to short SN change happens, source gNB can forward PDCP SDU(s) with the long SN format to the target gNB. Besides data forwarding for downlink data retransmission, PDUs with long SN format can be transmitted in air interface for uplink retransmission and PDCP status report can still be generated in long SN format until all PDCP stored data has been transmitted successfully. After all stored PDCP data has been transmitted successfully short SN length can be used.

Proposal 5: for handover scenario, in case of long to short SN change within NR, long PDCP SN format should be maintained until all stored PDCP data has been transmitted successfully for lossless and ordered data delivery after handover.

PDCP SN reconfiguration between LTE and NR
Handover scenario of PDCP SN length reconfiguration between LTE and NR

NR may support several kinds of SN length and due to the expected high data rate NR should support longer SN length than that of LTE. When UE moves from NR gNB to LTE eNB SN change can occur, and no matter it is from long to short or from short to long, as long as the SN length is not supported in Target LTE eNB, it will perform full configuration handover. For lossless and ordered data delivery NR source gNB has to do some necessary processing so that target eNB doesn’t need to handle long SN format. We think the only option is reconfiguring SN length to a short one before handover. Source NR gNB can reconfigure a short SN length equal to what is supported in target eNB, so the PDCP re-establishment procedure can be executed for lossless data delivery. For the handover scenario from LTE to NR the lossless data delivery can be accomplished by existing methods.
Proposal 6: in case of handover from NR to LTE, NR should reconfigure a supported SN length in LTE for lossless and ordered data delivery before handover.
Other scenarios

Handover scenario of PDCP SN length reconfiguration between eLTE and NR

Same as within NR

Handover scenario of PDCP SN length reconfiguration between LTE and eLTE

Same as between LTE and NR
5   Conclusion
By analysing PDCP SN reconfiguration for lossless and ordered delivery of higher-layer data we have the following observations:
Observation 1: full-configuration handover cannot guarantee lossless data delivery due to release and re-setup of PDCP entities.
Observation 2: in case of SN length unchanged and short to long SN change lossless data delivery can be accomplished by PDCP re-establishment procedure.
Observation 3: in case of long to short SN change downlink/uplink data loss happens due to the shortened SN space and lack of ability of reading long SN information.

And we propose:

Proposal 1: PDCP SN reconfiguration should guarantee continuous COUNT value to facilitate data deciphering for lossless data delivery.

Proposal 2: within NR, RLC can continue to transmit the stored PDCP PDU with old SN-length during PDCP-SN length reconfiguration.

Proposal 3: for non-handover scenario in NR, the Transmitting PDCP entity informs end SN for old SN length to the Receiving PDCP entity; the Receiving PDCP entity acknowledges to the Transmitting PDCP entity for using the new SN length.
Proposal 4: NR gNB/UE should be able to read PDCP SN with different lengths for data retransmission after handover.
Proposal 5: for handover scenario, in case of long to short SN change within NR, long PDCP SN format should be maintained until all stored PDCP data has been transmitted successfully for lossless and ordered data delivery after handover.

Proposal 6: in case of handover from NR to LTE, NR should reconfigure a supported SN length in LTE for lossless and ordered data delivery before handover.
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