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1	Introduction
In the context of New Radio, some improvement of Layer 2 for User Plane can be achieved. One of the area is the security: ciphering and integrity protection of the user data. The current mechanism in LTE are quite restrictive and does not consider the possible “cloud” implementation. In this contribution, we analyses the current solutions in LTE and propose some enhancement for NR.
2	Security Keys in LTE
In LTE, for User Plane there is one key per eNB and UE. From UE point of view, when DC is not configured all the DRB use the same key as input for ciphering the PDCP PDU. In case of dual connectivity, the UE uses a different key for the SCG bearers that are processed within Secondary Cell Group. In total each UE can use two different keys for User plane.
Observation 1: In LTE, all the DRB belonging to the same SCG use the same Key for ciphering.
Observation 2: In LTE, UE can already handle two keys in case of DC for DRB.
We can also notice that in LTE, when the key of the eNB is changed, all the DRB in the eNB must change their key, leading to same cell Handover. This leads to short service interruption for all the services.
Observation 3: In LTE, in case of key change in eNB, all the DRB are impacted.
3	New Radio
3.1	Security Domains
In NR, it is expected that the Network will be, at least partially, hosted in a “cloud” environment and the RAN function will be flexibly located. The different parts of the Network could be divided into different security domains, and it would make sense to not share the same security key in different security domains for a given UE.
We could first think that it would be enough to allocate one key per PDU session, but in case of cloud network implementation, it could happen that several DRBs belonging to the same UE and the same PDU session are handled in different security domains as shown in Figure 1. In this case, it is necessary that the DRBs have two different ciphering keys.


[bookmark: _Ref455496505]Figure 1: Security Domains and DRB
One way to achieve this in a simple manner is to provide one key per DRB, and per UE.
This has the following advantages:
· The security of a DRB is more independent of security of other DRBs allowing a smooth deployment in different Virtual Machines in a Cloud RAN deployment.
· It is possible to allocate/relocate DRB terminations individually while keeping the location transparent to the UE. In other words, the UE doesn't know about the internal structure of RAN 
· Key-refresh is possible for a DRB without impact on other DRBs
The production of the keys per DRB, may be achieved by using the DRB ID in the key derivation process.
NOTE	As both integrity protection and ciphering are likely to be provided for DRBs in NR (discussion still ongoing in SA3), a pair of keys per DRB would be needed.
3.2	Proposal
For the reasons given above, we propose that in NR, there is one key per DRB (or one pair of keys if integrity protection is to be provided in addition to ciphering).
Proposal 1: In NR, there is one key per DRB (or one pair of keys if integrity protection is to be provided in addition to ciphering).
We propose to send a Liaison to SA3 so that they can investigate and validate the proposed scheme ([3]).
Proposal 2: RAN2 sends a liaison to SA3 to validate the possibility to have one key per DRB.
4	Conclusion
In this contribution, we have proposed a way forward for the handling of security keys in NR, for user plane. We have made the following observations and proposal:
Observation 1: In LTE, all the DRB belonging to the same SCG use the same Key for ciphering.
Observation 2: In LTE, UE can already handle two keys in case of DC for DRB.
Observation 3: In LTE, in case of key change in eNB, all the DRB are impacted.
Proposal 1: In NR, there is one key per DRB (or one pair of keys if integrity protection is to be provided in addition to ciphering).
Proposal 2: RAN2 sends a liaison to SA3 to validate the possibility to have one key per DRB.
We also propose a text for the technical report TR 38.804.
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