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1 Introduction
The following agreements have been made in RAN2#92 meeting for RRC connection suspension and resumption:
· We assume that at suspend – resume, security is continued. It is FFS how this is done. 

· The RRC suspend procedure and the RRC resume procedure may be new procedures with new messages, or may be implemented as new IEs in existing LTE procedures. This is FFS. 

· In the message to resume, the UE provides an Identifier to be used by the eNB to access the stored information required to resume the RRC Connection. Identifier FFS.
In RAN2#92 meeting, implementing of RRC suspension and resumption with new messages was discussed in [1]. And how to implement RRC suspension and resumption by reusing the existing LTE procedure was discussed in [2]. In our opinion, it is more preferable to reuse the existing LTE procedure, e.g., RRC connection establishment/re-establishment procedure due to less specification impact and conformance testing effort. 

In this contribution, we investigate how to implement RRC suspension and resumption with the existing LTE procedure, i.e., to reuse the RRC connection establishment procedure in section 2.2.1 and to reuse the RRC connection reestablishment procedure in section 2.2.2. And then we provide an evaluation and conclusion in section 2.2.3. In addition, some relevant security issues and contexts release are also discussed. 
2 Discussion
2.1 RRC suspension with the existing LTE procedure
Currently, RRC connection release message is used to release RRC connection, which includes release of the established radio bearers as well as all radio resources. For RRC suspension, the main difference compared with RRC idle is some of the established radio bearers will not be released. In our understanding, the configuration of SRB1 and the only DRB should be kept.
To implement RRC suspension, the existing RRC connection release message can be reused with additional new IE (e.g. “AS context saving” IE) to indicate whether the UE should keep some of radio bearers when entering RRC Idle. 
Proposal 1: RRC connection release message can be reused with one additional new IE to indicate whether the UE should store the AS context after entering RRC Idle.
Especially, the PDCP COUNTs for SRB1 and the only DRB should be saved; the reason is that if the PDCP COUNTs are reset, the security key streams will be the same after the RRC resumption every time. To avoid the risk of security key streams reuse, the key updating will have to be performed after each RRC resumption procedure which will cause extra signaling overhead. 

Proposal 2: The PDCP COUNTs for SRB1 and the only DRB should be included in the stored AS context.

2.2 RRC resumption with the existing LTE procedure
RRC resumption procedure can be triggered when UE receives the paging message from network, or it can be also initiated by UE itself. To implement RRC resumption, either RRC connection establishment procedure or RRC connection reestablishment procedure can be considered. 

2.2.1 RRC resumption by RRC connection establishment procedure
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Figure 1: RRC resumption by RRC connection establishment procedure

After RRC resumption is triggered, the UE initiates RRC connection establishment procedure and sends the RRC connection request message to the eNB. After receiving the RRC connection request message, the eNB can decide whether to resume RRC with the UE’s contexts according to the UE identity, i.e. S-TMSI. If the eNB identifies there are available UE AS contexts, the eNB sends the RRC connection setup message to the UE with one additional indication, e.g., RRC resumption indication to resume the RRC connection. If the eNB identifies there are not available UE contexts in the eNB, the eNB will send the legacy RRC connection setup message to the UE, i.e., without the RRC resumption indication. 
In order that the legacy RRC connection establishment procedure can be continued in case the UE has lost the stored AS context information, i.e., without SRB1 configuration, the eNB should always send the SRB1 configuration information in the RRC connection setup message. 
After receiving RRC connection setup, the UE should send the RRC connection setup complete message to the eNB on SRB1 to acknowledge the success RRC resumption. In order to authenticate the UE and confirm the success RRC resumption, either the UE can include an authentication token in the RRC connection setup complete message, or perform ciphering and integrity protection of the RRC connection setup complete message since security contexts are already available. If the authentication is passed, the eNB confirms that the RRC resumption is successful. If there is not any security information in RRC connection setup compete message, the eNB confirms that the UE has lost AS contexts and assumes this is a legacy RRC connection establishment procedure. In details, how to authenticate the UE for RRC resumption will be discussed in section 2.3. 

Finally, security data transmission should be immediately started after RRC is successfully resumed. 
2.2.2 RRC resumption by RRC connection reestablishment procedure
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Figure 2: RRC resumption by RRC connection reestablishment procedure

After RRC resumption is triggered, the UE should check the stored AS context, if there are available AS context, the UE initiates RRC connection reestablishment procedure and sends the RRC connection reestablishment request message to the eNB. Otherwise, the UE should initiate the legacy RRC connection establishment procedure. 
After receiving the RRC connection reestablishment request, the eNB can decide to resume RRC with the UE’s contexts according to the UE identity, i.e. C-RNTI, and the eNB sends the RRC reestablishment message to the UE. This procedure requires that the UE and the eNB must keep C-RNTI stored after RRC suspension, because UE’s C-RNTI is included in RRC connection reestablishment request message as the resumption ID and it is also the input of authentication token in RRC connection reestablishment request message. However to store C-RNTI with a long time in the UE and the eNB will bring new challenge to C-RNTI space due to the huge amount of NB-IoT UEs, and the C-RNTI space will have to be extended.
In the legacy RRC connection reestablishment procedure, the security key is updated using the nextHopChainingCount value indicated in the RRC connection reestablishment message. However for RRC suspension, it is not necessary to perform key update after each RRC resumption procedure, because the UE will only resume the RRC connection from the same cell.
After receiving the RRC connection reestablishment message, the SRB 1 and the DRB should be immediately resumed, because being able to send data straightly after RRC resumption is one of the main motivations of the UP solution, without reconfiguration or security procedures. 

Finally, the UE should send the RRC connection reestablishment complete message to the eNB to acknowledge the success RRC resumption. 
In addition, if there are not other use cases for RRC connection reestablishment, it is not desirable to implement RRC resumption by RRC connection establishment procedure. 

2.2.3 Comparison of RRC resumption by existing LTE procedure
	Solutions
	Pros
	Cons

	RRC resumption by RRC connection establishment procedure
	· No new RRC procedure is introduced;

· No additional impact on C-RNTI space;
· RRC connection setup can be continued in case that the eNB or the UE does not store the AS context.
	· New specification impact to add resumption indicator in RRC connection setup message;

	RRC resumption by RRC connection reestablishment procedure
	· No new RRC procedure is introduced;


	· New specification impact to remove the  security update in RRC connection reestablishment procedure; 

· The C-RNTI space must be extended;

· New specification impact to resume DRB transmission after receiving RRC connection reestablishment message.

· If there are not other use cases for RRC connection reestablishment, it is not desirable to implement RRC resumption by RRC connection establishment procedure.


Based on the above comparison, we think it is better to resume RRC by reusing RRC connection establishment procedure. Therefore we have the following proposals. 
Proposal 3: RRC resumption should be implemented by reusing the RRC connection establishment procedure. 

Proposal 4: The resumption identifier is S-TMSI.
Proposal 5: The eNB should include the “RRC resumption indicator” in the RRC connection setup message if the eNB decides to resume RRC.

2.3 RRC resumption authentication 
If RAN2 agrees to reuse the RRC connection establishment procedure for RRC resumption, then the next question is how to authenticate the UE during the RRC resumption. The following two solutions can be considered: 

· Option 1: Including the authentication token in the RRC connection setup complete message

In option 1, the UE needs to store the old C-RNTI after entering RRC Idle, and use it together with the stored PCI and Cell-ID to generate the authentication token. This is exactly the same as the existing RRC connection reestablishment procedure. Correspondingly, the eNB should also remember the UE’s old C-RNTI and authenticate the UE according to it. Note that, the RRC resumption ID is still the S-TMSI, and the eNB can re-assign the old C-RNTI to other UEs after the RRC suspension, hence there is no impact to the C-RNTI space. 
· Option 2: Performing ciphering and integrity protection of the RRC connection setup complete message 

In option 2, the UE performs ciphering and integrity protection to the RRC connection setup complete message, because security context is available both in the UE and the eNB. Correspondingly, the eNB can authenticate the UE by checking the integrity protection of RRC connection setup complete message. 
In our understanding, both of the above two solutions can work. Since security issue is tightly relevant to SA3, it is better to send a LS to SA3 to check which solution is preferable.  

Proposal 6: Send a LS to SA3 to check the preferable solution for RRC resumption authentication. 
2.4 Clear of the stored AS context
In some cases, the UE may change its serving cell during the RRC suspension state, even though here stationary UEs are mainly considered. When the serving cell is changed, the UE shall initiate the legacy RRC connection establishment procedure rather than the RRC resumption procedure. In this case, the UE should clear the stored AS context; otherwise the NAS layer will have no idea about what kind of indication (i.e., “service request indication” or “traffic data arriving indication”) should be delivered to the AS layer Technically, the UE can still resume the suspended RRC if the new serving cell still belongs to the old eNB, nevertheless, since the UE doesn’t know the eNB ID, the simplest way is to clear the stored AS context after each serving cell change. 
Proposal 7: The UE should clear the stored AS context when its serving cell is changed.
3 Conclusion
In this contribution, we further investigated RRC suspension and resumption with the existing LTE procedure and have the following proposals.

Proposal 1: RRC connection release message can be reused with one additional new IE to indicate whether the UE should store the AS context after entering RRC Idle.

Proposal 2: The PDCP COUNTs for SRB1 and the only DRB should be included in the stored AS context.

Proposal 3: RRC resumption should be implemented by reusing the RRC connection establishment procedure. 

Proposal 4: The resumption identifier is S-TMSI.

Proposal 5: The eNB should include the “RRC resumption indicator” in the RRC connection setup message if the eNB decides to resume RRC.
Proposal 6: Send a LS to SA3 to check the preferable solution for RRC resumption authentication. 
Proposal 7: The UE should clear the stored AS context when its serving cell is changed.
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