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1. Introduction
In addition to the previous contribution [1], this paper analyses how UP solution (Solution 18 in [2]) can be supported by reusing the existing RRC states and procedures on the stage-3 level. An LS from TSG-RAN on applicability for non-NB-IoT UEs is also taken into account [3]. This paper also attempts to compare to the other approach of introducing a new RRC state and procedures as in [2].
2. Discussion
2.1. Suspending an RRC connection by retaining AS context
At RAN2 #92, the followings were agreed.

· Agree that the UE may retain the AS context in RRC_IDLE mode for UP solution. RAN2 assumes that this enhanced RRC_IDLE state is referred to as RRC_IDLE but this may be revisited.
· Introduce a RRC Connection Suspend procedure which is used at transition from RRC_CONNECTED to RRC_IDLE state and where the UE stores the AS context.

· We assume that at suspend – resume, security is continued. It is FFS how this is done.
· The RRC suspend procedure and the RRC resume procedure may be new procedures with new messages, or may be implemented as new IEs in existing LTE procedures. This is FFS.
Based on these agreements, this sub-clause looks into how the AS context including security is retained by the UE in RRC_IDLE and how an RRC connection is suspended based on the existing RRC states and procedures.
According to the existing UE behaviour when the UE leaves RRC_CONNECTED and goes into RRC_IDLE, all radio resources are released as described in sub-clause 5.3.12 of [4]. Even if the existing RRC_IDLE is enhanced for the UE to retain the AS context, the existing UE behaviour should be kept as much as possible to take full advantage of reusing the existing RRC_IDLE state. In that sense, all radio resources including the MAC configuration, the RLC/PDCP entities for all established RBs should be released when going into RRC_IDLE even though the AS context is retained in the RRC_IDLE state. The AS context can be stored as an EUTRA-UE variable by defining a new UE variable, e.g., VarAS-Config as shown below.
VarAS-Config UE variable
-- ASN1START

VarAS-Config-r13 ::=



SEQUENCE {


radioResourceConfigDedicated-r13


RadioResourceConfigDedicated,


securityAlgorithmConfig-r13




SecurityAlgorithmConfig,


measConfig-r13







MeasConfig,


nextHopChainingCount-r13




NextHopChainingCount,


physCellId-r13







PhysCellId,

s-TMSI-r13








S-TMSI,


ue-Identity-r13







C-RNTI,

}

-- ASN1STOP

To continue the security without reactivation, the AS context should also include security context, i.e., SecurityAlgorithmConfig and NextHopChainingCount. To authenticate the UE when an RRC connection is resumed, some authentication information should be kept as the AS context, e.g., last PCI, C-RNTI. S-TMSI may be needed especially if S-TMSI is used to identify the stored AS context at the eNB. On the other hand, it may not have to be specified into the RRC specification since S-TMSI is a NAS layer information and the existing UE in RRC_IDLE already knows and include it in the RRCConnectionRequest message. Subsequently, the followings are proposed.
Proposal 1:
For the UE in RRC_IDLE to retain the AS context, a new UE variable, VarAS-Config is defined.
Proposal 2:
In VarAS-Config, the following configurations are stored.

· RadioResourceConfigDedicated

· SecurityAlgorithmConfig

· MeasConfig

· NextHopChainingCount

· PhysCellId

· S-TMSI

· C-RNTI

In addition, it would be beneficial to define how long the UE keeps the valid AS context. The UE is not required to keep the AS context infinitely. The eNB can also release the invalid AS context when the valid time elapses after the UE goes RRC_IDLE. Given that the UP solution is to be developed to apply for non-NB-IoT UEs, the valid time of AS context should be configurable by the eNB depending on different use cases and traffic characteristics. As such, the followings are proposed.
Proposal 3:
It is specified into the RRC specification how long the UE keeps the valid AS context.

Proposal 4:
The eNB should be able to configure the valid time of AS context. The value range is FFS.
With regards to the procedure for RRC connection suspension, the existing RRCConnectionRelease message can be extended to ask the UE to retain the AS context while in RRC_IDLE [1]. An example of the extension is provided below.
RRCConnectionRelease-v13xy-IEs ::=
SEQUENCE {


ue-AS-ConfigDeactive-r13



ENUMERATED {true}

OPTIONAL,
-- Need ON

ue-AS-ConfigValidityTime-r13


ENUMERATED {min5, min10, min20, min40,















hr1, hr3, hr6, hr12, day1,















day2, day4, day8, day16,















day32, spare2, spare1}

DEFAULT hr3,

nonCriticalExtension



SEQUENCE {}



OPTIONAL

}

	ue-AS-ConfigDeactive
Indicates that the UE shall store the AS configuration into VarAS-Config specified in 7.1 while in RRC_IDLE.

	ue-AS-ConfigValidityTime
Indicates the maximum time that the UE considers the stored AS configuration into VarAs-Config specified in 7.1 while in RRC_IDLE as valid.


In conjunction with the previous proposals, the followings are proposed.

Proposal 5:
The existing RRCConnectionRelease message is extended for the UE to store the AS context into VarAS-Config while in RRC_IDLE.
Proposal 6:
In the extension of the RRCConnectionRelease message, the valid time of AS context is configured for the UE.

2.2. Resuming an RRC connection

In addition to the agreements described in sub-clause 2.1, the followings were also agreed at RAN2 #92.
· Introduce a RRC connection resume procedure which is used at transition from RRC_IDLE to RRC_CONNECTED and where previously stored information in the UE as well as in the eNodeB is utilized to resume the RRC connection.
· In the message to resume, the UE provides an Identifier to be used by the eNB to access the stored information required to resume the RRC Connection. Identifier FFS.

· If the resume procedure fails, e.g. if the AS context is not present, we assume that the UE initiates connection setup. It is FFS if this is done in an optimized way or not.
· It is FFS if DRB can be multiplexed with connection resume request if the granted transport block size permits.
Based on these agreements, this sub-clause looks into how the retained AS context is resumed by the existing RRC connection establishment procedure. Two options can be considered in terms of when UE authentication is performed at the eNB as illustrated in Figure 1.
Option 1:

UE authentication is performed upon receiving the RRCConnectionSetupComplete message (Fig.1(a)).
Option 2:

UE authentication is performed upon receiving the RRCConnectionRequest message (Fig.1(b)).
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Figure 1:

RRC resume procedure alternatives

On Option 1, the UE indicates that the AS context is stored in the RRCConnectionRequest message. This can be done by utilising the spare bit in RRCConnectionRequest-r8-IEs as shown below.
RRCConnectionRequest-r8-IEs ::=

SEQUENCE {


ue-Identity






InitialUE-Identity,


establishmentCause




EstablishmentCause,


ue-AS-ConfigStored-r13



ENUMERATED {true}



OPTIONAL
}

	ue-AS-ConfigStored
Indicates that the UE stores the AS configuration into VarAS-Config specified in 7.1 used in the previous RRC connection.


Upon receiving the RRCConnectionRequest message, if the eNB stores the AS context for this UE, the eNB replies it by sending the RRCConnectionSetup message indicating to resume the stored AS context and requesting to provide UE authentication information as shown below. 
RRCConnectionSetup-v13xy-IEs ::= SEQUENCE {


ue-AS-ConfigActivate-r13


ENUMERATED {true}




OPTIONAL,
-- Need OP

ue-AuthenticationTokenReq-r13

NextHopChainingCount



OPTIONAL,
-- Cond AS

nonCriticalExtension



SEQUENCE {}






OPTIONAL

}

	RRCConnectionSetup field descriptions

	ue-AS-ConfigActivate
Indicates that the UE resumes to use the AS configuration stored in VarAS-Config specified in 7.1.

	ue-AuthenticationTokenReq
Query for the UE to retrieve the authentication token by indicating the nextHopChainingCount.


	Conditional presence
	Explanation

	AS
	The field is mandatory present, need OP, if ue-AS-ConfigActivate is present. Otherwise the field is not present.


The eNB can identify the corresponding AS context by S-TMSI included in the existing RRCConnectionRequest message. The UE replies to send the RRCConnectionComplete message including the UE authentication information as shown below.

RRCConnectionSetupComplete-v13xy-IEs ::= SEQUENCE {


ue-AuthenticationToken-r13


AuthenticationToken-r13


OPTIONAL,


nonCriticalExtension



SEQUENCE {}





OPTIONAL

}

AuthenticationToken-r13 ::=


SEQUENCE {


lastC-RNTI-13






C-RNTI,


lastPhysCellId-r13





PhysCellId,


lastShortMAC-I-r13





ShortMAC-I

}

	ue-AuthenticationToken
Information to authenticate the UE composed of C-RNTI, PCI and ShortMAC-I used in the previous RRC connection.


Upon receiving the RRCConnectionComplete message, the eNB can perform authentication for the UE. If the authentication fails, the eNB release the RRC connection by sending the RRCConnectionRelease message to the UE.
On Option 2, The UE includes all the necessary information for authentication in the RRCConnectionRequest message. It also implies that the UE stores the AS context. This can be done by introducing a critical extended IE as shown below.
RRCConnectionRequest message
-- ASN1START

RRCConnectionRequest ::=


SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionRequest-r8



RRCConnectionRequest-r8-IEs,



criticalExtensionsFuture


RRCConnectionRequest-r13-IEs

}

}

RRCConnectionRequest-r8-IEs ::=

SEQUENCE {


ue-Identity






InitialUE-Identity,


establishmentCause




EstablishmentCause,


spare







BIT STRING (SIZE (1))

}

RRCConnectionRequest-r13-IEs ::=

SEQUENCE {


ue-Identity-r13






InitialUE-Identity-r13,


establishmentCause-r13




EstablishmentCause
}

InitialUE-Identity ::=



CHOICE {


s-TMSI







S-TMSI,


randomValue






BIT STRING (SIZE (40))

}

InitialUE-Identity-r13 ::=



CHOICE {


legacyInitialUE-Identity-r13


InitialUE-Identity,


ue-AS-ConfigIdentity-r13



UE-AS-ConfigIdenity-r13
}

EstablishmentCause ::=



ENUMERATED {











emergency, highPriorityAccess, mt-Access, mo-Signalling,











mo-Data, delayTolerantAccess-v1020, mo-VoiceCall-v1280, spare1}

UE-AS-ConfigIdentity-r13 ::=


SEQUENCE {


lastC-RNTI-13






C-RNTI,


lastPhysCellId-r13





PhysCellId,


lastShortMAC-I-r13





ShortMAC-I

}

-- ASN1STOP

	RRCConnectionRequest field descriptions

	establishmentCause

Provides the establishment cause for the RRC connection request as provided by the upper layers. W.r.t. the cause value names: highPriorityAccess concerns AC11..AC15, ‘mt’ stands for ‘Mobile Terminating’ and ‘mo’ for ‘Mobile Originating.

	randomValue

Integer value in the range 0 to 240 ( 1.

	ue-AS-ConfigIdentity
Includes information to identify and authenticate the AS configuration stored by the UE and E-UTRAN, which consists of C-RNTI, PCI and ShortMAC-I used in the previous RRC connection.

	ue-Identity

UE identity included to facilitate contention resolution by lower layers.


For the UE to send the critical extended RRCConnectionRequest, the UE has to know whether the eNB can comprehend the critical extended message. To do this, a broadcast bit is added to indicate the eNB support of critical extended message as proposed in [1].

Upon receiving this critical extended RRCConnectionRequest message, the eNB performs UE authentication. If the authentication fails, the eNB reject the RRC connection by sending the RRCConnectionReject message to the UE. The AS context stored at the eNB can be identified by some of ue-AS-ConfigIdentity included in the RRCConnectionRequest message, e.g., C-RNT, ShortMAC-I. It is noted that S-TMSI is not included if ue-AS-ConfigIdentity is included since they are a choice for InitialUE-Identity-r13. This structure as shown in the above example is essential to keep the message size of RRCConnectionRequest as it is (48 bits).
If the UE authentication is succeeded and the AS context is identified for the UE, the eNB replies the RRCConnectionSetup message indicating to resume the AS context and NextHopChainingCount stored as the AS context as shown below.
RRCConnectionSetup message
-- ASN1START

RRCConnectionSetup ::=



SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE {




rrcConnectionSetup-r8



RRCConnectionSetup-r8-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionSetup-r8-IEs ::=

SEQUENCE {


radioResourceConfigDedicated

RadioResourceConfigDedicated,


nonCriticalExtension



RRCConnectionSetup-v8a0-IEs


OPTIONAL

}

RRCConnectionSetup-v8a0-IEs ::= SEQUENCE {


lateNonCriticalExtension


OCTET STRING





OPTIONAL,


nonCriticalExtension



RRCConnectionSetup-v13xy-IEs






OPTIONAL

}

RRCConnectionSetup-v13xy-IEs ::= SEQUENCE {


ue-AS-ConfigActivate-r13


ENUMERATED {true}




OPTIONAL,
-- Need OP


nextHopChainingCount-r13


NextHopChainingCount



OPTIONAL,
-- Cond AS

nonCriticalExtension



SEQUENCE {}






OPTIONAL

}

-- ASN1STOP

	RRCConnectionSetup field descriptions

	ue-AS-ConfigActivate
Indicates that the UE resumes to use the AS configuration stored in VarAS-Config specified in 7.1.


	Conditional presence
	Explanation

	AS
	The field is mandatory present, need ON, if ue-AS-ConfigActivate is present. Otherwise the field is not present.


Upon receiving the RRCConnectionSetup message, the UE resumes the AS context including security. Since the radioResourceConfigDedicated field is mandatory in the existing RRCConnectionSetup message, the eNB has to include this field anyway even though the UE stores the AS context. Nevertheless, delta configuration can be supported inside the fields within the RadioResouceConfigDedicated IEs. For instance, this can be done by adding the procedure text on top of the existing one for reception of the RRCConnectionSetup as shown below.
5.3.3.4
Reception of the RRCConnectionSetup by the UE

NOTE:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:
1>
if the valid AS configuration is stored into VarAS-Config:

2>
if the ue-AS-ConfigActivate is set to true and nextHopChainingCount is included in the RRCConnectionSetup message:

3>
perform the radio resource configuration procedure in accordance with the radioResourceConfigDedicated stored into VarAS-Config and as specified in 5.3.10;
3>
perform the measurement configuration procedure in accordance with the measConfig stored into VarAS-Config as specified in 5.5.2;
3>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value included in the RRCConnectionSetup message, as specified in TS 33.401 [32];
3>
store the nextHopChainingCount value;
3>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
3>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
3>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
3>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>
else:

3>
release all the AS configuration stored into VarAS-Config;

1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

< omit the rest of procedures >
The similar procedure text can also be adopted for Option 1. After resuming the AS context, the UE replies the RRCConnectionSetupComplete message to the eNB. In this option, the extension is not required and the existing RRCConnectionSetupComplete message can be reused as it is. For the detailed reference, an example CR of Option 1 and 2 is provided in [5, 6].
Comparing between two options, Option 1 has an advantage that the eNB can authenticate the UE before accepting to resume an RRC connection, while Option 2 has to accept an RRC connection at first even though the authentication has not been performed yet. If the authentication fails in Option 2, the eNB has to release the RRC connection after the RRC connection establishment procedure. This is somewhat a waste of radio and eNB processing resource.
On the other hand, if new establishment causes are needed for NB-IoT UEs in addition to the existing ones and new cause values are introduced more than two, critical extension of the RRCConnectionSetup message is also required for this purpose. If the critical extended establishment cause, i.e., EstablishmentCause-r13 includes the legacy values and the new values, the number of values including spares is extended to 16. This cannot be done together with Option 2 since the message size of RRCConnectionRequest becomes 7 octets. Enlarging the message size delivered on CCCH deteriorates the cell coverage. Considering the past history in Rel-8 that the message size of RRCConnectionRequest was designed as minimum (6 octets), it is desirable to keep the same message size. There is an on-going discussion on access control for NB-IoT [7]. From the majority view so far, it is not likely that more than 2 new establishment causes are introduced for NB-IoT. In that sense, Option 2 seems a better choice than Option 1. 
Table 1:
Message size of RRCConnectionRequest
	
	More than 2 new establishment causes
	At most 1 new establishment cause

	Option 1
	6 octets
	6 octets

	Option 2
	7 octets
	6 octets


From the above analysis, the followings are proposed.
Proposal 7:
The existing RRC connection establishment procedure is extended to resume an RRC connection using stored AS context at the eNB/UE.
Proposal 8:
Upon receiving the RRCConnectionRequest message, the eNB performs UE authentication and identify the stored AS context for the UE.

Proposal 9:
For the eNB to perform UE authentication, the RRCConnectionRequest message is critically extended to include C-RNTI, PCI and ShortMAC-I in the previous RRC connection.

Proposal 10:

C-RNTI or ShortMAC-I is used for the eNB to identify the stored AS context for the UE.

Proposal 11:
The RRCConnectionSetup message is extended for the UE to resume the AS context and security as shown in this paper.

Proposal 12:

Delta configuration is supported for radioResourceConfigDedicated.

Proposal 13:
The eNB broadcast in SIB2 to indicate support of the critical extended RRCConnectionRequest.
2.3. Security aspects
For the eNB to authenticate a UE when an RRC connection is resumed, the similar mechanism for the existing RRC connection reestablishment procedure is assumed in this paper. Namely, C-RNTI, PCI and ShortMAC-I in the previous RRC connection are used for the UE authentication and both the eNB and the UE stores NextHopChainingCount to resume the security context. Nonetheless, it has not been consulted from the security point of view and so SA3 consultation is deemed as necessary. Therefore, the following is also proposed.
Proposal 14:

Consult the security aspects of RRC connection resume and suspension by SA3.

2.4. Comparison to introducing a new RRC state and procedure

UP solution, i.e., suspending and resuming an RRC connection can be supported by introducing a new RRC state (e.g, RRC_SUSPENDED) and new procedures for suspension and resume. On the other hand, UP solution can also be supported by extending the existing RRC protocols as analylsed in this paper. Both approaches can work for UP solution. It could be argued that a new procedure can simplify the message only to include necessary information at minimum. Nevertheless, given that the requirement for the initial uplink message size is the same to keep the cell coverage as it is (i.e., 48bits), the parameters to be included in new messages are likely to be the same as proposed in this paper. In that sense, it is preferable to reuse the existing RRC state and procedures as much as possible. Therefore, the following is proposed.
Proposal 0:
The existing RRC connection establishment and release procedures are extended for supporting UP solution.

3. Summary and proposal
This paper analysed the stage-3 level specification impact to support U-plane based solution by reusing the existing RRC states and procedures. In summary, the followings were proposed.
Proposal 0:
The existing RRC connection establishment and release procedures are extended for supporting UP solution.
Proposal 1:
For the UE in RRC_IDLE to retain the AS context, a new UE variable, VarAS-Config is defined.
Proposal 2:

In VarAS-Config, the following configurations are stored.

· RadioResourceConfigDedicated

· SecurityAlgorithmConfig

· MeasConfig

· NextHopChainingCount

· PhysCellId

· S-TMSI

· C-RNTI

Proposal 3:

It is specified into the RRC specification how long the UE keeps the valid AS context.

Proposal 4:

The eNB should be able to configure the valid time of AS context. The value range is FFS.
Proposal 5:
The existing RRCConnectionRelease message is extended for the UE to store the AS context into VarAS-Config while in RRC_IDLE.

Proposal 6:
In the extension of the RRCConnectionRelease message, the valid time of AS context is configured for the UE.

Proposal 7:
The existing RRC connection establishment procedure is extended to resume an RRC connection using stored AS context at the eNB/UE.

Proposal 8:
Upon receiving the RRCConnectionRequest message, the eNB performs UE authentication and identify the stored AS context for the UE.

Proposal 9:
For the eNB to perform UE authentication, the RRCConnectionRequest message is critically extended to include C-RNTI, PCI and ShortMAC-I in the previous RRC connection.

Proposal 10:

C-RNTI or ShortMAC-I is used for the eNB to identify the stored AS context for the UE.

Proposal 11:
The RRCConnectionSetup message is extended for the UE to resume the AS context and security as shown in this paper.

Proposal 12:

Delta configuration is supported for radioResourceConfigDedicated.

Proposal 13:
The eNB broadcast in SIB2 to indicate support of the critical extended RRCConnectionRequest.
Proposal 14:

Consult the security aspects of RRC connection resume and suspension by SA3.
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