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Introduction
Access control for NB-IoT was discussed at RAN2#91bis and the following agreements were made [1]:
Network sharing, up to 6 PLMNs
Access control (per PLMN)
We will aim to have only one mechanism for Access Control. Details FFS. 
In access, we discriminate between 2 cases, to support discrimination between normal reporting and exception reports.
The Access Control concept of NB-IoT should be based on the availability of Access Classes in the SIM/UICC like in GSM/UMTS/LTE.

In addition the following agreements were made in RAN2#92 [2]:
The access control mechanism for NB-IOT shall be able to discriminate between different roaming UEs, i.e. the same roaming differentiation as for EAB.  
We need some priority discrimination
We assume that the priority discrimination classes can be hard-coded in the specification, normal reporting, high-priority/alarm/exception report. This need to be provided by NAS. The final classes are FFS.
We use barring bitmap
We assume that NB-IOT doesn’t support SSAC and ACB-skip.
The barring bitmap is transmitted separately from other system information and only when access control is enabled.
It is FFS whether change of bitmap will trigger SI change indication. 
It is FFS how to spread the load after un-barring / barring change. 
The barring bitmap check is applicable to normal reports. 
A separate flag is broadcasted which indicates if exception reports are subject to barring bitmap check or not.
It is FFS if we introduce a third class of priority in Access Control, but the use case need to be better clarified. 
FFS if Barring time is introduced.

In this contribution, access control for NB-IoT is discussed further.
[bookmark: _Ref178064866]Discussion
Access control is an important mechanism to avoid RAN and CN overload. It prevents UEs from accessing the RACH and thereby eliminates the risk of a synchronized peak of random accesses. At the same time core network load is reduced since fewer requests are being forwarded from the eNB to the MME.
Access Barring Bitmap
It has been previously been agreed to at least support two priority discrimination classes, normal reporting and exceptional reporting. Since then some the possible need for a third priority class has been lifted by some companies. Given that it is hard to even define what exceptional reporting will be, will it be reserved for important control signaling or is up to the UE or application, it is not favorable to have any further priority classes in order not to increase complexity unnecessarily.
[bookmark: _Toc438290313][bookmark: _Toc439849836][bookmark: _Toc440373848][bookmark: _Toc440371932]Two priority discrimination classes are supported, normal and exceptional reporting. 
It has further been agree to base access control on the available access classes and that the solution should be based on a barring bitmap. The existing barring bitmap in LTE, EAB, applies to both MO signalling in MO data and we propose to keep the same principle. More specifically a UE is barred when the bit in the bitmap corresponding the UE’s access class is set to 1. If it is set to 0 the UE is allowed to access the cell.
[bookmark: _Toc438290314][bookmark: _Toc439849837][bookmark: _Toc440371933][bookmark: _Toc440373849]A barring bitmap is used which is mapped to Access Classes 0-15 and is common to both MO data and MO signalling.
The latter differentiation refers to NAS signalling and therefore MO signalling refers to TAU, attach and detach and both data-over-NAS (solution 2) and RRC Connection Resume (solution 18) would be MO data. It is however a concern that for larger transmissions a lot of data-over-NAS traffic can overload the control plane and therefore means for the network to differentiate the type of access would be desirable.
[bookmark: _Toc440371934][bookmark: _Toc440373850]Introduce an indication to be able to prohibit data-over-NAS access to avoid control plane overload.
The form of such an indication, e.g. a flag or similar, would be FFS.

To reduce the transmission time for time critical applications (e.g. alarms), it was agreed to support differentiation between normal and exception reporting. That is, it was agreed that “A separate flag is broadcasted which indicates if exception reports are subject to barring bitmap check or not” [2]. Such a flag can either be included in MIB or in the new SIB carrying the barring bitmap. Since barring does not apply to neither normal or exceptional reporting when the SIB carrying the barring bitmap is not broadcasted, it would be inefficient to have this flag in MIB increasing its size even access control is not enabled. Further it makes sense to keep access control related information in a common location. Therefore we propose to have such a flag in the new SIB carrying the barring bitmap. In this case exceptional reports could be mapped to specific bits of the barring bitmap. For example, AC 10 could be reused for exception reports since emergency calls do not have to be supported in NB-IoT.  
[bookmark: _Toc440371935][bookmark: _Toc440373851]Exception reports are similar to emergency calls in GSM/WCDMA/LTE and uses AC 10. 
The combination of the previous agreements to have network sharing of up to 6 PLMNs and a bitmap based solution for access control leads to that the possibility of providing a barring bitmap per PLMN is the most natural solution.
[bookmark: _Toc438290315][bookmark: _Toc439849838][bookmark: _Toc440371936][bookmark: _Toc440373853]Multi-PLMN support is achieved by the possibility of having a barring bitmap per PLMN. 
Is should however be noted that it should be possible to, as in EAB, still have one common bitmap for all PLMNs to minimize the size of the barring SIB.
In order for operators to bar roaming UEs it has been agreed that NB-IoT Access Control shall have roaming support with the same classification as used for EAB. 
[bookmark: _Toc438290316][bookmark: _Toc439849839][bookmark: _Toc440371937][bookmark: _Toc440373854]Roaming support is achieved by having providing a UE category value {a, b, c} per bitmap as in EAB. 

Barring Bitmap Update
Access Class Barring (ACB) as present in legacy SIB2 is probability based and does not require fast update of the barring parameters in system information broadcast. It however has other drawbacks such as that it is hard to test whether UEs follow the standard due to the probability factor and it further requires that UEs obey the barring time for a fair sharing. EAB on the other hand relies on that certain Access Classes are barred and others not to reduce the access load and that the barring bitmap is then rotated over time to allow that all UEs gain access by taking turns. Since the barring bitmap might have to be updated relatively often because of this, it is not feasible to restrict the bitmap to only change at BCCH modification period boundaries. Further, if SI change notification in paging is sent out and the valueTag is updated every time the bitmap is rotated this would cause frequent re-acquisition of system information which would negatively impact UE battery life. Therefore, we propose to keep the EAB principle for the bitmap agreed to have for NB-IoT.
[bookmark: _Toc438290317][bookmark: _Toc439849840][bookmark: _Toc440371938][bookmark: _Toc440373855]Update of the SIB containing the barring bitmap information does not mandate SI change notification in paging or valueTag change. 
The solution is therefore that the UE, as in EAB, prior to each access attempt ensures that it is allowed to access the cell if the barring bitmap is currently being broadcasted in system information (SIB14 for EAB). 
[bookmark: _Toc438290318][bookmark: _Toc439849841][bookmark: _Toc440371939][bookmark: _Toc440373856]The UE must ensure access is allowed prior to access by checking the barring bitmap if it is currently transmitted in SIB. (Barring time is not required). 
This solution therefore, in principle, enables instantaneous access barring, independent of eDRX and the BCCH modification period. However, since UEs must acquire several repetitions for coverage enhanced operation it is beneficial if the barring bitmap can only be updated with a certain periodicity with clearly defined starting position, i.e. a barring modification period. This would also guide the UE as to when it can attempt to re-acquire the bitmap in case it is barred to avoid un-necessary re-acquisition.
[bookmark: _Toc438290319][bookmark: _Toc439849842][bookmark: _Toc440371940][bookmark: _Toc440373857]The barring bitmap information can be updated by the network according to a barring modification period.
The length of this barring modification period would have to reflect the number of repetitions that a UE would need to acquire in order to successfully decode the SIB carrying the barring bitmap (and possibly also the access attempt). This would be up to RAN1 to decide and it would also remain to be decided if a hard-coded period would be sufficient or if it should be configurable per cell. 
That UEs follow a certain barring time is however only required for probability based access control, such as legacy ACB in SIB2. In this case UEs would gain an advantage if the barring time is reduced.
[bookmark: _Toc440373861]Barring time is only meaningful for probability based access control where UEs would get an advantage from a short barring time.
Therefore with the agreed barring bitmap solution for NB-IoT, there is no need for a barring time since the time instant at which access barring will be lifted for a UE of a certain access class will be independent of how frequent it re-acquires the barring bitmap. However, there could potentially be an access peak in the beginning of the barring modification period once barring is lifted. The 10 access classes for normal reporting would restrict the simultaneous accesses to 1/10th if the barring bitmap is rotated per access class. There could however still be a need to distribute the accesses over the barring period. One way of doing so would simply be to distribute according to UE ID, i.e. subframe=UE_ID mod(N), where N is the barring modification period.

Access Control Enabling
[bookmark: _GoBack]It has been agreed that the system information block containing the barring bitmap information only needs to be transmitted when access control is enabled. It can however be problematic for the UE to determine whether this SIB is currently present, especially for UEs requiring coverage enhancements (CE) which must accumulate several periodical transmissions of the SIB. That is, it would take the UE the same time to conclude that the SIB is currently not present even when access control is not enabled as it would to decode it when access control is enabled. Since most often access control is in fact not enabled this would cause the UE unnecessary additional power consumption and latency. It is therefore desirable that the UE has up-to-date knowledge of whether access control is enabled or not such that it can avoid decoding the barring SIB when not enabled. Note that the scheduling information (contained in SIB1 if the legacy structure is kept) will likely be unchanged for the barring SIB. A straight forward solution is then to include use 1 bit in SIB1 to indicate if access control is enabled. Since the valueTag in NB-IoT is placed in MIB, a change of this bit would give rise to SI paging notification and valueTag update such that UEs would have an up-to-date knowledge of whether access control is enabled. (As an alternative to reduce the size, this 1 bit indication would not have to be explicitly to be included. However this would break the legacy procedure since a UE that has been out-of-coverage could not find out whether the SIB carrying the barring bitmap is currently broadcasted).
To avoid an synchronized access peak when barring is lifted, it could be considered to allow the network skip notifying UEs about the SI change update in paging (i.e. the stopped transmission of the barring bitmap). If some form of load distribution mechanism is already used as described above this would not be needed.
[bookmark: _Toc440373862]If a 1 bit indication in SIB is used to indicate whether access barring is active and if the barring bitmap is currently broadcasted in SIB, the change of this indication would give rise to SI change notification in paging and valueTag change.
This would however have the effect that the UE must read all system information whenever barring is enabled (or disabled) which has a negative impact on UE battery life and therefore a further improvement is to instead put this indication directly in MIB to disconnect it from the valueTag changes and have a direct access to barring information.
[bookmark: _Toc438290320][bookmark: _Toc439849843][bookmark: _Toc440371941][bookmark: _Toc440373863]1 bit in MIB is used to indicate whether access barring is active and if the barring bitmap is currently broadcasted in a SIB.

Conclusion
In this contribution we have discussed the access control for NB-IoT. In section 2 we make the following proposals and observations:
Proposal 1	Two priority discrimination classes are supported, normal and exceptional reporting.
Proposal 2	A barring bitmap is used which is mapped to Access Classes 0-15 and is common to both MO data and MO signalling.
Proposal 3	Introduce an indication to be able to prohibit data-over-NAS access to avoid control plane overload.
Proposal 4	Exception reports are similar to emergency calls in GSM/WCDMA/LTE and uses AC 10.
Proposal 5	Multi-PLMN support is achieved by the possibility of having a barring bitmap per PLMN.
Proposal 6	Roaming support is achieved by having providing a UE category value {a, b, c} per bitmap as in EAB.
Proposal 7	Update of the SIB containing the barring bitmap information does not mandate SI change notification in paging or valueTag change.
Proposal 8	The UE must ensure access is allowed prior to access by checking the barring bitmap if it is currently transmitted in SIB. (Barring time is not required).
Proposal 9	The barring bitmap information can be updated by the network according to a barring modification period.
Observation 1	Barring time is only meaningful for probability based access control where UEs would get an advantage from a short barring time.
Observation 2	If a 1 bit indication in SIB is used to indicate whether access barring is active and if the barring bitmap is currently broadcasted in SIB, the change of this indication would give rise to SI change notification in paging and valueTag change.
Proposal 10	1 bit in MIB is used to indicate whether access barring is active and if the barring bitmap is currently broadcasted in a SIB.
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