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1 Introduction and background
NB-IoT is a Rel-13 feature supporting two alternative ways of transporting data. Data can be handled by a convention U-plane transport or be transported over NAS (Data over NAS or DoNAS for short). For the alternative where data is transported over the usual U-plane, the RRC connection can be suspended to be resumed at a later time to reduce signalling due to state transitions. 

This contribution takes a look at security aspects of NB-IoT. In section 2.1 a number of use cases are identified. Sections 2.3 and 2.4 discusses security aspects pertaining to DoNAS and RRC Connection Suspend/Resume [2]
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[4], respectively.
2 Security
2.1 Security aspects

In the following we will be concerned with two types of protection of information: privacy or confidentiality protection and integrity protection. The former protects against unauthorized access to information and the latter protects against manipulation of information or (malicious) injection of information.

In LTE U-plane data transfers are ciphered for confidentiality. In LTE C-plane signalling is ciphered (for confidentiality) and integrity protected. Once LTE AS security has been started it cannot be stopped. For security reasons many procedures are not allowed before AS security is started. Only limited set of procedures are allowed; e.g., to establish an RRC connection and to start AS security.

We will take closer look at three important cases where protection of the signalling is considered required:
2.1.1 Measurement reporting

In earlier releases it was allowed (although not recommended) to configure and report measurements before security activation. It has since, however, been found to pose a privacy threat as the measurement reports can aid in locating individual UEs. Therefore, the standard was recently updated so as to disallow measurement reporting before AS security activation. Note that measurement configuration is still admissible before start of security.

Since measurement reports are also important input to network configuration and load balancing, there are also integrity aspects of measurement reporting. It should be ensured that input to network configuration and tuning is authentic and not easily manipulated or maliciously injected. Incorrect input can lead to network misconfiguration and poor performance or even denial of service.
2.1.2 Connection Release and Redirect
As in LTE, the release of an RRC connection shall be protected to avoid that release of RRC connections can be initiated by third party. This is particularly important in case of release with redirection where a third party could otherwise redirect a large number of UEs at a specific carrier/node.

We acknowledge that in the current specification, in exceptional cases where a connection needs to be released before AS security could be started, RRC connection release may be sent without security. As mentioned this is however an exception from security principles to accommodate a need to ensure protocol consistency for an atypical case.

2.1.3 Connection Reestablishment

The RRC connection reestablishment procedure is an efficient means to return from a RLF condition without requiring to go through the connection establishment procedure from scratch; i.e., without starting over from IDLE state. The E-UTRA AS security framework is an integral component of the RRC connection reestablishment functionality. The identification and verification of the UE context is based on existing AS security framework. Hence AS security functionality is required for connection reestablishment.
2.2 NB-IoT

Based on discussion and considerations above it is observed that:

Observation 1 AS security is needed for measurement reporting, connection release (with and without redirection) and connection re-establishment.

It has been assumed that AS security would not be needed for DoNAS. This has however not been confirmed by SA3. The use cases described in subclause 2.1 apply generally to NB-IoT; i.e., both UP and CP based transport. According to existing security principles it is therefore considered that support for AS security is needed for NB-IoT regardless of mode of data transport; i.e., both for data over UP and data over CP.
Proposal 1 AS security is supported for NB-IoT devices.

2.3 DoNAS

W r t AS security for DoNAS only capable devices, complexity and overhead
 reasons have been argued to make it undesirable to support AS security. As will be seen in the following complexity and overhead from AS security is very limited and/or possible to mitigate.

Regarding the complexity aspect it should be noted that the additional complexity for supporting AS security is expected to be very limited on the terminal side since the same algorithms and IP/ciphering engines/code are available in the UE for NAS security. We assume that they could be shared between AS and NAS. It is further noted that there is no strict requirement on encryption speed and encryption delay is not expected to be an issue for low-rate services. HFN desync avoidance should be considered but is also not expected to be a problem for infrequent and low-rate data over NAS.
Activation of security is network controlled and therefore security could be started only when needed for sensitive RRC procedures such as redirection or reporting measurement. To be confirmed by SA3.

W r t overhead it could be considered to keep SRB2 for NAS information and apply AS security only to SRB1.

Proposal 2 For DoNAS security can be activated by the network when needed for sensitive RRC procedures such as, e.g., redirection, measurement reporting or when need for re-establishment is expected.
Proposal 3 Discuss whether to support SRB2 in NB-IoT for NAS information and apply AS security only to SRB1.

2.4 RRC Connection Suspend/Resume

In addition to the general NB-IoT use cases for security above, protection of U-plane is also needed.
Some additional aspects which should be considered are key change, algorithm change and protection of connection resume request.

2.4.1 Key Change and Algorithm Change
In the current specification key change is performed at HO. In addition, key-change-on-the-fly (used for key refresh and re-keying) is performed by means of HO. Since HO is not supported for NB-IoT, key change, key refresh and re-keying should be considered at connection resume.

For key change and key refresh the UE should perform key derivation at connection resume (horizontally or vertically based on NCC parameter). 
Proposal 4 Key change is performed at connection resume. 
Proposal 5 Key refresh is supported by means of connection suspend/resume.

Proposal 6 Next hop Chaining Counter (NCC) parameter is used to determine whether to derive keys horizontally or vertically.

For re-keying one could perform re-keying at resume based on a keyChangeIndicator or, if re-keying would be infrequent enough, rely on releasing and establishing a new RRC connection. This should be confirmed by SA3.

In addition to key change also change of security algorithm is supported at HO. We consider the need for frequent algorithm change unlikely today, but if new algorithms are added in the future it may be useful to allow for algorithm change at resume without needing to release and establish new connection. As this is not expected to be an issue for a first release of the connection suspend/resume feature we do not propose to support algorithm change at connection resume.

Since the suspend/resume is a prepared state transition, it is natural to provide the NCC parameter with the connection suspend message. This also reduces signalling and delay at resume. Providing the NCC parameter with the resume message, would unnecessarily delay activation of AS security, introduce additional signalling handshake and preclude ciphering of the resume message and multiplexing of UP logical channels with CCCH (RA msg3 at resume). Therefore we propose:

Proposal 7 In the suspend message, the eNB provides the UE with the Next Hop Chaining Counter (NCC) associated with the K_eNB that is to be used at subsequent resumption.

Proposal 8 Whether in the suspend message, the eNB also provides the keyChangeIndicator to support re-keying at subsequent resumption is FFS.

2.4.2 Protection of Connection Resume Request

The connection resume request will be sent on CCCH and, hence, will not be ciphered or integrity protected. Therefore some form of Message Authentication Token (MAC) seems needed. Different possibilities for MAC exists; e.g., reuse ShortMAC-I, new MAC or encoded in an eNB assigned Resume ID [3]. 
Proposal 9 The resume request message from UE to eNB includes a Message Authentication Code (MAC) to securely identify the UE.

Whether to use a discrete MAC or encode it in an eNB assigned Resume ID should be confirmed by SA3.

2.4.3 Other aspects

Since the connection resume is a prepared state transition from IDLE to CONNECTED and the NCC parameter can be provided at suspend it is proposed to resume AS security in the UE as part of the initiation of transmission of the connection resume request; i.e., when RRC submits the resume request message to SRB0 for transmission in the lower layers, CP and UP security has been activated. 
Proposal 10 At connection resume, security is reactivated in the UE as part of initiation of transmission of the RRCConnectionResumeRequest.
3 Conclusion
Based on observations, considerations and discussion above, we propose that:
Proposal 1
AS security is supported for NB-IoT devices.
Proposal 2
For DoNAS security can be activated by the network when needed for sensitive RRC procedures such as, e.g., redirection, measurement reporting or when need for re-establishment is expected.
Proposal 3
Discuss whether to support SRB2 in NB-IoT for NAS information and apply AS security only to SRB1.
Proposal 4
Key change is performed at connection resume.
Proposal 5
Key refresh is supported by means of connection suspend/resume.
Proposal 6
Next hop Chaining Counter (NCC) parameter is used to determine whether to derive keys horizontally or vertically.
Proposal 7
In the suspend message, the eNB provides the UE with the Next Hop Chaining Counter (NCC) associated with the K_eNB that is to be used at subsequent resumption.
Proposal 8
Whether in the suspend message, the eNB also provides the keyChangeIndicator to support re-keying at subsequent resumption is FFS.
Proposal 9
The resume request message from UE to eNB includes a Message Authentication Code (MAC) to securely identify the UE.
Proposal 10
At connection resume, security is reactivated in the UE as part of initiation of transmission of the RRCConnectionResumeRequest.


[5] contains some related text proposals.
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� Overhead for PDCP header (1 octet) and MAC-I (4 octets).
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