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1. Introduction

This document addresses the problem of potential C-RNTI collisions at handover, and suggests some possible solutions.
2. Discussion

As noted in [1], C-RNTI collision can occur in certain handover cases (where the UE moves to the wrong cell due to PCI confusion).
In general, C-RNTI collision is not distinguishable (on the network side) from loss of security synchronisation; in both cases, the network sees uplink activity from a UE with a recognised C-RNTI, which is ultimately unable to authenticate itself as the UE that is “supposed” to hold that C-RNTI.  In some situations the network may be able to make an educated guess based on the contents of uplink messages, but it seems unlikely that these guesses could be reliable (since the network cannot actually decipher the first uplink RRC message from a UE that has handed over to the wrong cell).
In the case of an actual security desynchronisation, of course the network should release the affected UE’s RRC connection.  In the case of a C-RNTI collision, however, it is preferable if the UE correctly using the involved C-RNTI can continue operation, while the other UE is released.  The proposal from [1] achieves this second goal, but at the cost of interfering with the network’s ability to send a timely RRC connection release to a security-desynchronised UE.

2.1. Potential solutions

There are several possible ways forward:

1. Adopt the solution from [1], and accept the impact on handling of UEs that lose security synchronisation.

2. Adopt the solution from [1], and modify the access procedure so that the network can recognise a handover without being able to decipher message 3, e.g., by adding a “handover flag” to message 1.  The network can use this flag to determine which messages it should interpret as handovers from a “lost” UE, and decline to send acks only for these messages.
3. Assume that the network will always release the RRC connection when it sees an uplink message that cannot be deciphered (i.e., the network treats all such cases as loss of security sync), and accept the impact of releasing an innocent UE when it is involved in a C-RNTI collision.

4. Apply some sort of “intelligent” or “selective” connection release, so that in case of C-RNTI collision, the network can release only the “bad” UE.

Options 2 and 4 have no negative procedural impacts, and for this reason are preferable.  Option 2 is fairly self-explanatory; the next section examines how option 4 could be realised in practice.
2.2. Realisations of option 4
One approach to option 4 would be to add some selectivity to the RRCConnectionRelease message, e.g., a checksum of the uplink message that caused the release (with the meaning “release only if you are the UE that sent this message”).  A release message with this field would be received by both UEs in the case of a C-RNTI collision, but only the one that sent the undecipherable uplink message (which normally should be message 3 for handover completion, but the network cannot determine the type) would actually release.  (The same behaviour could be captured with a new message if there is a desire to avoid “polluting” the existing RRCConnectionRelease message with extra fields for specific error cases.)
Alternatively, the existing counter check procedure could be used.  Although this sort of “selective release” is not really in the intended scope of this procedure, if the network initiates the counter check procedure when it detects a case of either C-RNTI collision or security desynchronisation, the resulting behaviour seems to be correct in all respects.  A UE that has lost security sync will of course fail the check and be released; in the case of a C-RNTI collision, the “good” UE will pass the check and retain its connection, while the “bad” UE will fail it and release.

As the counter check procedure has not yet been captured in TS 36.331, this new use of the procedure could be borne in mind when the specification text is drafted, e.g., to make certain that using the procedure for a C-RNTI collision does not cause any response from the involved UEs that could confuse the network.
3. Conclusion

We propose that RAN2 should adopt either solution 2 or solution 4 as described in Section 2.1, and discuss a detailed way forward.
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