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1. Introduction
Currently RAN2 TR contains the following open item: 

Concatenated messages:

· Initial Direct Transfer is concatenated with RRC connection request;

· Other NAS messages maybe concatenated with RRC messages i.e. for synchronised NAS/RRC procedure;

· Integrity protection of the NAS messages from RRC is FFS as integrity protection is already applied in the aGW.

In this contribution, we investigated this open issue of NAS integrity protection and proposes a way forward.
2. Discussion
The following two figures illustrates the current two options on NAS integrity protection at RRC layer. The figure 1 shows RRC PDU consists of both RRC message and integrity protected NAS message while the RRC integrity protection only applied to RRC message and (MAC-I, SN) part of NAS PDU. On the other hand, the figure 2 shows RRC PDU consists of both RRC message and integrity protection NAS message while the RRC integrity protection applied to both RRC message and whole NAS PDU. We should note that the security requirement on NAS and RRC can be met for both options. 
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Figure 1: NAS level only integrity protected NAS message (Alt 1)
[image: image2.emf]RRC message

SN MAC-I

RRC PDU

NAS message

SN MAC-I

NAS PDU

Integrity protection at NAS

Integrity protection at RRC


Figure 2: RRC level integrity protected NAS message (Alt 2)
We see the following observations on these two alternatives: 
· Alternative 2 simplifies the integrity protection procedure at RRC layer. For alternative 1, the RRC layer has to open up the NAS PDU in order to perform the integrity protection on (MAC-I, SN) part of NAS PDU. On the other hand, alternative 2 does not have to care about what is the inside of NAS PDU, therefore it is simpler from processing point of view without recognition of upper layer PDU format etc. One can argue that (MAC-I, SN) part of NAS PDU may not be needed to be integrity protected, so that alternative 1 can be modified to only cover the RRC message part. In that case, there is a problem that RRC layer can not recognize whether a security attack on NAS PDU has been placed or not, so it would forward a comprised NAS PDU to NAS layer which would be then discarded by NAS layer. Alternative 2, on the other hand, could detect the security attack placed on NAS PDU hence removing the possibility of delivering comprised NAS PDU to NAS layer. In other words, alternative 2 could reduce the effort of NAS layer by detecting the security comprise early than modified alternative 1 case. 

· Although alternative 2 requires more bit level processing due to the double integrity protection on NAS message, it could not be a significant complexity concern to choose alternative 1. 


· Both alternatives have no difference in the radio resource required for transmission.

· Both alternatives have no difference in terms of the number of processing at RRC and NAS layer (one processing per each layer only)
3. Conclusion

In this contribution, we reviewed two options on integrity protection of NAS message and we propose RAN2 to adopt 

· (alternative 2) RRC performs integrity protection on NAS message which has been already integrity protected by aGW






























































































































