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1 Introduction

This contribution discusses the case the ENB completes RRC connection establishment prior to receiving the (full) UE context from the MME. The main aspects discussed are early data transfer and mobility control.

2 Discussion
2.1 Background
It has previously been suggested that the RRC connection may be in an initial phase, in which the ENB does not have the complete UE context information. This may be the case in the following two scenarios:
· Upon transition from LTE_IDLE to LTE_ACTIVE, in case the ENB accepts the RRC connection prior to receiving the UE context information from the MME [1]

· Upon the transition from LTE_DETACHED to LTE_ACTIVE, in case no valid security key set is available i.e. meaning that authentication needs to be performed before security can be activated [2]
In this initial phase of the RRC connection, the UE behaviour may differ with regards to UE mobility, (user) data transfer and security. In this contribution these aspects are analysed for the above indicated scenarios with the aim to conclude whether early ENB connection acceptance should be supported in LTE.
Note
In an annex (ch. 5) a message sequence description is provided for these scenarios.

2.2 Initial user data transfer

Note 1
There does not seem to be a real need to support transfer of downlink data prior to the transfer of UE context information from MME to ENB, so the discussion is this section only concerns uplink data transfer

Upon transition from LTE_Idle to LTE_Active, the UE should resume service quickly. The aGW maintains a context for UEs in LTE_Idle, enabling it to quickly validate the UE, to resume the previously configured SAE bearer(s) as well as security. If however the ENB accepts the connection prior to receiving the context information from the MME, it is unable to resume the previous configuration (the ENB only knows the characteristics of the previous configuration upon receiving the UE context information). Prior to receiving the UE context, the ENB can only allocate a non- UE specific ‘initial QoS’.

The ‘initial QoS’ could be provided by establishing an initial Radio Bearer and Access Bearer on to which data corresponding to all SAE bearers is mapped. Due to this mapping, that is specific to this initial phase, support of multiple SAE bearers requires additional mechanisms in the protocol. This approach also implies that some SAE bearer re-configuration procedure is needed when the actual context is received from the MME. One possible simplification would be to only allow early data transfer for the default SAE bearer.
Note 2
As indicated in [3], our assumption is that upon transition to LTE_Active the AS- configuration is established from scratch (i.e. there is no resumption of a previous configuration). It should be noted though that in initial phase resumption of a previous AS configuration is not possible, since the UE context has not yet been received by the ENB

Instead of allocating an ‘initial QoS’ upon (early) connection acceptance, the UE could be allowed to transfer some user data even before the ENB accepts the connection. This ‘pre-connected QoS’ may be provided by means of some kind of Connection Less/ Common Channel transfer mechanism in which each user data packet includes the details of the UE identity, the UPE identity and the SAE bearer/ PDP context. One issue with the CL/CC approach is that it does not include outer ARQ functionality and hence that data transfer is less reliable. Furthermore, the approach may also result in duplicates e.g. when the UE re-selects another cell before receiving a HARQ ACK. Furthermore, such ‘pre-connected’ data transfer allows less network (admission) control. Moreover, early connection acceptance enables the ENB to assign an initial configuration/QoS depending on the cause value/ call type indicated in the connection request.

Regardless of the approach used, the UPE needs to handle packets received initially in a specific manner i.e. it needs to validate each packet before forwarding it on.

2.3 Mobility control

In LTE, the assumption is that in RRC connected state mobility is network controlled. The measurement reporting is assumed to be configured using broadcast or dedicated messages. In case the ENB accepts the RRC connection prior to receiving the context from the MME, AS security is not activate during the initial phase of the connection. Hence, if in the initial phase dedicated messages are used to configure mobility related measurements these would not be integrity protected. In previous discussions on security concerns were expressed regarding this i.e. that without integrity protection a rogue network could easily hijack the UE.

Note 1
33.102, 6.5.1 suggests that in UMTS it is not allowed to transfer any AS- messages without integrity except for those related to connection establishment, handover to UTRAN, paging, broadcast and rate control messages. However, RRC clarifies that the concerned list concerns the RRC messages that may be transferred unprotected after integrity has started.

Note 2
The issue is most critical in case of initial attach, when the UE has no valid key set in which case integrity is activated rather late.
If it is considered that, because of security concerns, mobility control shall not be configured via unprotected dedicated messages, a mode with UE controlled mobility needs to be introduced in RRC connected state.

3 Conclusion & recommendation
In this contribution we have analysed early connection acceptance i.e. the completion of the RRC connection before the ENB has received the (full) UE context.  Our analysis shows that early connection acceptance may introduce a number of additional complexities

· Additional mechanisms to allow initial user data transfer
· An additional mobility control mode within RRC connected
· Independent activation of AS & NAS security

RAN2 is requested to consider these aspects when concluding the topic.
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5 Initial connection establishment related scenarios (Annex)

5.1 Early connection acceptance

The ENB could immediately proceed with connection establishment i.e. prior to the reception of the context information from the MME. An example of such an approach is provided by the following figure.
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Figure 1: UL data to transfer, early connection acceptance

5.2 Attach with no valid key set

In case the UE has no valid key set upon initial attachment, there is some data transfer while the ENB has not received the full context information from the MME. An example this is provided by the following figure.
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Figure 2: Attach, no valid security context
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