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1.
Introduction
At RAN2 #99 Berlin meeting, RAN2 had a discussion on connection control procedures email. After the online discussion, the following security-related FFS were raised: 
13. For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.

FFS NR security framework for INACTIVE UEs.

15. For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.

FFS whether this MSG5 can be omitted in some case.
In this discussion paper we present our view on security aspect for inactive UEs.
2
Discussion
Since state transition to RRC_INACTIVE is only possible from the RRC_CONNECTED, when the UE moves to RRC_INACTIVE, AS security is already active. Considering that this principle applies equally to legacy UP CIoT optimization and lightweight connection in LTE, RRC Connection Resume procedure in LTE may be summarized as follows: 
* Upon connection establishment new AS keys including KRRCint are derived.

UE

((RRCConnectionRelease with rrc-Suspend)---

eNB
* Store the UE AS Context including the current security context.

--------------------------------------- From here, RRC_IDLE with suspend ---------------------------------------
UE
---(RRCConnectionResumeRequest using the stored KRRCint)(

eNB

UE
((RRCConnectionResume with new nextHopChainingCount)---
eNB
* UE updates the KeNB key using nextHopChainingCount and derive the new KRRCint
UE
---(RRCConnectionResumeComplete using the new KRRCint) (

eNB
As we can see above, since both the UE and the network need to verify and synchronize their security key before transmitting the user data, if RAN2 want to optimize or reduce RRC signalling, there should be new mechanism to exchange nextHopChainingCount which is used to derive the new security key. 
Observation 1.  In legacy RRC Connection Resume procedure, 3-step procedure is necessary because both the UE and the network need to verify and synchronize their security key before transmitting the user data.
In that sense, some companies propose to provide the NCC value to the UE prior to the RRC activation procedure to RRC_CONNECTED. The effect which can be achieved of this solution is the UE can send integrity protected RRCConnectionResumeRequest message (The message name is not decided in NR but for convenience use this message in this contribution) with new security key derived with nextHopChainingCount received earlier. Thus, both the UE and the network can verify and synchronize their security key within 2-step procedure.
Considering that one of the effects expected through RRC_INACTIVE in NR is signaling reduction during state transition, this method of providing the new NCC value prior to RRC Connection Resume procedure is good approach to optimize the procedure as 2-step. In addition, in our understanding, as almost gNBs in the same RAN Notification area will be likely to support the same security algorithm, providing NCC value prior to RRC Connection Resume procedure is regarded feasible. Even if the gNB fails the integrity protection check of the RRCConnectionResumeRequest, the network can resolve a problem with fallback procedure which RAN2 already agreed.
Observation 2. If the NCC value is provided to the UE prior to the RRC Connection Resume procedure, RRC Connection Resume procedure can be optimized into 2-step. If the gNB fails the integrity protection check of the RRCConnectionResumeRequest, the network can resolve a problem with fallback procedure.
Proposal 1. NCC value is provided to the UE prior to the RRC Connection Resume procedure.
If the above is agreed, the point to consider is when the network provides the NCC value to the UE and who changes the NCC value.

In terms of when the network provides the NCC value to the UE, there could be two approaches:

Approach 1. to provide the NCC value when the gNB decides to let the UE move to RRC_INACTIVE

Approach 2. to provide some time during RRC_CONNECTED

In terms of who changes the NCC value, there also could be two options:

Option a. the anchor gNB 

Option b. the 5GC 

In order to provide new NCC value prior to state transition to RRC_INACTIVE, either the gNB or the 5G-CN should update the NCC. If the NCC value is updated by the 5GC (Option b in above) upon the state transition to RRC_INACTIVE, the gNB should request new NCC value to 5G-CN e.g. S1-AP UE Context Suspend Request message. However, it seems to be against the SA2 agreement as “The 5GC network is not aware of the UE transitions between CM-CONNECTED with RRC Connected and CM-CONNECTED with RRC Inactive state”. Thus, it is reasonable for the anchor gNB (Option a in above) to increase NCC value. However, considering that NCC and NH have a one-to-one relationship and the {NCC, NH} pair are controlled by the MME during CM_CONNECTED in LTE, there would be additional procedure to synchronize the NCC value between the 5GC and the gNB, consequently SA3/RAN3 will need to slightly update the NCC handling in the AMF side. Therefore, RAN2 need to ask SA3/RAN about this solution.
Proposal 2. RAN2 assumes that the NCC value is updated by the anchor gNB.
RAN2 has discussed about harmonisation/merging of messages or procedure in NR, and we think it is possible to use the same message for at least RRC Connection Resume procedure and RRC Connection Reestablishment procedure because both has the similar parameters and functionality. Based on that, we do not restrict to apply this solution only for the inactive UEs. Preferably, the gNB provide new NCC value during RRC_CONNECTED (Approach 2 in above) to apply also for the RRC Connection Reestablishment procedure. We can consider to provide the NCC value via the RRCConnectionReconfiguration message.
Proposal 3. The gNB provides the NCC value during RRC_CONNECTED, and it is used at least for the RRC Connection Resume procedure and the RRC Connection Reestablishment procedure.

Proposal 4. Send an LS to RAN3 and SA3 based on the discussion above.
3 Conclusion
In this discussion paper we have presented our views on security aspect for inactive UEs. Based on the discussion we propose the following:

Observation 1.  In legacy RRC Connection Resume procedure, 3-step procedure is necessary because both the UE and the network need to verify and synchronize their security key before transmitting the user data.
Observation 2. If the NCC value is provided to the UE prior to the RRC Connection Resume procedure, RRC Connection Resume procedure can be optimized into 2-step. If the gNB fails the integrity protection check of the RRCConnectionResumeRequest, the network can resolve a problem with fallback procedure.
Proposal 1. NCC value is provided to the UE prior to the RRC Connection Resume procedure.
Proposal 2. RAN2 assumes that the NCC value is updated by the anchor gNB.

Proposal 3. The gNB provides the NCC value during RRC_CONNECTED, and it is used at least for the RRC Connection Resume procedure and the RRC Connection Reestablishment procedure.

Proposal 4. Send an LS to RAN3 and SA3 based on the discussion above.
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