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1. Introduction & Background

In Ls in [1] SA3 responded to RAN2 question on the network and UE behavior on DRB IP check failure as quoted below.

---------------------------------------------------------Begin quoting----------------------------------------------------------
Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.
SA3 answer: 

The user plane integrity protection is introduced for scenario where there is an active attacker between the UE and RAN modifying or injecting data. The correct behaviour in this scenario is to discard the packets failing integrity check. 

If there is an attacker present between the UE and the gNB, it is possible on rare occasions when HFN rolls over, that the PDCP counts gets unsynchronized. A recovery mechanism from the desynchronization of the counters is possible. But the attacker may not go away and the threat may persist, hence the type of recovery mechanism (to do RLF failure or SCG failure) need to be decided judiciously by RAN2.  

---------------------------------------------------------End quoting----------------------------------------------------------
RAN2#99bis further discussed configuration of UP IP and it was agreed that:

Agreements for NG-EN-DC and NE-DC and NR SA 

1.  UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.

This contribution further discusses IP check failure in case of non-split and split DRB and also considers MN node and SN node behaviour 
2. Discussion
2.1. IP check failure detected at UE
Case 1: IP check failure detected on MN DRB
After IP check failure is detected on MN DRB, UE is to discard the packets failing IP check. If the attack persist, UE is to report the IP check failure to MN or SN node as discussed in [2]. After reception of UE indication of the IP check failure, MN to reconfigure the affected DRB. 
Case 2: IP check failure detected on SN DRB

After IP check failure is detected on SN DRB, UE is to discard the packets failing IP check. If the attack persist, UE is to report the IP check failure to SN. After reception of UE indication of the IP check failure, SN may suspend or reconfigure the affected DRB and send DRB reconfiguration indication to MN.

Proposal 1:  At SCG DRB IP failure indication at SN, SN to send SCG DRB failure indication to MN.
Proposal 2:  At persistent DRB IP check failure indication, the DRB is suspended or reconfigured.
Case 3: IP check failure detected on split DRB

After IP check failure is detected on split DRB, UE is to discard the packets failing IP check. If the attack persist, UE is to report the IP check failure to MN/SN. If the split DRB IP check failure is reported to SN, SN should send a DRB IP check failure indication to MN. The split DRB P check failure may also be reported to MN. As MCG and SCG part of the DRB have common PDCP configure form MN. Security issue on MCG part of the DRB may also be a security issue on SCG part of the DRB. So it may not be secure to send data over one part the split DRB while the other experience persistent IP check failure. Therefore, after indication of split DRB IP check failure, either from UE or SN, MN suspends both MCG and SCG parts of the split DRB. Then MN may reconfigure the split DRB.
Proposal 3:  At split DRB IP failure indication at SN of split DRB, SN to send split DRB failure indication to MN.

Proposal 4:  At persistent split DRB IP check failure indication, the MN suspends or reconfigures both MCG and SCG parts of the split DRB.
2.2. Up link IP check failure detected
In UL, if IP check failure is detected at MN or SN, the failed packet is discarded, similarly to DL. 

If the IP check failure persists on a MSG or SCG DRB, MN or SN suspends the corresponding DRB which may also be reconfigured. If SN suspends a failed DRB, the DRB suspension and cause value should be indicated to MN

If IP check failure is detected on by MN on split DRB and the treat persists, MN suspends both MCG and SCG parts of the split DRB as discussed above.
Proposal 5:  RAN2 to send Ls to inform RAN3 that DRB integrity protection check failure indication is required between MN and SN.
3. Conclusion

This contribution UE behavior on DRB IP check failure and concludes with the following observation and proposals:
Proposal 1:  At SCG DRB IP failure indication at SN, SN to send SCG DRB failure indication to MN.
Proposal 2:  At persistent DRB IP check failure indication, the DRB is suspended or reconfigured.
Proposal 3:  At split DRB IP failure indication at SN of split DRB, SN to send split DRB failure indication to MN.

Proposal 4:  At persistent split DRB IP check failure indication, the MN suspends or reconfigures both MCG and SCG parts of the split DRB.
Proposal 5:  RAN2 to send Ls to inform RAN3 that DRB integrity protection check failure indication is required between MN and SN.
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