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Discussion and decision
1 Introduction

This contribution discusses the RAN implications of SA1 agreed CR on 5G access control requirements [1].

2 Discussion
The following points summarize the key aspects for RAN consideration to highlight from SA1 agreed CR [1]:
Point 1) Each access attempt is categorized into one of the access categories where these access categories aim to be mutually exclusive.
Point 2) Each access category has associated a broadcasted barring control information.
Point 3) Different criteria for access control are associated with access categories, and used to determine which access attempt is allowed or blocked based on the applicable access control information.

Point 4) There are standardized access categories and operator-defined access categories (e.g. for applications, network slicing aspects).
	Access category
	High level details

	0
	MT access for paging

	1
	AC 11-15

	2
	Delay tolerant

	3
	Emergency

	4
	MO signaling

	5
	MMTEL voice

	6
	MMTEL video

	7
	SMS

	8
	MO data (not belonging to other access category)

	9   - 31
	Reserved for (future) standardized access categories

	32 - 63
	Operator specific access categories


Point 5) Legacy UE access classes 11-15 still is supported.
Point 6) RAN can apply access control for each CN individually when multiple CN shares the same RAN.

Point 7) 5G unified access control framework is applicable to both NR/5GC and E-UTRA/5GC.

Point 8) 5G unified access control framework is applicable to UEs in RRC_IDLE, RRC_INACTIVE and RRC_CONNECTED at the time of initiating a new access attempt (e.g. new session request).

Point 9) MT access, for paging response, is not subject to access control (same as LTE), but a corresponding access category 0 is defined (e.g. for NAS to categorize the access attempt).
The following points summarize open aspects identified for RAN to further discuss based on SA1 agreed CR [1]:

Open item 1) Access Category 1 - Access Class 11-15 (AC11-15)
· A single access category 1 is defined to indicate the access attempt related to AC11-15. On this regard, SA1 CR [1] also clarifies the following:
· Condition related to UE: "One or some of Access Classes 11-15 are set. At least one of them is valid in the registered PLMN and justified its priority handling by the registered PLMN with regards to access control."
· NOTE 2: "Access Classes 11 and 15 are valid in Home PLMN only if the EHPLMN list is not present or in any EHPLMN. Access Classes 12, 13 and 14 are valid in Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI. If the barring control information contains flag for “unbarred” for at least one of these valid Access Classes, all access attempts from the UE require priority handling and fall into access category 1. Otherwise the UE does not require priority handling with regards to access control and other access categories apply. Access category 1 is not barred."
· An AC11-15 UE would need to (1st) check whether any of the AC11-15 is unbarred (in which case access category 1 applies for the access attempt), and if not, (2nd) check which other access category applies. 

· RAN2 aims that RRC handles the access categories transparently e.g. without having to differentiate between the services or motivation of the access attempt. However for AC11-15, this may not be possible if RRC has to do the access barring check for AC11-15. 
· Alternatively, the access barring check for AC11-15 could be moved to NAS.
Proposal 1. RAN2 confirms that RRC enables access control via access categories, with RRC being transparent to services or other checks that may be required in order to determine the access category.
Observation 1. FFS how 5G access control is enabled for AC11-15 in relation to access category 1.
Open item 2) AC11-15 for MO data, MO signaling, MMTEL voice and MMTEL video

· Legacy LTE defines independent access control broadcast information for AC11-15 when attempting to access for MO data, MO signaling, MMTEL voice and MMTEL video. However SA1 requirements do not address whether this requirement is applicable to NR access or not 
Proposal 2. RAN2 to discuss whether there is a need to have independent NR access control configuration for AC11-15 UEs when attempting to access for MO data, MO signaling, MMTEL voice and MMTEL video. Inform SA1 on RAN2 recommendation, if any, and if RAN2 considers that those legacy LTE requirements are needed in 5G AC, to inform SA1 to revisit the Stage 1 requirements.
Open item 3) AC11-15 and emergency

· In our understanding, it is not clear whether the following legacy LTE requirement for emergency calls, defined in TS 22.011, should be supported or are not applicable for 5G AC:
"An additional control bit known as "Access Class 10" is also signalled over the air interface to the UE. This indicates whether or not network access for Emergency Calls is allowed for UEs with access classes 0 to 9 or without an IMSI. For UEs with access classes 11 to 15, Emergency Calls are not allowed if both "Access class 10" and the relevant Access Class (11 to 15) are barred. Otherwise, Emergency Calls are allowed"

· It could be claimed that this is the expected behaviour with the text captured in NOTE 2, explained in open item 1, i.e. an AC11-15 UE would need to (1st) check whether any of the AC11-15 it belongs to is unbarred (in which case access category 1 applies for the access attempt), and if not, (2nd) check whether other access category applies. However in our understanding, the outcome behaviour does not look to be the same; e.g. imagine a UE which belongs to AC11, AC13 and AC14 attempts to do an emergency call while barring information indicates that access is barred for AC11, AC14, but not barred for AC13 and not barred for emergency:

· If we follow LTE requirement: UE access is allowed with access category 3 (due to AC10 indicating not barred).

· If we follow 5G requirement: UE access is allowed with access category 1 (due to AC13).
· Note that this different behaviour could have an effect on the RRC establishment cause, assuming that this parameter is derived from the access category.
Proposal 3. RAN2 to discuss whether there is a need to have access control handling of AC10 and AC11-15 similar as it was defined for LTE (i.e. "For UEs with AC-15, Emergency Calls are not allowed if both AC 10 and the relevant AC11-15 are barred; otherwise, Emergency Calls are allowed "). Inform SA1 on RAN2 recommendation, if any, and request SA1 to revisit the Stage 1 requirements.
Open item 4) Access Category 2 - delay tolerant (and EAB)
· A single access category 2 is defined to indicate the access attempt related to EAB for MTC. On this regard, SA1 CR [1] also clarifies the following:
· Condition related to UE: "UE is configured for delay tolerant service and subject to access control for access category 2, which is judged based on relation of UE’s HPLMN and the registred PLMN."
· NOTE 3: "The barring parameter for access category 2 is accompanied with information on whether the access control applies to UEs registered in UE’s HPLMN/EHPLMN, the most preferred VPLMN, or other PLMNs"

· SA1 seems not to require for 5G, the same handling for EAB and ACB as in LTE (see TS 22.011 on LTE requirements):

"If the EAB information that is broadcast by the network does not bar the UE, the UE shall be subject to access barring as described in clause 4.3.1."

· Note that for LTE this is implemented in TS 36.331 in such a way that when the UE is subject to access control "based on relation of UE's HPLMN and the registered PLMN" and the EAB category broadcasted by the network, and the UE passes the EAB check, it will additionally need to perform the ACB check. For NR, if based on the broadcasted EAB access category the access attempt is mapped to access category 2 and the UE passes the related check, it is allowed to access the network without doing any further checks.
· RAN2 has accommodated SA1's LTE requirements on handling for EAB a, b, c categories (see related LTE reference from TS 36.331):

eab-Category from SIB14 – "Indicates the category of UEs for which EAB applies. Value a corresponds to all UEs, value b corresponds to the UEs that are neither in their HPLMN nor in a PLMN that is equivalent to it, and value c corresponds to the UEs that are neither in the PLMN listed as most preferred PLMN of the country where the UEs are roaming in the operator-defined PLMN selector list on the USIM, nor in their HPLMN nor in a PLMN that is equivalent to their HPLMN, see TS 22.011"

· However as discussed in open item 1, a single access category 3 is defined to include all three EAB a, b, c categories. 
Proposal 4. RAN2 to discuss whether there is a need to proceed to other access barring check for other access categories when a UE is not barred for EAB/delay tolerant. Inform SA1 on RAN2 recommendation, if any, and check with them on their expected behaviour and SA1 to revisit their Stage 1 requirements to extend access barring checks after EAB checks.

Proposal 5. RAN2 to discuss if any clarification from SA1 is needed on whether EAB handling in LTE is no longer needed for 5G and that a single classification of "delay tolerant" is sufficient.
Observation 2. FFS how 5G access control is enabled for EAB for category of UEs a, b, c in relation to access category 2.
Open item 5) Access control for UEs in RRC_CONNECTED

· SA1 captures the requirement of enabling "RRC Connected at the time of initiating a new access attempt (e.g. new session request)", although it is not very clear the scope/definition of highlighted part. Therefore it might be better if RAN2 waits until CT1/SA1 further converge on their understanding of this point. e.g. whether it is only applicable for MMTEL voice/video (like in LTE) or whether other cases could be considered.
Proposal 6. RAN2 to wait on 5G AC for RRC_CONNECTED discussion until CT1/SA1 further clarifies which new access attempt (e.g. new session request) can be enabled. Inform CT1/SA1.
RAN2 should also discuss the overall 5G AC framework, including NAS/AS interaction and taking into consideration the points and open items explained above. 3GPP specification would need to address at least:

· (1) the determination of the access category, and 
· (2) the handling of access barring for the given access category.

In general, 3GPP is also trying minimize the NAS/AS interactions aiming to leave the handling details up to each UE implementation. Therefore we suggest to adopt this as a general principle as we further describe in [2].
Proposal 7. 5G AC framework should minimize the specification of UE's inter-layer interaction (leaving these details up to UE implementation so long as a specified black-box behaviour can be achieved without restricting implementation).
3 Conclusion

The observation captured is the following:
Observation 1.
FFS how 5G access control is enabled for AC11-15 in relation to access category 1.
Observation 2.
FFS how 5G access control is enabled for EAB for category of UEs a, b, c in relation to access category 2.


The proposal captured are the following:
Proposal 1.
RAN2 confirms that RRC enables access control via access categories, with RRC being transparent to services or other checks that may be required in order to determine the access category.
Proposal 2.
RAN2 to discuss whether there is a need to have independent NR access control configuration for AC11-15 UEs when attempting to access for MO data, MO signaling, MMTEL voice and MMTEL video. Inform SA1 on RAN2 recommendation, if any, and if RAN2 considers that those legacy LTE requirements are needed in 5G AC, to inform SA1 to revisit the Stage 1 requirements.
Proposal 3.
RAN2 to discuss whether there is a need to have access control handling of AC10 and AC11-15 similar as it was defined for LTE (i.e. "For UEs with AC-15, Emergency Calls are not allowed if both AC 10 and the relevant AC11-15 are barred; otherwise, Emergency Calls are allowed "). Inform SA1 on RAN2 recommendation, if any, and request SA1 to revisit the Stage 1 requirements.
Proposal 4.
RAN2 to discuss whether there is a need to proceed to other access barring check for other access categories when a UE is not barred for EAB/delay tolerant. Inform SA1 on RAN2 recommendation, if any, and check with them on their expected behaviour and SA1 to revisit their Stage 1 requirements to extend access barring checks after EAB checks.
Proposal 6.
RAN2 to wait on 5G AC for RRC_CONNECTED discussion until CT1/SA1 further clarifies which new access attempt (e.g. new session request) can be enabled. Inform CT1/SA1.
Proposal 7.
5G AC framework should minimize the specification of UE's inter-layer interaction (leaving these details up to UE implementation so long as a specified black-box behaviour can be achieved without restricting implementation).
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5 Annex

6.x
Unified access control

6.x.1
Description

Depending on operator policies, deployment scenarios, subscriber profiles, and available services, different criterion will be used in determining which access attempt should be allowed or blocked when congestion occurs in the 5G System. These different criteria for access control are associated with access categories with minimized inter-dependency among the different access control categories. The 5G system will provide a single unified access control where operators control accesses of each category. 

In unified access control, each access attempt is categorized into one of the access categories. Based on the access control information applicable for the corresponding access category of the access attempt, the UE performs a test whether the actual access attempt can be made or not. 

The unified access control supports extensibility to allow inclusion of additional standardized access categories and supports flexibility to allow operators to define operator-defined access categories using their own criterion (e.g. applications, network slicing aspects).
Additionally, the use of legacy access classes 11-15 is supported to potentially allow an access attempt to succeed that otherwise might have been barred.
6.x.2
Requirements

Based on operator’s policy, the 5G system shall be able to prevent UEs from accessing the network using relevant barring parameters that vary depending on access category. Access categories are as far as possible mutually exclusive and defined by the combination of conditions related to UE and the type of access attempt as listed in Table 6.x.2-1.

Table 6.x.2-1: Access Categories
	Access category number
	Conditions related to UE
	Type of access attempt

	0 (NOTE 1)
	All
	MO signalling resulting from paging

	1 (NOTE 2)
	One or some of Access Classes 11-15 are set. At least one of them is valid in the registered PLMN and justified its priority handling by the registered PLMN with regards to access control.
	All

	2 (NOTE 3)
	UE is configured for delay tolerant service and subject to access control for access category 2, which is judged based on relation of UE’s HPLMN and the registred PLMN.
	All

	3
	All except for the cases of access categories 1-2.
	Emergency

	4
	All except for the cases of access categories 1-2.
	MO signalling

	5
	All except for the cases of access categories 1-2.
	MMTEL voice

	6
	All except for the cases of access categories 1-2.
	MMTEL video

	7
	All except for the cases of access categories 1-2.
	SMS

	8
	All except for the cases of access categories 1-2.
	MO data that do not belong to any other access categories

	9-31
	
	Reserved standardized access categories

	32-63
	All except for the cases of access categories 1-2 and except for roaming-UEs
	Based on operator classification

	NOTE 1:
Access category 0 is not barred.

NOTE 2:
Access Classes 11 and 15 are valid in Home PLMN only if the EHPLMN list is not present or in any EHPLMN. Access Classes 12, 13 and 14 are valid in Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI. If the barring control information contains flag for “unbarred” for at least one of these valid Access Classes, all access attempts from the UE require priority handling and fall into access category 1. Otherwise the UE does not require priority handling with regards to access control and other access categories apply. Access category 1 is not barred.

NOTE 3:
The barring parameter for access category 2 is accompanied with information on whether the access control applies to UEs registered in UE’s HPLMN/EHPLMN, the most preferred VPLMN, or other PLMNs.


The 5G network shall be able to broadcast barring control information (i.e. a list of barring parameters associated with an access category) in one or more areas of the RAN.

The UE shall be able to determine whether or not a particular new access attempt is allowed based on barring parameters that the UE receives from the broadcast barring control information and the configuration in the UE.

In the case of multiple core networks sharing the same RAN, the RAN shall be able to apply access control for the different core networks individually.
The unified access control framework shall be applicable both to UEs accessing the 5G CN using E-UTRA and to UEs accessing the 5G CN using NR.
The unified access control framework shall be applicable to UEs in RRC Idle, RRC Inactive, and RRC Connected at the time of initiating a new access attempt (e.g. new session request).
Editor's note:
It is FFS whether changes are needed for the handling of network slices and for the handling of UEs that have multiple access categories.

