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1. Introduction
During the offline session on RRC specification methodology at RAN2 #99, a question was raised whether error handling on inter-node RRC message needs to be specified in RRC, which has not been for LTE. Since there is error handling on X2 in LTE, it could cover the inter-node RRC message embedded in the corresponding X2-AP message. This paper summarises the error handling specified for LTE X2-AP and aims to discuss whether the specific error handling on inter-node RRC message needs to be specified in the NR RRC specification.
2. Discussion
2.1. Summary of X2-AP error handling 
There are two types of error in X2AP: protocol error and procedure specified error. The protocol error can occur at any message reception, but the procedure specified error can only occur when an initiating message reception which is defined an unsuccessful message.

Protocol Error

The protocol error cases can be divided into three classes: transfer syntax error, abstract syntax error, and logical error. Figure1 shows the detection timing of the protocol error at the receiving node. A transfer syntax error occurs when the receiving node is not able to decode the received physical message. An abstract error occurs when the receiving functional X2AP entity detects “not comprehended IE/IE group”, “missing IE/IE group”, “IE/IE groups in wrong order or with too many occurrences”, or “erroneously present conditional IE/IE groups”. A logical error occurs when a message is comprehended correctly, but the information contained within the message is not valid, or describes a procedure which is not compatible with the state of the receiver.
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Figure1. Detection timing of the protocol error at the receiving node
In the X2AP message there is criticality information set for individual IEs and/or IE groups. This criticality information instructs the receiving node how to act when detects “not comprehended IE/IE group” or “missing IE/IE group” in abstract syntax error. The receiving node shall take different actions depending on the value of the criticality information. The three possible values of the criticality information for an IE/IE group are: “Reject IE”, “Ignore IE and Notify Sender”, and “Ignore IE”. Note that “Ignore IE and Notify Sender” seems not be used in any X2AP message.

Procedure specified Error

The procedure specified error is described the section of abnormal conditions in each procedure text in [1]. 

Error Handling
The error handling in X2AP depends on what error is detected. Typically, if the receiving node detects an error in an initiating message, the receiving node shall instead terminate the procedure and report the error to the sending node in the unsuccessful message, else if the receiving node detects an error in a response message, the receiving node shall consider the procedure as unsuccessfully terminated and initiated local error handling. 
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Figure2. Typically error handling (including the error handling of “Reject IE”)

As the first exception, if the receiving node detects an error of “not comprehended IE/IE group” or “missing IE/IE group” in abstract syntax error for which the criticality information assigned is “Ignore IE and Notify Sender” in a initiating message, the receiving node shall ignore the error and continue the procedure and report the error to the sending node in the successful message, else if the receiving node detects the error in a response message, the receiving node shall ignore the error and continue the procedure and report the error to the sending node in the Error Indication message.
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Figure3. Error handling of “Ignore IE and Notify Sender”
As the second exception, if the receiving node detects an error of “not comprehended IE/IE group” or “missing IE/IE group” in abstract syntax error for which the criticality information assigned “Ignore IE” in a initiating message, the receiving node shall ignore the error and continue the procedure, else if the receiving node detects the error in a response message, the receiving node shall ignore the error and continue the procedure.
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Figure4. Error handling of “Ignore IE”
For the above all cases, if the unsuccessful message or the successful message has not defined the corresponding procedure, or the receiving node cannot comprehend the procedure, the receiving node shall use the Error Indication message to report the error to the sending node. More specifically, the receiving node can set Cause IE indicating the cause of the error and Criticality Diagnostics IE indicating the error location at the IE level.
2.2. Necessity of error handling on inter-node RRC message

The inter-node RRC message is sent as a transparent RRC container on X2AP. The following error handling on the RRC container is specified in [1], but the others are not specified.
If the target eNB receives a HANDOVER REQUEST message containing RRC Context IE that does not include required information as specified in TS 36.331 [9], the target eNB shall send the HANDOVER PREPARATION FAILURE message to the source eNB.

If the SeNB receives a SENB MODIFICATION REQUEST message containing the MeNB to SeNB Container IE that does not include required information as specified in TS 36.331 [9], the SeNB shall send the SENB MODIFICATION REQUEST REJECT message to the MeNB.

Since the receiving node decodes the RRC container using own RRC ASN.1, the error detection logic should follow the RRC specification. However, from the eNB point of view, this kind of eerror detection logic/handling has never been specified. With regard to the error reporting, the receiving node cannot report the error location at the IE level, because the IE ID used for the error reporting is assigned to only to the RRC container (i.e., not per IE within the container).

Observation 1: The error handling for RRC Containers would be implementation matter in eNB.

Observation 2: The receiving node cannot report the error location at the IE level in the RRC Container.

However since the criticality information as the one in X2AP is not defined in RRC ASN.1 inter-node message, if the receiving node detects an error within a RRC Container, the receiving node would initiate the typical error handling, i.e., the receiving node would stops the procedure (instead of ignore the error and continue the procedure). Although the detailed error handling (ex. cause value) may be different, the major error handling would be the same in each eNB vendor. Moreover, we think the typical error handling is enough for the error handling on the inter-node RRC message. Therefore we propose the following:

Observation 3: If the receiving node detects an error on a RRC Container, the receiving node would not continue the procedure.

Observation 4: For NR, the same error handling on the inter-node RRC message as in LTE is enough as long as the similar error handling to X-AP is defined for Xn-AP.
3. Summary and proposal
Based on the above discussion and observations, the following is proposed:
Proposal: The Error handling for each IE in the inter-node RRC message does not have to be specified in NR RRC.

4. References
[1] TS 36.423 v14.3.0, “X2 application protocol (X2AP),”
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